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Commission  on  the  Prevention  of  Weapons  of 
Mass  Destruction  Proliferation  and  Terrorism 

December  2,  2008 


The  Honorable  George  W.  Bush 
President  of  the  United  States 
Washington,  D.C.  20500 


Dear  Mr.  President: 


In  accordance  with  the  Implementing  Recommendations  of  the  9/11 
Commission  Act  of  2007  (PL.  110-53),  we  hereby  submit  the  report  of 
the  Commission  on  the  Prevention  of  Weapons  of  Mass  Destruction 
Proliferation  and  Terrorism. 

The  mandate  given  to  this  Commission  by  Congress  was  far- 
reaching.  We  were  given  a  charter  to  assess,  within  180  days,  any  and  all 
of  the  nations  activities,  initiatives,  and  programs  to  prevent  weapons  of 
mass  destruction  proliferation  and  terrorism.  We  were  also  asked  to  pro¬ 
vide  concrete  recommendations — a  road  map,  if  you  will — to  address 
these  threats. 

In  response,  we  brought  together  a  staff  of  more  than  two  dozen 
professionals  and  subject  matter  experts  from  across  the  national  secu¬ 
rity,  intelligence,  and  law  enforcement  communities.  We  interviewed 
more  than  250  government  officials  and  nongovernmental  experts.  We 
held  eight  major  commission  meetings  and  one  public  hearing. 

Our  research  encompassed  travel  from  the  Sandia  National  Labora¬ 
tory  in  New  Mexico  to  London  to  Vienna.  We  traveled  to  Moscow  to 
assess  U.S.  nuclear  cooperation  initiatives  with  Russia.  We  were  en 
route  to  Pakistan,  a  country  of  particular  interest  to  this  Commission  and 
to  the  United  States,  only  to  hear  that  the  bombing  of  the  Marriott  Hotel 
in  Islamabad  had  occurred.  We  had  been  hours  from  staying  in  that  veiy 
hotel. 

Ultimately,  we  opted  to  center  the  Commission  findings  on  several 
areas  where  the  risks  to  the  United  States  are  increasing:  the  crossroads 


of  terrorism  and  proliferation  in  the  poorly  governed  parts  of  Pakistan, 
the  prevention  of  biological  and  nuclear  terrorism,  and  the  potential 
erosion  of  international  nuclear  security,  treaties,  and  norms  as  we  enter 
a  nuclear  energy  renaissance. 

The  intent  of  this  report  is  neither  to  frighten  nor  to  reassure  the 
American  people  about  the  current  state  of  terrorism  and  weapons  of 
mass  destruction.  It  is  to  underscore  that  the  U.S.  government  has  yet  to 
fully  adapt  to  these  circumstances,  and  to  convey  the  sobering  reality 
that  the  risks  are  growing  faster  than  our  multilayered  defenses.  Our 
margin  of  safety  is  shrinking,  not  growing. 

We  thank  you  for  the  honor  of  allowing  us  to  serve  our  country  in 
this  task.  Our  Commission  and  staff  stand  ready  to  help  you  in  any  way 
possible  to  explore  and  weigh  the  findings  and  recommendations  con¬ 
tained  in  this  report. 


Respectfully  submitted. 


Senator  Bob  Graham 
Chairman 

j 


Senator  Jim  Talent 
Vice-Chairman 


Dr.  Graham  T.  Allison 

9^  9.  &ul 

Mr.  Stephen  G.  Rademaker 
Ambassador  Wendy  R.  Sherman 


Ms.  Robin  Cleveland 

7^  &*•**£- 

The  Honorable  Timothy  J.  Roemer 
Mr.  Henry  D.  Sokolski 


Mr.  Richard  Verma 


Commission  on  the  Prevention  of  Weapons  of 
Mass  Destruction  Proliferation  and  Terrorism 


December  2,  2008 


The  Honorable  Nancy  Pelosi  The  Honorable  John  A.  Boehner 

United  States  House  of  Representatives  United  States  House  of  Representatives 
235  Cannon  House  Office  Building  1011  Longworth  House  Office  Building 

Washington,  D.C.  20515  Washington,  D.C.  20515 


The  Honorable  Harry  Reid 
United  States  Senate 
528  Hart  Senate  Office  Building 
Washington,  D.C.  20510 


The  Honorable  Mitch  McConnell 
United  States  Senate 
361-A  Russell  Senate  Office  Building 
Washington,  D.C.  20510 


Dear  Speaker  Pelosi,  Majority  Leader  Reid,  Minority  Leader  Boehner,  and 
Minority  Leader  McConnell: 


In  accordance  with  the  Implementing  Recommendations  of  the  9/11  Com¬ 
mission  Act  of  2007  (PL.  110-53),  we  hereby  submit  the  report  of  the  Com¬ 
mission  on  the  Prevention  of  Weapons  of  Mass  Destruction  Proliferation  and 
Terrorism. 

The  mandate  given  to  this  Commission  by  Congress  was  far-reaching. 
We  were  given  a  charter  to  assess,  within  180  days,  any  and  all  of  the 
nation’s  activities,  initiatives,  and  programs  to  prevent  weapons  of  mass  des¬ 
truction  proliferation  and  terrorism.  We  were  also  asked  to  provide  concrete 
recommendations — a  road  map,  if  you  will — to  address  these  threats. 

In  response,  we  brought  together  a  staff  of  more  than  two  dozen  profes¬ 
sionals  and  subject  matter  experts  from  across  the  national  security,  intelli¬ 
gence,  and  law  enforcement  communities.  We  interviewed  more  than  250 
government  officials  and  nongovernmental  experts.  We  held  eight  major  com¬ 
mission  meetings  and  one  public  hearing. 

Our  research  encompassed  travel  from  the  Sandia  National  Laboratory  in 
New  Mexico  to  London  to  Vienna.  We  traveled  to  Moscow  to  assess  U.S. 
nuclear  cooperation  initiatives  with  Russia.  We  were  en  route  to  Pakistan,  a 
country  of  particular  interest  to  this  Commission  and  to  the  United  States, 


only  to  hear  that  the  bombing  of  the  Marriott  Hotel  in  Islamabad  had 
occurred.  We  had  been  hours  from  staying  in  that  very  hotel. 

Ultimately,  we  opted  to  center  the  Commission  findings  on  several  areas 
where  the  risks  to  the  United  States  are  increasing:  the  crossroads  of  terrorism 
and  proliferation  in  the  poorly  governed  parts  of  Pakistan,  the  prevention  of 
biological  and  nuclear  terrorism,  and  the  potential  erosion  of  international 
nuclear  security,  treaties,  and  norms  as  we  enter  a  nuclear  energy  renaissance. 

The  intent  of  this  report  is  neither  to  frighten  nor  to  reassure  the  Ameri¬ 
can  people  about  the  current  state  of  terrorism  and  weapons  of  mass  destruc¬ 
tion.  It  is  to  underscore  that  the  U.S.  government  has  yet  to  fully  adapt  to 
these  circumstances,  and  to  convey  the  sobering  reality  that  the  risks  are 
growing  faster  than  our  multilayered  defenses.  Our  margin  of  safety  is  shrink¬ 
ing,  not  growing. 

We  thank  you  for  the  honor  of  allowing  us  to  serve  our  country  in  this 
task.  Our  Commission  and  staff  stand  ready  to  help  you  in  any  way  possible  to 
explore  and  weigh  the  findings  and  recommendations  contained  in  this  report. 


Senator  Bob  Graham 
Chairman 


Respectfully  submitted, 


Senator  Jim  Talent 
Vice-Chairman 


Dr.  Graham  T.  Allison 

(j .  (2JUL 

Mr.  Stephen  G.  Rademaker 


Ms.  Robin  Cleveland 

The  Honorable  Timothy  J.  Roemer 


Ambassador  Wendy  R.  Sherman  Mr.  Henry  D.  Sokolski 


Mr.  Richard  Verma 


Preface 


During  the  course  of  our  fieldwork  for  this  report,  the  members  of  the 
Commission  had  a  near  miss — and  it  served  as  a  reminder  of  the 
urgency  of  our  mission  and  message. 

Asked  by  Congress  to  recommend  ways  of  preventing  weapons  of 
mass  destruction  proliferation  and  terrorism,  we  were  on  our  way  to  a 
place  where  these  two  concerns  intersect — Pakistan.  On  September 
20,  2008,  we  were  in  Kuwait  City  awaiting  our  connecting  flight  to 
Islamabad,  where  we  would  be  staying  at  the  Marriott  Hotel.  Suddenly 
our  cell  phones  began  buzzing  with  breaking  news:  the  Islamabad 
Marriott  had  just  been  devastated  by  a  bomb. 

Minutes  later,  eveiy  television  set  in  the  airport  was  showing  live 
footage  of  our  destination.  The  Marriott  was  ablaze,  a  line  of  fire  lim¬ 
ning  its  length.  The  hotel  front  was  a  mass  of  twisted  iron  and  broken 
concrete.  What  once  had  been  the  lobby  was  now  a  huge  black  crater. 
More  than  fifty  people  lost  their  lives  that  day  at  the  Islamabad  Mar¬ 
riott,  a  gathering  place  for  prominent  visitors  and  influential  locals. 
Within  hours,  the  attack  came  to  be  known  as  Pakistan’s  9/11 — a  fright¬ 
ening  reminder  that  we  live  in  an  age  of  global  terrorism. 

The  world  is  also  imperiled  by  a  new  era  of  proliferation  of 
weapons  of  mass  destruction.  Our  Commission  was  charged  with  rec¬ 
ommending  ways  of  halting  and  reversing  this  proliferation.  We  focused 
on  two  categories  of  WMD — nuclear  and  biological  weapons — because 
they  pose  the  greatest  peril. 

The  proliferation  of  these  weapons  increases  the  risk  that  they  may 
be  used  in  a  terrorist  attack  in  two  ways.  First,  it  increases  the  number 
of  states  that  will  be  in  a  position  either  to  use  the  weapons  themselves 
or  to  transfer  materials  and  know-how  to  those  who  might  use  WMD 
against  us.  The  more  proliferation  that  occurs,  the  greater  the  risk  of 
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additional  proliferation,  as  nations  that  have  to  this  point  declined  to 
acquire  nuclear  weapons  will  believe  it  necessary  to  counter  their 
neighbors  who  have  developed  those  capabilities.  Second,  it  increases 
the  prospect  that  these  weapons  will  be  poorly  secured  and  thus  may  be 
stolen  by  terrorists  or  by  others  who  intend  to  sell  them  to  those  who 
would  do  us  harm. 

Terrorists  are  determined  to  attack  us  again — with  weapons  of 
mass  destruction  if  they  can.  Osama  bin  Laden  has  said  that  obtaining 
these  weapons  is  a  “religious  duty”  and  is  reported  to  have  sought  to 
perpetrate  another  “Hiroshima.” 

Our  Commission  is  a  legacy  of  the  Joint  Inquiry  into  Intelligence 
Community  Activities  Before  and  After  the  Terrorist  Attacks  of  Septem¬ 
ber  11,  2001,  and  the  National  Commission  on  Terrorist  Attacks  Upon 
the  United  States  (the  9/11  Commission).  The  reports  produced  by 
these  commissions  explained  to  the  American  people  how  and  why  the 
U.S.  government  failed  to  discover  that  terrorists,  operating  from 
Afghanistan,  were  infiltrating  the  United  States  in  order  to  use  a  most 
unconventional  resource — commercial  airplanes — as  weapons  that 
would  kill  thousands  of  people.  We  have  a  far  different  mandate:  to 
examine  the  threats  posed  to  the  United  States  by  weapons  of  mass 
destruction  proliferation  and  terrorism  in  a  world  that  has  been  changed 
forever  by  the  forces  of  globalization. 

The  United  States  still  wields  enormous  power  of  the  traditional 
kind,  but  traditional  power  is  less  effective  than  it  used  to  be.  In  today’s 
world,  individuals  anywhere  on  the  planet  connect  instantly  with  one 
another  and  with  information.  Money  is  moved,  transactions  are  made, 
information  is  shared,  instructions  are  issued,  and  attacks  are  unleashed 
with  a  keystroke.  Weapons  of  tremendous  destructive  capability  can  be 
developed  or  acquired  by  those  without  access  to  an  industrial  base  or 
even  an  economic  base  of  any  kind,  and  those  weapons  can  be  used  to 
kill  thousands  of  people  and  disrupt  vital  financial,  communications, 
and  transportation  systems,  which  are  easy  to  attack  and  hard  to  defend. 
All  these  factors  have  made  nation-states  less  powerful  and  more  vul¬ 
nerable  relative  to  the  terrorists,  who  have  no  national  base  to  defend 
and  who  therefore  cannot  be  deterred  through  traditional  means. 

One  of  the  purposes  of  this  report  is  to  set  forth  honestly  and 
directly,  for  the  consideration  of  the  American  people,  the  threat  our 
country  faces  if  terrorists  acquire  weapons  of  mass  destruction.  We  also 
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present  recommendations  of  actions  that  the  United  States  can  under¬ 
take — unilaterally  and  in  concert  with  the  international  community — 
to  make  our  homeland  and  the  world  safer. 

Though  our  recommendations  are  primarily  addressed  to  the  next 
President  and  the  next  Congress,  we  also  envision  an  important  role  for 
citizens.  We  want  to  inform  our  fellow  citizens,  and  thereby  empower 
them  to  act.  We  call  for  a  new  emphasis  on  open  and  honest  engage¬ 
ment  between  government  and  citizens  in  safeguarding  our  homeland 
and  in  becoming  knowledgeable  about  and  developing  coordinated 
public  responses  to  potential  terrorist  attacks. 

In  every  terrorist  strike  anywhere  in  the  world,  to  eveiy  innocent 
life  lost  must  be  added  thousands  more  who  were  just  hours  away  from 
having  been  at  that  ground  zero,  from  having  become  innocent  vic¬ 
tims — a  point  powerfully  underscored  by  the  Commission’s  near  miss 
on  September  20,  2008.  In  those  moments  of  danger,  we  are  all,  first 
and  foremost,  citizens  of  a  world  at  risk,  with  the  common  cause  of  pro¬ 
tecting  the  innocent  and  preserving  our  way  of  life. 

It  is  our  hope  to  break  the  all-too-familiar  cycle  in  which  disaster 
strikes  and  a  commission  is  formed  to  report  to  us  about  what  our  gov¬ 
ernment  should  have  known  and  done  to  keep  us  safe.  This  time  we  do 
know.  We  know  the  threat  we  face.  We  know  that  our  margin  of  safety  is 
shrinking,  not  growing.  And  we  know  what  we  must  do  to  counter  the 
risk.  There  is  no  excuse  now  for  allowing  domestic  partisanship  or  inter¬ 
national  rivalries  to  prevent  or  delay  the  actions  that  must  be  taken.  We 
need  unity  at  all  levels — nationally,  locally,  and  among  people  all  across 
the  globe.  There  is  still  time  to  defend  ourselves,  if  we  act  with  the 
urgency  called  for  by  the  nature  of  the  threat  that  confronts  us.  Sound¬ 
ing  that  call  for  urgent  action  is  the  purpose  of  this  report. 
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The  Commission  believes  that  unless  the  world  community  acts  deci¬ 
sively  and  with  great  urgency,  it  is  more  likely  than  not  that  a  weapon  of 
mass  destruction  will  be  used  in  a  terrorist  attack  somewhere  in  the 
world  by  the  end  of  2013. 

The  Commission  further  believes  that  terrorists  are  more  likely  to 
be  able  to  obtain  and  use  a  biological  weapon  than  a  nuclear  weapon. 
The  Commission  believes  that  the  U.S.  government  needs  to  move 
more  aggressively  to  limit  the  proliferation  of  biological  weapons  and 
reduce  the  prospect  of  a  bioterror  attack. 

Further  compounding  the  nuclear'  threat  is  the  proliferation  of 
nuclear'  weapons  capabilities  to  new  states  and  the  decision  by  several 
existing  nuclear  states  to  build  up  their  arsenals.  Such  proliferation  is  a 
concern  in  its  own  right  because  it  may  increase  the  prospect  of  military 
crises  that  could  lead  to  war  and  catastrophic  use  of  these  weapons.  As 
former  Senator  Sam  Nunn  testified  to  our  Commission:  “The  risk  of  a 
nuclear-  weapon  being  used  today  is  growing,  not  receding.” 

This  Commission  was  chartered  by  Congress  to  assess  our  nation  s 
progress  in  preventing  weapons  of  mass  destruction  proliferation  and 
terrorism — and  to  provide  the  next  President  and  Congress  with  con¬ 
crete,  actionable  recommendations  that  can  serve  as  their  road  map  to 
a  safer  homeland  and  world. 

No  mission  could  be  timelier.  The  simple  reality  is  that  the  risks  that 
confront  us  today  are  evolving  faster  than  our  multilayered  responses. 
Many  thousands  of  dedicated  people  across  all  agencies  of  our  govern¬ 
ment  are  working  hard  to  protect  this  country,  and  their  efforts  have  had 
a  positive  impact.  But  the  terrorists  have  been  active,  too — and  in  our 
judgment  Americas  margin  of  safety  is  shrinking,  not  growing. 

The  Commission  reached  that  sobering  conclusion  following  six 
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months  of  deliberations,  site  visits,  and  interviews  with  more  than  250 
government  officials  and  nongovernmental  experts  in  the  United  States 
and  abroad. 

While  the  mandate  of  the  Commission  was  to  examine  the  full 
sweep  of  the  challenges  posed  by  the  nexus  of  terrorist  activity  and  the 
proliferation  of  all  forms  of  WMD — chemical,  biological,  radiological, 
and  nuclear — we  concluded  early  in  our  deliberations  that  this  report 
should  focus  solely  on  the  two  types  of  WMD  categories  that  have  the 
greatest  potential  to  kill  in  the  most  massive  numbers:  biological  and 
nuclear  weapons. 

Since  the  end  of  the  Cold  War,  the  United  States  has  spent  billions 
of  dollars  securing  nuclear  weapons,  materials,  and  technology  in  Rus¬ 
sia  and  the  former  states  of  the  Soviet  Union — to  good  effect — and  has 
introduced  some  new  counterproliferation  measures.  But  during  that 
period,  the  world  has  also  witnessed  a  new  era  of  proliferation:  North 
Korea  tested  a  nuclear  weapon;  Iran  has  been  rapidly  developing  capa¬ 
bilities  that  will  enable  it  to  build  nuclear  weapons;  Dr.  A.  Q.  Khan,  of 
Pakistan,  led  a  nuclear  proliferation  network  that  was  a  one-stop  shop 
for  aspiring  nuclear  weapons  countries;  and  nuclear  arms  rivalries  have 
intensified  in  the  Middle  East  and  Asia.  If  not  constrained,  this  prolif¬ 
eration  could  prompt  nuclear  crises  and  even  nuclear  use  at  the  very 
time  that  the  United  States  and  Russia  are  trying  to  reduce  their 
nuclear  weapons  deployments  and  stockpiles. 

Meanwhile,  biotechnology  has  spread  globally.  At  the  same  time  that 
it  has  benefited  humanity  by  enabling  advances  in  medicine  and  in  agri¬ 
culture,  it  has  also  increased  the  availability  of  pathogens  and  technolo¬ 
gies  that  can  be  used  for  sinister  purposes.  Many  biological  pathogens  and 
nuclear  materials  around  the  globe  are  poorly  secured — and  thus  vulner¬ 
able  to  theft  by  those  who  would  put  these  materials  to  harmful  use,  or 
would  sell  them  on  the  black  market  to  potential  terrorists. 

According  to  an  April  2006  National  Intelligence  Estimate  on 
Trends  in  Global  Terrorism,  “Activists  identifying  themselves  as 
jihadists,  although  a  small  percentage  of  Muslims,  are  increasing  both  in 
number  and  geographic  dispersion.  ...  If  this  trend  continues,  threats 
to  U.S.  interests  at  home  and  abroad  will  become  more  diverse,  leading 
to  increasing  attacks  worldwide.”  Since  9/11  there  has  been  an  increase 
in  the  number  of  groups  that  have  associated  or  aligned  themselves  with 
al  Qaeda — the  preeminent  terrorist  threat  to  the  United  States  and  the 
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perpetrators  of  9/11 — including  al  Qaeda  in  Iraq,  the  Libyan  Islamic 
Fighting  Group,  and  the  Algerian  al  Qaeda  in  the  Islamic  Maghreb,  for¬ 
merly  the  Salafist  Group  for  Preaching  and  Combat  (GSPC).  This 
increase  in  terrorist  networks  is  a  threat  to  the  entire  world. 

Though  U.S.  policy  and  strategy  have  made  progress,  they  have 
not  kept  pace  with  the  growing  risks.  In  the  area  of  counterterrorism, 
our  government  has  innovated  and  implemented  new  initiatives  since 
9/11,  but  its  focus  has  been  mainly  limited  to  defense,  intelligence,  and 
homeland  security  programs  and  operations.  The  next  administration 
needs  to  go  much  further,  using  the  tools  of  “soft  power”  to  communi¬ 
cate  effectively  about  American  intentions  and  to  build  grassroots 
social  and  economic  institutions  that  will  discourage  radicalism  and 
undercut  the  terrorists  in  danger  spots  around  the  world — especially  in 
Pakistan. 


Biological  Proliferation  and  Terrorism 

Since  terrorists  attacked  the  United  States  on  September  11,  2001,  the 
U.S.  government  has  addressed  the  risk  of  biological  proliferation  and 
terrorism  with  policies  rooted  in  a  far  different  mind-set  than  the  one 
that  guides  its  policies  toward  nuclear  weapons.  While  U.S.  strategies 
to  combat  nuclear  terrorism  focus  on  securing  the  world  s  stocks  of  fis¬ 
sile  materials  before  terrorists  can  steal  or  buy  enough  on  the  black 
market  to  build  a  nuclear  bomb,  the  governments  approach  to  bioter¬ 
rorism  has  placed  too  little  emphasis  on  prevention.  The  Commission 
believes  that  the  United  States  must  place  a  greater  emphasis  on  the 
prevention  side  of  the  equation. 

To  date,  the  U.S.  government  has  invested  the  largest  portion  of  its 
nonproliferation  efforts  and  diplomatic  capital  in  preventing  nuclear 
terrorism.  Only  by  elevating  the  priority  of  preventing  bioterrorism 
will  it  be  possible  to  substantially  improve  U.S.  and  global  biosecurity. 

The  nuclear  age  began  with  a  mushroom  cloud — and,  from  that 
moment  on,  all  those  who  worked  in  the  nuclear  industry  in  any  capac¬ 
ity,  military  or  civilian,  understood  they  must  work  and  live  under  a 
clear  and  undeniable  security  mandate.  But  the  life  sciences  commu¬ 
nity  has  never  experienced  a  comparable  iconic  event.  As  a  result, 
security  awareness  has  grown  slowly,  lagging  behind  the  emergence  of 
biological  risks  and  threats.  It  is  essential  that  the  members  of  the  life 
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sciences  community — in  universities,  medical  and  veterinary  schools, 
nongovernmental  research  institutes,  trade  associations,  and  biotech¬ 
nology  and  pharmaceutical  companies — foster  a  bottom-up  effort  to 
sensitize  researchers  to  biosecurity  issues  and  concerns. 

RECOMMENDATION  1:  The  United  States  should  under¬ 
take  a  series  of  mutually  reinforcing  domestic  measures  to 
prevent  bioterrorism:  (1)  conduct  a  comprehensive  review  of 
the  domestic  program  to  secure  dangerous  pathogens, 

(2)  develop  a  national  strategy  for  advancing  bioforensic  capa¬ 
bilities,  (3)  tighten  government  oversight  of  high-containment 
laboratories,  (4)  promote  a  culture  of  security  awareness  in  the 
life  sciences  community,  and  (5)  enhance  the  nation’s  capabili¬ 
ties  for  rapid  response  to  prevent  biological  attacks  from 
inflicting  mass  casualties. 


O  O  O 

The  cornerstone  of  international  efforts  to  prevent  biological  weapons 
proliferation  and  terrorism  is  the  1972  Biological  Weapons  Convention 
(BWC).  This  treaty  bans  the  development,  production,  and  acquisition 
of  biological  and  toxin  weapons  and  the  delivery  systems  specifically 
designed  for  their  dispersal.  But  because  biological  activities,  equipment, 
and  technology  can  be  used  for  good  as  well  as  harm,  BW-related  activi¬ 
ties  are  exceedingly  difficult  to  detect,  rendering  traditional  verification 
measures  ineffective.  In  addition,  the  globalization  of  the  life  sciences  and 
technology  has  created  new  risks  of  misuse  by  states  and  terrorists. 

The  BWC  has  been  undercut  by  serious  violations,  which  went 
undetected  for  years,  and  by  its  failure  to  gain  universal  membership. 
Moreover,  the  treaty  is  not  supported  at  the  international  level  by  an 
overarching  strategy  for  preventing  biological  weapons  proliferation 
and  terrorism. 

Meanwhile,  U.S.  biological  cooperative  threat  reduction  (CTR)  pro¬ 
grams  in  the  former  Soviet  Union  (FSU)  have  made  good  progress  in 
improving  pathogen  security  and  in  redirecting  former  bioweapons  sci¬ 
entists  to  peaceful  activities.  In  recent  years,  however,  the  Russian  gov¬ 
ernment  has  viewed  such  programs  with  disinterest  and  even  suspicion 
and  has  argued  that  its  growing  economic  strength  obviates  the  need  for 
continued  foreign  assistance.  Bureaucratic  and  political  obstacles  in  Rus- 
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sia  have  forced  the  United  States  to  reluctantly  cut  back  its  biological 
CTR  activities  there.  The  security  of  pathogen  collections  in  Russia  has 
been  improved,  but  the  large  cadre  of  former  bioweapons  scientists 
remains  a  global  proliferation  concern. 

Although  biological  CTR  programs  have  stalled  in  Russia,  the 
U.S.  government  has  expanded  them  elsewhere.  The  program  now 
includes  developing  countries  in  the  Middle  East,  South  Asia,  and 
Southeast  Asia  that  face  significant  risks  from  transnational  terrorist 
groups,  have  poorly  secured  biological  laboratories  and  culture  collec¬ 
tions,  and  experience  frequent  outbreaks  of  emerging  infectious  dis¬ 
eases.  To  prevent  terrorists  from  stealing  dangerous  pathogens  or 
recruiting  indigenous  biological  experts,  the  United  States  has  helped 
these  countries  upgrade  laboratory  security,  has  provided  biosecurity 
training,  and  has  engaged  hundreds  of  life  scientists  in  peaceful  research 
projects.  These  efforts  are  ongoing,  and  it  remains  to  be  seen  if  they 
will  be  successful.  Other  parts  of  the  developing  world,  including  Africa 
and  South  America,  face  serious  biosecurity  challenges  and  could  ben¬ 
efit  from  similar  cooperative  threat  reduction  programs. 

RECOMMENDATION  2:  The  United  States  should  under¬ 
take  a  series  of  mutually  reinforcing  measures  at  the  inter¬ 
national  level  to  prevent  biological  weapons  proliferation  and 
terrorism:  (1)  press  for  an  international  conference  of  countries 
with  major  biotechnology  industries  to  promote  biosecurity,  (2) 
conduct  a  global  assessment  of  biosecurity  risks,  (3)  strengthen 
global  disease  surveillance  networks,  and  (4)  propose  a  new 
action  plan  for  achieving  universal  adherence  to  and  effective 
national  implementation  of  the  Biological  Weapons  Conven¬ 
tion,  for  adoption  at  the  next  review  conference  in  2011. 

Nuclear  Proliferation  and  Terrorism 

The  number  of  states  that  are  armed  with  nuclear  weapons  or  are  seek¬ 
ing  to  develop  them  is  increasing.  Terrorist  organizations  are  intent  on 
acquiring  nuclear  weapons  or  the  material  and  expertise  needed  to 
build  them.  Trafficking  in  nuclear  materials  and  technology  is  a  serious, 
relentless,  and  multidimensional  problem. 

Yet  nuclear  terrorism  is  still  a  preventable  catastrophe.  The  world 
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must  move  with  new  urgency  to  halt  the  proliferation  of  nuclear 
weapons  nations — and  the  United  States  must  increase  its  global  lead¬ 
ership  efforts  to  stop  the  proliferation  of  nuclear  weapons  and  safe¬ 
guard  nuclear  material  before  it  falls  into  the  hands  of  terrorists.  The 
new  administration  must  move  to  revitalize  the  Nuclear  Nonprolifera¬ 
tion  Treaty  (NPT). 

The  nonproliferation  regime  embodied  in  the  NPT  has  been 
eroded  and  the  International  Atomic  Energy  Agency’s  financial 
resources  fall  far  short  of  its  existing  and  expanding  mandate.  The 
amount  of  safeguarded  nuclear  bomb-making  material  has  grown  by  a 
factor  of  6  to  10  over  the  past  20  years,  while  the  agency’s  safeguards 
budget  has  not  kept  pace  and  the  number  of  IAEA  inspections  per 
facility  has  actually  declined. 

RECOMMENDATION  3:  The  United  States  should  work 
internationally  toward  strengthening  the  nonproliferation 
regime,  reaffirming  the  vision  of  a  world  free  of  nuclear 
weapons  by  (1)  imposing  a  range  of  penalties  for  NPT  viola¬ 
tions  and  withdrawal  from  the  NPT  that  shift  the  burden  of 
proof  to  the  state  under  review  for  noncompliance;  (2)  ensur¬ 
ing  access  to  nuclear  fuel,  at  market  prices  to  the  extent  pos¬ 
sible,  for  non-nuclear  states  that  agree  not  to  develop  sensitive 
fuel  cycle  capabilities  and  are  in  full  compliance  with  inter¬ 
national  obligations;  (3)  strengthening  the  International 
Atomic  Energy  Agency,  to  include  identifying  the  limitations  to 
its  safeguarding  capabilities,  and  providing  the  agency  with  the 
resources  and  authorities  needed  to  meet  its  current  and 
expanding  mandate;  (4)  promoting  the  further  development 
and  effective  implementation  of  counterproliferation  initia¬ 
tives  such  as  the  Proliferation  Security  Initiative  and  the  Global 
Initiative  to  Combat  Nuclear  Terrorism;  (5)  orchestrating  con¬ 
sensus  that  there  will  be  no  new  states,  including  Iran  and 
North  Korea,  possessing  uranium  enrichment  or  plutonium¬ 
reprocessing  capability;  (6)  working  in  concert  with  others  to 
do  everything  possible  to  promote  and  maintain  a  moratorium 
on  nuclear  testing;  (7)  working  toward  a  global  agreement  on 
the  definition  of  “appropriate”  and  “effective”  nuclear  security 
and  accounting  systems  as  legally  obligated  under  United 
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Nations  Security  Council  Resolution  1540;  and  (8)  discourag¬ 
ing,  to  the  extent  possible,  the  use  of  financial  incentives  in  the 
promotion  of  civil  nuclear  power. 

O  O  O 

The  United  States  and  Russia  together  possess  about  95  percent  of  the 
worlds  nuclear  material.  This  fact  has  led  the  United  States  to  work 
closely  with  Russia  to  make  sure  that  all  of  this  material  is  safe  from 
theft  and  that  Russia’s  former  WMD  scientists  find  employment  out¬ 
side  of  the  nuclear  military  complex.  The  United  States  has  spent  bil¬ 
lions  of  dollars  securing  nuclear  weapons,  materials,  and  technology  in 
Russia  and  the  former  states  of  the  Soviet  Union.  Now  Russia  is  a  full 
partner  and  the  two  countries  must  work  together  to  help  other  states 
improve  their  nuclear  security  and  safety. 

Cooperative  nuclear  security  programs,  part  of  the  overall  effort 
by  the  United  States  to  address  proliferation  and  WMD  terrorist 
threats,  can  be  better  utilized.  To  date,  such  cooperative  programs 
have  focused  on  Russia.  Although  there  is  more  to  do  there,  the  next 
President  should  build  on  work  already  under  way  to  involve  all  nations 
in  the  fight  against  proliferation  and  WMD  terrorism. 

RECOMMENDATION  4:  The  new  President  should  under¬ 
take  a  comprehensive  review  of  cooperative  nuclear  security 
programs,  and  should  develop  a  global  strategy  that  accounts 
for  the  worldwide  expansion  of  the  threat  and  the  restructur¬ 
ing  of  our  relationship  with  Russia  from  that  of  donor  and 
recipient  to  a  cooperative  partnership. 


O  O  O 

The  Commission  focused  with  special  urgency  on  the  pressing  nuclear 
proliferation  designs  of  two  nations,  one  with  ties  to  terrorists  and  both 
with  records  of  weapons  proliferation:  Iran  and  North  Korea.  The 
Commission  believes  strongly  that  the  United  States,  together  with 
other  nations,  must  develop  the  right  combination  of  incentives  and 
disincentives  to  address  these  problem  cases.  The  Commission  views 
the  nations  fundamental  objectives  as  clear  and  compelling:  Iran  must 
cease  all  of  its  efforts  to  develop  nuclear  weapons;  North  Korea  must 
dismantle  its  nuclear  program.  Smart  diplomacy  requires  that  any 
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approach  be  coupled  with  the  credible  threat  of  direct  action  to  ensure 
we  meet  these  objectives. 

Iran  continues  to  defy  its  NPT  obligations,  UN  Security  Council 
resolutions,  and  the  international  community  in  an  apparent  effort  to 
acquire  a  nuclear  weapons  capability.  It  has  3,850  centrifuges  spinning 
and  more  than  1,000  pounds  of  enriched  uranium — three-quarters  of 
what  would  be  needed,  after  further  enrichment,  to  build  its  first 
bomb. 

Meanwhile,  there  has  been  at  least  some  progress  in  the  inter¬ 
national  efforts  to  convince  North  Korea  to  roll  back  its  nuclear  pro¬ 
gram.  The  February  2007  Six-Party  Agreement  on  a  concrete 
denuclearization  plan  was  a  first  step  toward  the  realization  of  a  non¬ 
nuclear  Korean  peninsula.  After  months  of  glacial  diplomatic  move¬ 
ment,  progress  has  recently  been  made  on  framing  the  verification 
issues.  However,  it  remains  uncertain  whether  Pyongyang  will  ulti¬ 
mately  carry  out  its  commitment  to  eliminate  its  nuclear  weapons  and 
associated  enrichment  and  reprocessing  capabilities.  Experts  say  that 
North  Korea  now  has  about  10  bombs’  worth  of  plutonium  and  it  has 
conducted  a  nuclear  test. 

The  Commission  decided  that  because  of  the  dynamic  inter¬ 
national  environment,  it  would  not  address  the  precise  tactics  that 
should  be  employed  by  the  next  administration  to  achieve  the  strategic 
objective  of  stopping  the  nuclear  weapons  programs  of  these  two  coun¬ 
tries.  Developing  those  tactical  initiatives  will  clearly  be  one  of  its 
urgent  priorities. 

But  on  the  central  finding,  the  Commission  was  unanimous  in  con¬ 
cluding  that  the  nuclear  aspirations  of  Iran  and  North  Korea  pose 
immediate  and  urgent  threats  to  the  Nuclear  Nonproliferation  Treaty. 
Successful  nuclear  programs  in  both  countries  could  trigger  a  cascade 
of  proliferation  and  lead  to  the  unraveling  of  the  NPT. 

RECOMMENDATION  5:  As  a  top  priority,  the  next  adminis¬ 
tration  must  stop  the  Iranian  and  North  Korean  nuclear  weapons 
programs.  In  the  case  of  Iran,  this  requires  the  permanent  cessa¬ 
tion  of  all  of  Iran’s  nuclear  weapons-related  efforts.  In  the  case 
of  North  Korea,  this  requires  the  complete  abandonment  and 
dismantlement  of  all  nuclear  weapons  and  existing  nuclear  pro¬ 
grams.  If,  as  appears  likely,  the  next  administration  seeks  to  stop 
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these  programs  through  direct  diplomatic  engagement  with  the 
Iranian  and  North  Korean  governments,  it  must  do  so  from  a 
position  of  strength,  emphasizing  both  the  benefits  to  them  of 
abandoning  their  nuclear  weapons  programs  and  the  enormous 
costs  of  failing  to  do  so.  Such  engagement  must  be  backed  by  the 
credible  threat  of  direct  action  in  the  event  that  diplomacy  fails. 

Pakistan:  The  Intersection  of  Nuclear 
Weapons  and  Terrorism 

Were  one  to  map  terrorism  and  weapons  of  mass  destruction  today,  all 
roads  would  intersect  in  Pakistan.  It  has  nuclear  weapons  and  a  history 
of  unstable  governments,  and  parts  of  its  territory  are  currently  a  safe 
haven  for  al  Qaeda  and  other  terrorists.  Moreover,  given  Pakistan’s 
tense  relationship  with  India,  its  buildup  of  nuclear  weapons  is  exacer¬ 
bating  the  prospect  of  a  dangerous  nuclear  arms  race  in  South  Asia  that 
could  lead  to  a  nuclear  conflict. 

Pakistan  is  an  ally,  but  there  is  a  grave  danger  it  could  also  be  an 
unwitting  source  of  a  terrorist  attack  on  the  United  States — possibly 
with  weapons  of  mass  destruction. 

Our  Commission  has  singled  out  Pakistan  for  special  attention  in 
this  report,  as  we  believe  it  poses  a  serious  challenge  to  Americas 
short-term  and  medium-term  national  security  interests.  Indeed,  many 
government  officials  and  outside  experts  believe  that  the  next  terrorist 
attack  against  the  United  States  is  likely  to  originate  from  within  the 
Federally  Administered  Tribal  Areas  (FATA)  in  Pakistan.  The  Com¬ 
mission  agrees.  In  terms  of  the  nexus  of  proliferation  and  terrorism, 
Pakistan  must  top  the  list  of  priorities  for  the  next  President  and 
Congress. 

RECOMMENDATION  6:  The  next  President  and  Congress 
should  implement  a  comprehensive  policy  toward  Pakistan  that 
works  with  Pakistan  and  other  countries  to  (1)  eliminate  terror¬ 
ist  safe  havens  through  military,  economic,  and  diplomatic 
means;  (2)  secure  nuclear  and  biological  materials  in  Pakistan; 

(3)  counter  and  defeat  extremist  ideology;  and  (4)  constrain  a 
nascent  nuclear  aims  race  in  Asia. 
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Russia  and  the  United  States 

Of  all  Americas  interests  involving  Russia,  none  is  more  vital  than 
reducing  the  risk  of  the  accidental  or  intentional  use  of  nuclear  and  bio¬ 
logical  weapons  against  our  nation  and  its  allies  from  a  source  in  Russia. 

As  great  powers  with  divergent  interests,  the  United  States  and 
Russia  inevitably  will  have  disagreements.  Rut  both  governments  have 
a  responsibility  to  prevent  these  disagreements  from  interfering  with 
their  critical  mutual  interests — preventing  the  proliferation  and  use  of 
nuclear  and  biological  weapons  and  keeping  WMD  out  of  the  hands  of 
terrorists.  The  two  countries  also  have  a  common  interest  in  pursuing 
further  strategic  nuclear  reductions. 

RECOMMENDATION  7:  The  next  U.S.  administration 
should  work  with  the  Russian  government  on  initiatives  to 
jointly  reduce  the  danger  of  the  use  of  nuclear  and  biological 
weapons,  including  by  (1)  extending  some  of  the  essential  verifi¬ 
cation  and  monitoring  provisions  of  the  Strategic  Anns  Reduc¬ 
tion  Treaty  that  are  scheduled  to  expire  in  2009;  (2)  advancing 
cooperation  programs  such  as  the  Global  Initiative  to  Combat 
Nuclear  Terrorism,  United  Nations  Security  Council  Resolution 
1540,  and  the  Proliferation  Security  Initiative;  (3)  sustaining 
security  upgrades  at  sensitive  sites  in  Russia  and  elsewhere, 
while  finding  common  ground  on  further  reductions  in  stock¬ 
piles  of  excess  highly  enriched  uranium;  (4)  jointly  encouraging 
China,  Pakistan,  and  India  to  announce  a  moratorium  on  the 
further  production  of  nuclear  fissile  materials  for  nuclear 
weapons  and  to  reduce  existing  nuclear  military  deployments 
and  stockpiles;  and  (5)  offering  assistance  to  other  nations,  such 
as  Pakistan  and  India,  in  achieving  nuclear  confidence-building 
measures  similar  to  those  that  the  United  States  and  the  USSR 
followed  for  most  of  the  Cold  War. 

Government  Organization  and  Culture 

Although  in  2004  the  two  major  party  presidential  candidates  agreed 
that  the  biggest  threat  to  the  United  States  was  WMD  terrorism,  today 
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there  is  still  no  single  high-level  individual  or  office  responsible  for 
directing  U.S.  policy  to  prevent  WMD  proliferation  and  terrorism.  The 
Commission  is  also  concerned  that  in  numerous  cases  in  which  policy 
trade-offs  were  required,  nonproliferation  was  viewed  as  a  secondary 
security  issue.  It  is  critical  to  have  a  senior  official  with  direct  access  to 
the  President  to  direct  and  promote  nonproliferation  interests. 

This  shortcoming  is  compounded  by  the  fact  that  the  President’s 
policymaking  on  WMD  proliferation  and  terrorism  is  overseen  by  two 
parallel  staffs — one  team  working  for  the  National  Security  Council 
(NSC)  and  the  other  working  for  the  Homeland  Security  Council 
(HSC).  Senior  officials  must  deal  with  time-consuming  meetings  and 
overlapping  responsibilities.  The  greatest  threat  to  our  nation  is  man¬ 
aged  across  many  offices,  rather  than  by  one  high-level  office  dedi¬ 
cated  to  this  single  issue. 

RECOMMENDATION  8:  The  President  should  create  a 
more  efficient  and  effective  policy  coordination  structure  by 
designating  a  White  House  principal  advisor  for  WMD  prolif¬ 
eration  and  terrorism  and  restructuring  the  National  Security 
Council  and  Homeland  Security  Council. 


O  O  O 

While  Congress  has  been  forceful  in  demanding  reform  of  the  execu¬ 
tive  branch,  it  has  been  slow  to  heed  calls  from  others  to  reform 
itself.  Prior  commissions,  including  the  9/11  Commission,  have  called 
for  reforming  congressional  committee  jurisdiction  and  oversight.  Con¬ 
gress  has  made  some  initial  progress,  yet  much  more  needs  to  be  done. 

Consistent  with  findings  of  the  9/11  Commission  and  other  previ¬ 
ous  commissions,  congressional  oversight  remains  dysfunctional.  The 
existing  committee  structure  does  not  allow  for  effective  oversight  of 
crosscutting  national  security  threats,  such  as  WMD  proliferation  and 
terrorism. 

RECOMMENDATION  9:  Congress  should  reform  its 
oversight  both  structurally  and  substantively  to  better  address 
intelligence,  homeland  security,  and  crosscutting  21st-century 
national  security  missions  such  as  the  prevention  of  weapons 
of  mass  destruction  proliferation  and  terrorism. 


XXV 


Executive  Summary 


In  response  to  the  Intelligence  Reform  and  Terrorism  Prevention  Act 
of  2004,  the  intelligence  community  is  implementing  the  most  sweep¬ 
ing  organizational  changes  since  1947.  The  community  has  achieved 
significant  progress  in  a  relatively  short  period  of  time  and  is  currently 
engaged  in  a  number  of  promising  internal  initiatives.  Eveiy  effort 
should  be  made  to  accelerate  those  reforms.  However,  under  the  cir¬ 
cumstances,  the  Commission  believes  that  Congress  and  the  adminis¬ 
tration  should  oversee  and  observe  the  results  of  current  efforts  before 
initiating  further  organizational  change,  though  such  changes  might 
well  be  necessary  in  the  future.  One  area  should  be  the  focus  of  special 
effort:  the  intelligence  community  still  has  insufficient  personnel  who 
have  the  critical  skills  needed  to  improve  our  nation  s  effort  to  stop  pro- 
liferators  and  terrorists. 

RECOMMENDATION  10:  Accelerate  integration  of  effort 
among  the  counterproliferation,  counterterrorism,  and  law 
enforcement  communities  to  address  WMD  proliferation  and 
terrorism  issues;  strengthen  expertise  in  the  nuclear  and  bio¬ 
logical  fields;  prioritize  pre-service  and  in-service  training  and 
retention  of  people  with  critical  scientific,  language,  and  for¬ 
eign  area  skills;  and  ensure  that  the  threat  posed  by  biological 
weapons  remains  among  the  highest  national  intelligence  pri¬ 
orities  for  collection  and  analysis. 

O  O  O 

Despite  recent  initiatives,  the  national  security  agencies,  including  the 
national  laboratories,  still  lack  the  flexibility  and  workforce  culture  they 
need  to  attract,  train,  and  retain  individuals  with  the  skills  necessary  to 
effectively  respond  to  globalized,  networked  threats. 

RECOMMENDATION  11:  The  United  States  must  build  a 
national  security  workforce  for  the  21st  century. 


O  O  O 

While  the  United  States  has  had  success  in  eliminating  a  number  of 
terrorist  leaders  and  foiling  planned  attacks,  our  government  has 


XXVI 


Executive  Summary 


invested  less  effort,  let  alone  enjoyed  success,  at  preventing  the  global 
recruitment  and  ideological  commitment  of  extremists  who  might  seek 
to  use  nuclear  or  biological  weapons  against  America  or  its  allies.  These 
efforts  demand  an  approach  far  different  from  that  used  to  capture  or 
kill  terrorists  and  facilitators.  They  require  the  tools  of  soft  power, 
which  include  the  ability  to  communicate  persuasively  about  American 
intentions  and  to  assist  in  promoting  social  and  economic  progress 
within  those  countries  where  the  terrorists  have  a  recruiting  presence. 
Government  agencies  must  think  creatively  to  develop  and  coordinate 
efforts — ranging  from  strategic  communications  to  targeted  develop¬ 
ment  assistance — to  engage  those  who  might  otherwise  be  drawn  to 
terrorist  causes. 

RECOMMENDATION  12:  U.S.  counterterrorism  strategy 
must  more  effectively  counter  the  ideology  behind  WMD  ter¬ 
rorism.  The  United  States  should  develop  a  more  coherent 
and  sustained  strategy  and  capabilities  for  global  ideological 
engagement  to  prevent  future  recruits,  supporters,  and  facili¬ 
tators. 


The  Role  of  the  Citizen 

A  well  informed  and  mobilized  citizenry  has  long  been  one  of  our 
nations  greatest  resources.  The  next  administration  therefore  should, 
within  six  months,  work  with  state  and  local  governments  to  develop 
a  checklist  of  actions  that  need  to  be  taken  to  improve  efforts  at  all 
levels  of  government  to  prevent  WMD  proliferation  and  terrorism. 
Citizens  should  hold  their  governments  accountable  for  completing 
this  checklist. 

Insufficient  effort  has  been  made  to  engage  the  public  in  the  pre¬ 
vention  of  WMD  terrorism,  even  though  public  tips  have  provided 
clues  necessary  to  disrupt  terrorist  plots  against  the  homeland.  We 
need  to  give  our  citizens  guidance  on  what  to  expect  from  their  govern¬ 
ment  at  all  levels  and  on  how  to  be  engaged  in  the  prevention  of  WMD 
terrorism. 

RECOMMENDATION  13:  The  next  administration  must 
work  to  openly  and  honestly  engage  the  American  citizen, 
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encouraging  a  participatory  approach  to  meeting  the  chal¬ 
lenges  of  the  new  century. 


O  O  O 

We  decided  at  the  beginning  of  our  deliberations  that  we  would  be 
direct  and  honest  with  the  American  people  about  the  challenges  we 
confront.  That  is  why  we  have  not  hesitated  to  state  our  conclusion  that 
Americas  margin  of  safety  against  a  WMD  attack  is  shrinking.  But  we 
also  want  to  assure  the  people  that  there  is  ample  and  solid  ground  for 
hope  about  the  future.  Our  leaders — whatever  their  differences  over 
domestic  issues — are  united  in  their  desire  to  safeguard  our  country. 
The  vast  majority  of  the  world’s  peoples  stand  with  us  in  wanting  to 
prevent  the  use  of  weapons  of  mass  destruction  and  to  defeat  terror¬ 
ists.  Our  nation  has  immense  reservoirs  of  strength  that  we  have  only 
begun  to  use,  and  our  enemies  have  weaknesses  that  we  are  learning 
how  to  exploit.  There  is  much  more  that  we  can  do  to  protect  our¬ 
selves.  In  this  report  we  lay  out  the  steps  that  need  to  be  taken,  with 
confidence  that  they  will  be  taken,  and  that  as  a  result  the  United 
States,  leading  the  international  community,  will  have  enhanced  the 
safety  of  our  world  at  risk. 
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The  greatest  danger  of  another  catastrophic  attack  in  the  United 
States  will  materialize  if  the  world’s  most  dangerous  terrorists 
acquire  the  world’s  most  dangerous  weapons. 

— The  9/11  Commission  Report 


Biological  Bisks 


They  were  agents  on  a  mission  and  they  came  not  at  night,  which  might 
have  looked  suspicious,  but  in  broad  daylight.  Hiding  in  plain  sight  on  a 
city  street  in  Atlanta,  they  walked  the  perimeter  of  one  of  Americas 
five  biological  laboratories  where  scientists  worked  on  the  world’s  most 
deadly  pathogens.  They  had  come  to  this  lab  at  Georgia  State  Univer¬ 
sity  in  2008  as  part  of  their  assignment  to  quietly  case  facilities  desig¬ 
nated  as  Biosafety  Level  4  (BSL-4)  labs,  the  highest  level  of  biological 
containment,  required  for  work  with  the  most  dangerous  viruses.  They 
were  looking  for  even  the  slightest  security  vulnerability — anything 
that  might  give  an  edge  to  terrorists  seeking  to  steal  small  quantities  of 
Ebola  virus  or  other  lethal  disease  agents  for  which  there  are  no  treat¬ 
ments,  no  known  cures. 

These  individuals  discovered  that  in  a  number  of  places,  the  lab 
was  unprotected  by  barriers  and  that  outsiders  could  walk  right  up  to 
the  building  housing  these  deadly  pathogens.  Around  back,  they 
watched  and  took  notes  as  a  pedestrian  simply  strolled  into  the  build¬ 
ing  through  an  unguarded  loading  dock. 

On  another  day,  the  same  people  went  to  San  Antonio  to  check  out 
another  BSL-4  lab,  the  Southwest  Foundation  for  Biomedical 
Research.  They  discovered  that  the  security  camera  covered  only  a 
portion  of  the  perimeter,  and  that  the  only  barrier  to  vehicles  was  an 
arm  gate  that  would  swing  across  the  roadway.  The  guards  assigned  to 
protect  this  facility  were  unarmed.  Once  again,  these  individuals 
walked  the  perimeter.  This  time  they  spotted  a  window  through  which, 
standing  outside,  they  could  watch  the  scientists  as  they  worked  with 
top-security  pathogens.  Now  they  knew  exactly  where  the  worlds  most 
deadly  pathogens  were  kept. 

This  was  precisely  the  lethal  trove  that  al  Qaeda’s  terrorists  had 
been  seeking  for  years.  But  luckily,  these  operatives  on  this  mission 
were  not  from  al  Qaeda — they  were  from  the  Government  Account¬ 
ability  Office  (GAO),  the  investigative  arm  of  the  U.S.  Congress,  and 
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they  visited  five  of  Americas  labs  that  are  designated  BSL-4.  For  more 
than  a  decade,  U.S.  government  inspection  teams  have  traveled  to 
facilities  in  the  former  Soviet  Union  and  reported  back  on  the  poor 
security  and  lax  practices  used  in  storing  biological  pathogens.  Now, 
this  latest  study  by  GAO  has  shown  that  when  it  comes  to  materials  of 
bioterrorism,  America’s  vulnerability  may  well  begin  at  home. 

The  GAO  report  gave  high  marks  to  three  of  the  five  facilities 
investigated.  The  investigators  measured  how  the  labs  fared  in  15  secu¬ 
rity  control  categories,  and  these  labs  met  the  standards  for,  respec¬ 
tively,  13,  14,  and  all  15.  Among  the  15  security  controls  were  having 
armed  security  guards  visible  at  all  public  entrances  to  the  lab,  full 
camera  coverage  of  all  exterior  entrances,  and  closed-circuit  television 
and  a  command  and  control  center  so  that  any  security  breach  could  be 
instantly  known  throughout  the  facility. 

But  the  two  lowest-scoring  BSL-4  labs  passed  in  only  3  and  4  of 
the  15  categories — a  score  that  is  even  more  troubling  because,  as 
GAO  noted,  both  still  met  the  requirements  of  the  Division  of  Select 
Agents  and  Toxins  of  the  Centers  for  Disease  Control  and  Prevention 
(CDC). 

Despite  these  shortcomings,  the  United  States  is  actually  at  the 
forefront  of  laboratory  security  in  the  world  today  and  has  by  far  the 
most  stringent  regulations  to  restrict  access  to  dangerous  pathogens. 
Most  developing  countries,  in  contrast,  have  largely  ignored  the  prob¬ 
lem  of  biosecurity  because  of  competing  demands  for  their  limited 
budgets.  Security  gaps  at  laboratories  that  store  and  work  with  danger¬ 
ous  pathogens,  both  in  the  United  States  and  around  the  world,  are 
worrisome  because  of  continued  interest  in  biological  weapons.  Direc¬ 
tor  of  National  Intelligence  Michael  McConnell  said  in  a  recent 
speech,  “One  of  our  greatest  concerns  continues  to  be  that  a  terrorist 
group  or  some  other  dangerous  group  might  acquire  and  employ  bio¬ 
logical  agents  ...  to  create  casualties  greater  than  September  11.” 

Al  Qaeda  has  long  sought  to  obtain  biological  and  chemical 
weapons.  One  of  its  leading  experts  in  the  quest  for  such  weapons  was 
Midhat  Mursi  al-Sayid  Umar,  an  Egyptian  also  known  as  Abu  Khabab 
al-Masri.  According  to  media  accounts,  he  was  killed  in  July  2008  by  an 
airstrike  over  Pakistan’s  northern  tribal  area. 

On  July  17,  2008,  the  Afghanistan  National  Police  arrested  Aafia 
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Siddiqui,  a  Pakistani  woman  believed  to  have  ties  to  al  Qaeda,  who 
reportedly  had  been  acting  suspiciously  outside  the  governors  com¬ 
pound  in  Ghazni  province.  Educated  at  the  Massachusetts  Institute  of 
Technology  and  at  Brandeis  University,  where  she  earned  a  Ph.D.  in 
neuroscience,  she  had  been  wanted  by  the  FBI  since  2004 — the  first 
woman  sought  by  the  law  enforcement  agency  in  connection  with  al 
Qaeda.  According  to  media  accounts,  when  arrested  she  had  in  her  pos¬ 
session  a  list  of  New  York  City  landmarks,  documents  describing  how  to 
produce  explosives,  and  details  about  chemical,  biological,  and  radio¬ 
logical  weapons.  She  was  extradited  to  New  York  for  trial  on  charges  of 
attempted  murder  and  assault  of  U.S.  officers  in  Afghanistan. 

The  world  is  fortunate  that  al  Qaeda  to  date  is  not  known  to  have 
successfully  stolen,  bought,  or  developed  agents  of  bioterror.  But  sce¬ 
narios  of  just  how  such  an  incident  might  occur  have  been  developed 
for  planning  purposes.  The  Homeland  Security  Council  has  created  a 
chilling  scenario  of  how  terrorists  could  launch  an  anthrax  attack  in  the 
United  States — and  the  horrific  chain  of  events  that  would  follow: 

This  scenario  describes  a  single  aerosol  [anthrax]  attack  in  one 
city  delivered  by  a  truck  using  a  concealed  improvised  spray¬ 
ing  device  in  a  densely  populated  urban  city  with  a  significant 
commuter  workforce.  It  does  not,  however,  exclude  the  pos¬ 
sibility  of  multiple  attacks  in  disparate  cities  or  time-phased 
attacks  (i.e.,  “reload”).  For  federal  planning  purposes,  it  will 
be  assumed  that  the  Universal  Adversary  (UA)  will  attack  five 
separate  metropolitan  areas  in  a  sequential  manner.  Three 
cities  will  be  attacked  initially,  followed  by  two  additional 
cities  2  weeks  later. 

It  is  possible  that  a  Bio-Watch  [atmospheric  sensor]  signal 
would  be  received  and  processed,  but  this  is  not  likely  to  occur 
until  the  day  after  the  release.  The  first  cases  of  anthrax  would 
begin  to  present  to  Emergency  Rooms  (ERs)  approximately  36 
hours  post-release,  with  rapid  progression  of  symptoms  and 
fatalities  in  untreated  (or  inappropriately  treated)  patients. 

The  situation  in  the  hospitals  will  be  complicated  by  the 
following  facts:  The  release  has  occurred  at  the  beginning  of 
an  unusually  early  influenza  season  and  the  prodromal  [early] 
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symptoms  of  inhalation  anthrax  are  relatively  non-specific. 
Physician  uncertainty  will  result  in  low  thresholds  for  admis¬ 
sion  and  administration  of  available  countermeasures  (e.g., 
antibiotics),  producing  severe  strains  on  commercially  avail¬ 
able  supplies  of  medications  such  as  ciprofloxacin  and  doxycy- 
cline,  and  exacerbating  the  surge  capacity  problem. 

Social  order  questions  will  arise.  The  public  will  want  to 
know  very  quickly  if  it  is  safe  to  remain  in  the  affected  city  and 
surrounding  regions.  Many  persons  will  flee  regardless  of  the 
public  health  guidance  that  is  provided.  Pressure  may  be 
placed  directly  on  pharmacies  to  dispense  medical  counter¬ 
measures  directly,  and  it  will  be  necessaiy  to  provide  public 
health  guidance  in  more  than  a  dozen  languages. 

The  attack  results  in  328,848  exposures;  13,208  untreated 
fatalities;  and  13,342  total  casualties.  Although  property  dam¬ 
age  will  be  minimal,  city  services  will  be  hampered  by  safety 
concerns. 


o  o  o 

In  September  2001,  an  American  public  already  reeling  from  the  worst 
terrorist  attack  in  U.S.  history  was  stunned  by  news  that  envelopes  con¬ 
taining  anthrax  had  been  delivered  via  the  U.S.  mail  to  targets  in  the 
news  media.  A  week  after  September  11,  letters  containing  1-2  grams 
of  dried  anthrax  bacterial  spores  were  sent  to  three  major  television 
broadcast  networks,  the  New  York  Post,  and  American  Media  Inter¬ 
national  (AMI)  in  Florida,  a  publisher  of  supermarket  tabloids.  On 
October  5,  the  tainted  letters  claimed  their  first  victim:  Robert  Stevens, 
a  photo  editor  at  AMI,  died  of  inhalational  anthrax.  On  October  9,  two 
more  letters  bearing  the  same  New  Jersey  postmark  and  containing  a 
more  refined  preparation  of  dried  anthrax  spores  were  mailed  to  the 
Washington,  D.C.,  offices  of  Senators  Tom  Daschle  and  Patrick  Leahy. 

During  their  journey,  the  anthrax  letters  passed  through  automated 
mail-sorting  machines  that  forced  the  microscopic  anthrax  spores  out 
through  tiny  pores  in  the  envelopes,  thereby  infecting  a  number  of 
postal  workers.  The  tainted  sorting  machines  also  cross-contaminated 
other  letters,  which  were  delivered  and  sickened  some  of  their  recipi¬ 
ents.  By  November  2001,  22  people  in  New  York,  New  Jersey,  Con- 
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necticut,  Florida,  and  the  District  of  Columbia  had  contracted  anthrax, 
half  of  them  through  the  skin  (causing  cutaneous  anthrax)  and  the  other 
half  through  the  lungs  (causing  inhalational  anthrax).  Five  of  the  11  vic¬ 
tims  who  contracted  inhalational  anthrax  died. 

Former  NBC  news  anchor  Tom  Brokaw,  who  was  one  of  the  tar¬ 
gets  of  the  anthrax  letters,  testified  about  his  experience  at  the  Com¬ 
mission’s  public  hearing  in  New  York  City.  About  a  week  after 
September  11,  2001,  Brokaw  said,  two  of  his  assistants  handled  a  letter 
addressed  to  him  that  contained  a  granular  powder.  Several  days  after 
coming  in  contact  with  the  powder,  both  women  developed  fever, 
malaise,  and  ugly  black  skin  lesions.  Their  mysterious  illness  touched 
off  several  days  of  confusion  and  missteps.  Three  times  Brokaw  was 
told  by  various  health  officials,  including  experts  at  the  U.S.  Army’s 
biodefense  research  center  at  Fort  Detrick,  in  Maryland,  that  his  assis¬ 
tants’  skin  lesions  had  been  caused  by  the  bite  of  a  brown  recluse  spi¬ 
der.  Finally,  nearly  three  weeks  after  the  initial  exposures,  officials 
from  the  U.S.  Centers  for  Disease  Control  and  Prevention  (CDC) 
made  the  correct  diagnosis  of  cutaneous  anthrax.  Prior  to  this  diagno¬ 
sis,  Brokaw  recalled,  there  was  “kind  of  an  unsettled  feeling  in  the 
[NBC]  building,  but  we’re  confining  it  because  we  don’t  want  to  cause 
undue  panic.  You  know,  we’re  operating  based  on  what  we’ve  been  told 
by  veiy  authoritative  sources.  Well,  when  we’re  told  that  it  is  in  fact  an 
anthrax  attack,  that  [my  assistants]  have  cutaneous  anthrax,  all  hell 
broke  loose  at  30  Rock.  There  were  no  [response]  systems  in  place.” 

In  August  2008,  the  Department  of  Justice  declared  that  it  had 
identified  the  perpetrator  of  the  2001  anthrax  attacks  as  Brace  E.  Ivins, 
a  government  biodefense  scientist  who  had  worked  for  decades  at  the 
U.S.  Army’s  biodefense  research  laboratory  at  Fort  Detrick.  Ivins  had 
committed  suicide  shortly  before  he  was  to  be  indicted  for  the  crime. 

The  anthrax  mailings  revealed  serious  gaps  in  U.S.  preparedness 
for  bioterrorism  that  have  been  only  partly  addressed  over  the  past 
seven  years.  Since  2001,  however,  no  further  bioterrorist  attacks  have 
occurred.  What  is  the  risk  of  another  incident?  How  worried  should 
the  public  be?  And  in  the  future,  how  will  the  bioscience  revolution 
and  the  globalization  of  the  biotechnology  industry  change  the  nature 
of  the  biological  weapons  threat? 
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What  Arc  Biological  Weapons? 

Biological  weapons  are  disease-causing  microbes  (chiefly  bacteria  and 
viruses)  and  toxins  (poisonous  substances  produced  by  living  crea¬ 
tures)  that  have  been  harnessed  for  the  purpose  of  incapacitating  or 
killing  humans,  livestock,  or  crops.  Examples  include  the  bacteria  that 
cause  anthrax  and  plague,  the  viruses  that  cause  smallpox  and  Ebola 
hemorrhagic  fever,  and  poisons  of  natural  origin  such  as  ricin  and  botu- 
linum  toxin. 

Each  of  these  agents  has  distinct  characteristics  that  affect  its  suit¬ 
ability  for  use  as  a  weapon.  These  are  injectivity  (the  ability  to  infect  a 
human  host  and  cause  disease),  virulence  (the  severity  of  the  resulting 
illness),  transmissibility  (the  ability  of  the  disease  to  spread  from  per¬ 
son  to  person),  and  persistence  (the  duration  of  a  microbes  survival 
after  its  release  into  the  environment). 

The  process  of  turning  a  natural  pathogen  into  a  WMD  begins  with 
acquiring  a  sample  of  a  disease-causing  microbe  from  a  natural  source 
(such  as  a  person  or  sick  animal)  or  stealing  it  from  a  laboratory  or  cul¬ 
ture  collection.  But  just  as  a  bullet  is  a  harmless  lump  of  lead  without  a 
cartridge  and  a  rifle  to  deliver  it,  so  most  pathogens  and  toxins  are  not 
effective  weapons  in  their  natural  state  and  must  be  processed 
(“weaponized”)  and  combined  with  a  delivery  system  to  make  them 
capable  of  producing  large  numbers  of  casualties. 

The  anthrax  bacterium  is  considered  an  ideal  biological  warfare 
agent  because  it  is  relatively  easy  to  grow,  highly  lethal  when  inhaled, 
and  able  to  transform  itself  into  a  hearty  spore  that  can  persist  in  soil  or 
contaminate  a  target  area  for  years.  If  an  individual  is  treated  with 
antibiotics  shortly  after  inhaling  anthrax  spores,  the  infection  can  usu¬ 
ally  be  cured.  If  treatment  is  delayed,  however,  the  bacterial  toxins  will 
be  released,  and  extraordinary  medical  intervention  is  then  needed  for 
the  victim  to  have  any  chance  of  survival. 

Despite  the  small  quantity  of  dried  anthrax  spores  used  in  the 
2001  letter  attacks — a  total  of  about  15  grams — the  ripple  effects  of  the 
mailings  extended  far  beyond  those  sickened  or  killed.  Professor 
Leonard  Cole  of  Rutgers  University  has  estimated  the  total  economic 
impact  of  the  anthrax  letter  attacks  at  more  than  $6  billion.  If  only  15 
grams  of  diy  anthrax  spores  delivered  by  mail  could  produce  such  an 


8 


Biological  and  Nuclear  Risks 


enormous  effect,  the  consequences  of  a  large-scale  aerosol  release 
would  be  almost  unimaginable. 

As  deadly  as  anthrax  can  be,  it  fortunately  is  not  contagious. 
Because  persons  infected  with  the  disease  cannot  transmit  it  to  others, 
only  those  who  are  directly  exposed  to  anthrax  spores  are  at  risk.  Con¬ 
tagious  diseases  such  as  plague  or  smallpox,  in  contrast,  can  be  trans¬ 
mitted  through  person-to-person  contact,  turning  the  initial  set  of 
victims  into  secondary  sources  of  infection. 

Many  factors  would  affect  the  outcome  of  a  biological  attack, 
including  the  type  and  strain  of  agent;  the  time  of  day  that  it  is 
released,  and  the  prevailing  wind,  weather,  and  atmospheric  condi¬ 
tions;  and  the  basic  health  of  the  people  who  are  exposed  to  it.  Also 
important  are  the  speed  and  manner  in  which  public  health  authorities 
and  medical  professionals  detect  and  respond  to  the  resulting  out¬ 
break.  A  prompt  response  with  effective  medical  countermeasures, 
such  as  antibiotics  and  vaccination,  can  potentially  blunt  the  impact  of 
an  attack  and  thwart  the  terrorists’  objectives. 

The  State  Threat 

During  the  Cold  War,  both  the  United  States  and  the  Soviet  Union 
produced  and  stockpiled  biological  agents.  But  in  November  1969,  the 
Nixon  administration  renounced  the  U.S.  offensive  biological  weapons 
program  and  then  began  to  destroy  its  stockpile.  This  unilateral  action 
opened  the  way  to  the  successful  negotiation  of  the  1972  Biological 
Weapons  Convention  (BWC),  a  multilateral  treaty  banning  the  devel¬ 
opment,  production,  and  stockpiling  of  biological  and  toxin  weapons. 

Although  the  BWC  was  supposed  to  end  all  efforts  by  states  to 
develop  the  capability  to  employ  disease  as  a  weapon,  it  has  unfortu¬ 
nately  failed  to  achieve  this  goal.  Because  the  materials  and  equipment 
needed  to  produce  biowarfare  agents  also  have  legitimate  uses  in  scien¬ 
tific  research  and  commercial  industry,  it  is  difficult  to  verify  the  BWC 
with  any  degree  of  confidence.  A  number  of  countries  have  secretly  vio¬ 
lated  the  treaty.  The  most  egregious  case  was  that  of  the  Soviet  Union, 
which  created  a  massive  biological  weapons  development  and  produc¬ 
tion  complex  employing  more  than  50,000  scientists  and  technicians. 

Today,  several  important  countries — Egypt,  Israel,  and  Syria  among 
them — remain  outside  the  Biological  Weapons  Convention.  The  U.S. 


9 


Biological  and  Nuclear  Risks 


State  Department  has  also  expressed  concern  that  some  parties  to  the 
treaty,  such  as  Russia,  China,  North  Korea,  and  Iran,  may  be  pursuing 
offensive  biological  weapons  programs  in  secret. 

The  Non-State  Threat 

States  do  not  have  a  monopoly  on  biological  weapons.  In  the  past,  a 
number  of  terrorist  organizations  and  rogue  individuals  have  sought  to 
acquire  and  use  biological  or  toxin  agents.  Such  weapons  may  be 
attractive  to  terrorists  because  of  their  potential  to  inflict  mass  casual¬ 
ties  or  to  be  used  covertly.  In  addition,  as  the  anthrax  letter  attacks  of 
autumn  2001  clearly  demonstrated,  even  small-scale  attacks  of  limited 
lethality  can  elicit  a  disproportionate  amount  of  terror  and  social  dis¬ 
ruption. 

The  2001  anthrax  mailings  were  not  the  first  incident  of  bioterror¬ 
ism  in  the  United  States.  In  1984,  the  Rajneeshees,  a  religious  cult  in 
Oregon,  sought  to  reduce  voter  turnout  and  win  control  of  the  county 
government  in  an  upcoming  election  by  temporarily  incapacitating 
local  residents  with  a  bacterial  infection.  In  a  test  run  of  this  scheme  in 
September  1984,  cult  members  contaminated  10  restaurant  salad  bars 
in  a  town  in  Oregon  with  salmonella,  a  common  bacterium  that  causes 
food  poisoning.  The  attack  sickened  751  people,  some  seriously. 

A  decade  later,  members  of  a  Japanese  doomsday  cult  called  Aum 
Shinrikyo  released  anthrax  bacterial  spores  from  the  roof  of  a  building 
in  Tokyo.  Fortunately,  this  attack  failed  because  the  cult  produced  and 
dispersed  a  harmless  strain  of  anthrax  that  is  used  as  a  veterinary  vac¬ 
cine.  Had  Aum  succeeded  in  acquiring  a  virulent  strain  and  delivered 
it  effectively,  the  casualties  could  have  been  in  the  thousands. 

Islamist  terrorist  groups  such  as  al  Qaeda  have  also  sought  to 
acquire  biological  weapons  in  the  past.  Former  CIA  Director  George 
Tenet  wrote  in  his  memoir  that  in  1999,  in  parallel  with  planning  for 
the  September  11  terrorist  attacks,  al  Qaeda  launched  a  concerted 
effort  to  develop  an  anthrax  weapon  that  could  inflict  mass  casualties. 
The  group  hired  a  Pakistani  veterinarian  named  Rauf  Ahmad  to  set  up 
a  bioweapons  laboratory  in  Afghanistan,  but  he  became  disgruntled 
with  the  amount  of  money  he  was  paid  and  eventually  quit.  To  con¬ 
tinue  the  anthrax  work,  al  Qaeda  then  hired  a  Malaysian  terrorist,  Yazid 
Sufaat,  who  had  studied  biology  at  California  State  University  in  Sacra¬ 
mento.  Rut  in  December  2001,  after  the  U.S.  invasion  of  Afghanistan, 
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Sufaat  fled;  he  was  captured  by  authorities  as  he  tried  to  sneak  back 
into  Malaysia. 

The  cases  of  the  Rajneeshees,  Aum  Shinrikyo,  and  al  Qaeda  under¬ 
score  not  only  the  dangerous  potential  of  bioterrorism  but  also  the  tech¬ 
nical  difficulties  that  terrorist  groups  seeking  such  weapons  are  likely  to 
encounter.  Aum’s  failure  to  carry  out  a  mass-casualty  attack,  despite  its 
access  to  scientific  expertise  and  ample  financial  resources,  suggests 
that  one  should  not  oversimplify  or  exaggerate  the  threat  of  bioterror¬ 
ism.  Developing  a  biological  weapon  that  can  inflict  mass  casualties  is 
an  intricate  undertaking,  both  technically  and  operationally  complex. 

Because  of  the  difficulty  of  weaponizing  and  disseminating  signifi¬ 
cant  quantities  of  a  biological  agent  in  aerosol  form,  government  offi¬ 
cials  and  outside  experts  believe  that  no  terrorist  group  currently  has 
an  operational  capability  to  carry  out  a  mass-casualty  attack.  But  they 
could  develop  that  capability  quickly.  In  2006  congressional  testimony, 
Charles  E.  Allen,  Under  Secretary  for  Intelligence  and  Analysis  at  the 
Department  of  Homeland  Security,  noted  that  the  threat  of  bioterror¬ 
ism  could  increase  rapidly  if  a  terrorist  group  were  able  to  recruit  tech¬ 
nical  experts  who  had  experience  in  a  national  biological  warfare 
program,  with  knowledge  comparable  to  that  of  the  perpetrator  of  the 
2001  anthrax  letter  attacks.  In  other  words,  given  the  high  level  of 
know-how  needed  to  use  disease  as  a  weapon  to  cause  mass  casualties, 
the  United  States  should  be  less  concerned  that  terrorists  will  become 
biologists  and  far  more  concerned  that  biologists  will  become  terrorists. 

The  last  point  bears  repeating.  We  accept  the  validity  of  intelli¬ 
gence  estimates  about  the  current  rudimentary  nature  of  terrorist 
capabilities  in  the  area  of  biological  weapons  but  caution  that  the  ter¬ 
rorists  are  trying  to  upgrade  their  capabilities  and  could  do  so  by 
recruiting  skilled  scientists.  In  this  respect  the  biological  threat  is 
greater  than  the  nuclear;  the  acquisition  of  deadly  pathogens,  and  their 
weaponization  and  dissemination  in  aerosol  form,  would  entail  fewer 
technical  hurdles  than  the  theft  or  production  of  weapons-grade  ura¬ 
nium  or  plutonium  and  its  assembly  into  an  improvised  nuclear  device. 

The  difficulty  of  quantifying  the  bioterrorism  threat  to  the  United 
States  does  not  make  that  threat  any  less  real  or  compelling.  It  involves 
both  motivation  and  capability,  and  the  first  ingredient  is  clearly  pres¬ 
ent.  Al  Qaeda  had  an  active  biological  weapons  program  in  the  past, 
and  it  is  unlikely  that  the  group  has  lost  interest  in  employing  infectious 
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disease  as  a  weapon.  That  roughly  a  half-dozen  countries  are  suspected 
to  possess  or  to  be  seeking  biological  weapons  also  provides  ample 
grounds  for  concern. 

The  Future  Threat 

In  addition  to  the  current  threat  of  bioweapons  proliferation  and  ter¬ 
rorism,  a  set  of  over-the-horizon  risks  is  emerging,  associated  with 
recent  advances  in  the  life  sciences  and  biotechnology  and  the  world¬ 
wide  diffusion  of  these  capabilities.  Over  the  past  few  decades,  scien¬ 
tists  have  gained  a  deep  understanding  of  the  structure  of  genetic 
material  (DNA)  and  its  role  in  directing  the  operation  of  living  cells. 
This  knowledge  has  led  to  remarkable  gains  in  the  treatment  of  disease 
and  holds  the  promise  of  future  medical  breakthroughs.  The  industrial 
applications  of  this  knowledge  are  also  breathtaking:  it  is  now  possible 
to  engineer  microorganisms  to  give  them  new  and  beneficial  character¬ 
istics. 

Activity  has  been  particularly  intense  in  the  area  of  biotechnology 
known  as  synthetic  genomics.  Since  the  early  1980s,  scientists  have 
developed  automated  machines  that  can  synthesize  long  strands  of 
DNA  coding  for  genes  and  even  entire  microbial  genomes.  By  piecing 
together  large  fragments  of  genetic  material  synthesized  in  the  labora¬ 
tory,  scientists  have  been  able  to  assemble  infectious  viruses,  including 
the  polio  virus  and  the  formerly  extinct  1918  strain  of  the  influenza 
virus,  which  was  responsible  for  the  global  pandemic  that  killed 
between  20  million  and  40  million  people. 

As  DNA  synthesis  technology  continues  to  advance  at  a  rapid 
pace,  it  will  soon  become  feasible  to  synthesize  nearly  any  virus  whose 
DNA  sequence  has  been  decoded — such  as  the  smallpox  virus,  which 
was  eradicated  from  nature  in  1977 — as  well  as  artificial  microbes  that 
do  not  exist  in  nature.  This  growing  ability  to  engineer  life  at  the 
molecular  level  carries  with  it  the  risk  of  facilitating  the  development 
of  new  and  more  deadly  biological  weapons. 

The  only  way  to  rule  out  the  harmful  use  of  advances  in  biotech¬ 
nology  would  be  to  stifle  their  beneficial  applications  as  well — and  that 
is  not  a  realistic  option.  Instead,  the  dual-use  dilemma  associated  with 
the  revolution  in  biology  must  be  managed  on  an  ongoing  basis.  As 
long  as  rapid  innovations  in  biological  science  and  the  malevolent 
intentions  of  terrorists  and  proliferators  continue  on  trajectories  that 
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are  likely  to  intersect  sooner  or  later,  the  risk  that  biological  weapons 
pose  to  humanity  must  not  be  minimized  or  ignored. 

Nuclear  Risks 

Pehndaba  sprawls  across  the  rolling  hills  west  of  Pretoria,  a  series  of  low, 
flat  buildings  among  clusters  of  trees  far  greener  than  the  brownish 
grasslands  of  the  region.  Its  name  is  familiar  to  the  citizens  of  South 
Africa,  though  few  of  them  have  ever  seen  it.  It  is  known  to  be  a  reposi¬ 
tory  of  hundreds  of  kilograms  of  weapons-grade  highly  enriched  ura¬ 
nium  (HEU)  that  are  the  leftovers  of  the  nuclear  weapons  program  that 
produced  six  bombs  before  South  Africa  famously  became  the  world’s 
first  and  only  nuclear  nation  to  go  the  route  of  complete  nuclear  disar¬ 
mament.  It  is  also  known  as  one  of  South  Africa’s  most  tightly  secured 
installations,  surrounded  by  10,000-volt  security  fences,  protected  by  a 
well-armed  security  force,  and  monitored  by  around-the-clock  closed- 
circuit  television  cameras. 

The  attack  came  without  warning,  in  the  early  morning  hours  of 
November  8,  2007. 

Two  armed  teams  struck  the  facility.  The  first  consisted  of  four 
men:  they  burst  into  the  facility’s  eastern  block  and  headed  for  the  con¬ 
trol  room.  Later,  authorities  would  say  the  four  had  gotten  into  the 
compound  by  cutting  a  hole  in  the  high-voltage  fence. 

Inside  the  control  room  was  the  nuclear  installation’s  emergency 
services  operational  officer  and  the  control  room’s  night  shift  supervi¬ 
sor.  As  the  attackers  burst  in,  the  emergency  services  officer,  Anton 
Gerber,  pushed  the  control  room  supervisor  under  the  desk — because 
she  happened  to  be  his  fiancee  and,  he  would  later  explain,  he  just 
wanted  to  protect  her.  The  attackers  shot  him  in  the  chest;  the  bullet, 
which  narrowly  missed  his  heart,  broke  a  rib  and  punctured  his  lung — 
missing  his  spine  by  2  centimeters,  a  doctor  later  said.  Gerber  said  that 
after  being  shot,  he  continued  trying  to  fight  off  the  intruders  as  they 
attacked  him  with  a  screwdriver. 

Then,  as  quickly  as  they  had  arrived,  the  intruders  left — without 
making  any  effort  to  steal  the  nuclear  material  or  sabotage  the  control 
room,  the  reactors,  or  anything  else.  They  had  grabbed  one  computer 
as  they  fled  but  dropped  it  when  Pelindaba’s  security  forces  finally  got 
to  the  scene,  an  estimated  45  minutes  after  the  attackers  had  entered 
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the  compound.  They  got  away  cleanly.  Later  that  night,  a  second  team 
attacked.  But  guards  spotted  them  early  this  time  and  sounded  the 
alarm,  and  these  attackers  also  fled. 

South  African  authorities  found  the  whole  episode  baffling — was 
this  an  inside  caper  with  some  sort  of  personal  motive  or  was  it  really 
about  nuclear  terrorism?  Why  was  it  that  the  attackers  spent  45  min¬ 
utes  inside  the  compound  without  being  detected  by  either  the  high- 
tech  equipment  or  the  security  guards? 

International  nuclear  nonproliferation  officials  and  nongovern¬ 
mental  experts  found  it  frightening — focusing  on  what  might  have 
been.  Could  the  attackers  have  stolen  enough  highly  enriched  uranium 
to  fashion  a  nuclear  bomb?  Could  South  Africa’s  weapons-grade  nuclear 
material  have  wound  up  in  the  possession  of  terrorists? 

After  reviewing  the  incident  with  South  African  authorities,  the 
International  Atomic  Energy  Agency  (IAEA)  determined  that  the 
HEU  was  never  in  any  real  danger,  because  the  intruders  never  made 
it  to  the  areas  where  the  nuclear  material  was  stored.  Still,  as  Matthew 
Bunn,  an  associate  professor  of  public  policy  at  Harvard  University, 
stated  in  his  April  2008  testimony  to  the  Senate  Homeland  Security 
and  Governmental  Affairs  Committee,  “This  incident  is  nevertheless  a 
potent  reminder  that  inadequately  secured  nuclear  material  is  a  global 
problem,  not  one  limited  to  the  former  Soviet  Union.” 

So  far  as  we  know,  the  world  has  been  the  beneficiary  of  both  skill 
and  luck  that  terrorists  have  not  yet  obtained  nuclear  weapons-grade 
material  and  made  it  into  a  bomb.  For  nuclear  thefts  have  occurred,  as 
well  as  some  well-known  attempts  by  terrorists  to  buy  bomb-making 
material  on  the  black  market. 


o  o  o 

The  world  today  confronts  a  growing  nuclear  risk.  Even  as  some  states 
seek  to  acquire  nuclear  weapons,  others  are  looking  to  expand  their 
arsenals.  Concern  about  the  spread  of  nuclear  weapons  intensifies  with 
the  possibility  of  a  large  increase  in  nuclear  power  production  to  meet 
growing  energy  demands — a  nuclear  renaissance.  As  additional  coun¬ 
tries  acquire  nuclear  facilities — particularly  if  they  build  uranium 
enrichment  facilities  or  reprocessing  facilities,  ostensibly  to  provide  fuel 
for  their  power  plants  and  reduce  the  waste  associated  with  the  spent 
nuclear  fuel — the  number  of  states  possessing  the  knowledge  and  capa- 
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bility  to  “breakout”  and  produce  nuclear  weapons  will  increase  signifi¬ 
cantly.  This  also  increases  the  risk  that  such  materials  could  be  diverted 
to,  or  stolen  by  terrorist  groups. 

In  addition,  there  is  already  a  surfeit  of  nuclear  material  in  the 
world.  More  than  40  countries  possess  nuclear  material  that  could  be 
used  in  a  nuclear  weapon,  though  at  present  almost  all  of  it  (about  95 
percent)  is  in  Russia  and  the  United  States.  Hence  those  two  countries 
have  a  special  role  to  play  in  accounting  for,  securing,  and  reducing 
nuclear  materials. 

Most  black  market  sources  of  actual  weapons-grade  nuclear  mate¬ 
rial  that  terrorists  seek  appeal'  to  have  originated  from  Russia  or  other 
former  Soviet  states.  Much  of  it  was  most  likely  diverted  or  stolen  by  an 
individual  with  access  to  a  facility  designed  to  hold  such  materials. 
There  have  been  multiple  seizures  by  authorities  in  Russia  and  else¬ 
where  of  kilogram  quantities  of  HEU.  Even  more  disconcerting  are 
reports  that  in  1998  the  Russian  Federal  Security  Service  uncovered  a 
plot  by  employees  in  a  nuclear  facility  to  steal  18.5  kilograms  of  mate¬ 
rial  described  only  as  suitable  for  the  “production  of  components  for 
nuclear  weapons.”  Taken  together  these  attempts  represent  enough 
material  to  produce  at  least  one  nuclear  weapon. 

More  recently,  there  was  a  sting  operation  pulled  off  by  the  law 
enforcement  officials  of  the  Republic  of  Georgia.  In  February  2006, 
Georgian  officials  arrested  Oleg  Khintsagov,  a  Russian  merchant  from 
the  North  Ossetia  region,  on  charges  that  he  was  trying  to  sell  100 
grams  of  highly  enriched  uranium;  they  also  took  four  Georgians  into 
custody.  After  saying  little  publically  about  the  case  for  a  year,  officials 
put  out  the  word  that  the  key  to  the  arrest  was  a  Georgian  who  spoke 
Turkish  and  pretended  to  be  a  Muslim  from  an  organization  interested 
in  buying  bomb-making  fuel.  Khintsagov  claimed  that  he  got  the  ura¬ 
nium  from  a  source  in  the  Siberian  academic  city  of  Novosibirsk.  Rus¬ 
sians  said  that  their  tests  on  the  sample  were  inconclusive  and  expressed 
concerns  that  the  arrest  was  politically  motivated;  Georgian  officials 
said  that  the  uranium  appeared  to  be  Russian.  Khintsagov  was  sen¬ 
tenced  to  eight  years  in  jail. 

In  another  case,  a  small-time  nuclear  thief  from  Russia  became  a 
big-time  nightmare  for  officials  of  the  International  Atomic  Energy 
Agency. 

Leonid  Smirnov  was  a  foreman  at  the  Luch  Scientific  Production 


15 


Biological  and  Nuclear  Risks 


facility  in  Podolsk,  just  two  hours  by  train  from  Moscow.  His  job  was  to 
weigh  and  inventory  nuclear  material,  then  dispense  it  to  other  work¬ 
ers.  Because  the  scales  at  Luch  were  not  veiy  accurate,  all  measure¬ 
ments  recorded  for  inventory  were  assumed  to  have  a  3  percent 
margin  of  error.  So,  in  the  first  year's  of  the  post-Soviet  Russia,  Smirnov 
figured  that  he  would  steal  just  a  little  bit  at  a  time — always  within  the 
margin  of  error.  And  that’s  what  he  did.  Night  after  night,  he  carried 
home  a  small  amount  of  enriched  uranium  and  put  it  in  a  lead-lined 
container  that  he  kept  on  the  balcony  of  his  apartment,  which  over¬ 
looked  a  children’s  playground.  In  four  months,  he  had  collected  1,598 
grams  of  90-percent  enriched  uranium.  Meanwhile,  no  discrepancies 
were  visible  in  the  ledgers  at  Luch. 

Not  being  a  practiced  thief,  Smirnov  did  not  know  how  to  sell  it  on 
the  black  market.  When  he  sought  advice  from  some  friends  who  were 
thieves,  they  told  him  they  were  going  to  take  the  train  to  Moscow  to 
sell  some  batteries;  he  could  come  along  and  bring  his  loot  with  him. 
But  as  it  happened,  the  Podolsk  police  had  been  watching  his  pals  and 
they  were  arrested.  In  the  police  station,  after  his  friends  were  booked 
and  led  away,  the  police  asked  what  he  had  in  his  lead  container.  Ura¬ 
nium,  said  Smirnov.  The  police  ran  out  of  the  building  into  the  street — 
and  Smirnov  ran  after  them,  politely  reassuring  his  captors  and 
insisting  that  they  were  perfectly  safe.  He  was  arrested,  and  his  help¬ 
fulness  earned  him  a  light  sentence. 

What  led  officials  at  IAEA  to  call  Smirnov  a  nightmare  was  that  he 
could  have  stolen  enough  material  to  make  a  bomb  and  sold  it  to  ter¬ 
rorists — with  the  books  at  Luch  still  showing  all  the  uranium 
accounted  for  and  without  IAEA  officials  ever  having  a  clue  that  there 
was  a  problem. 

This  story  underscores  how  U.S. -Russian  cooperation  can  help 
secure  so-called  loose  nukes — and  that  sometimes  even  small  acts  can 
lead  to  major  improvements  in  security.  Under  the  U.S.  Cooperative 
Threat  Reduction  Program,  also  known  as  the  Nunn-Lugar  program 
(after  its  two  respected  congressional  sponsors.  Senators  Sam  Nunn 
and  Richard  Lugar),  the  United  States  paid  for  new  digital  state-of- 
the-art  scales  for  the  Luch  facility.  The  result:  no  more  rounding  off 
within  margins  of  error,  and  thus  no  more  opportunities  for  small-time 
nuclear  thieves  like  Leonid  Smirnov  to  steal  a  bomb’s  worth  of  ura¬ 
nium,  bit  by  bit. 
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Unlike  the  uncertainties  of  a  biological  attack,  which  could  occur 
silently  and  without  being  noticed  for  a  number  of  days,  a  nuclear 
attack  would  be  obvious,  and  most  people  understand  the  level  of  dev¬ 
astation  and  death  it  could  cause.  Still,  it  is  instructive  to  review  the 
damage  that  would  follow  a  nuclear  incident.  Perhaps  the  best  descrip¬ 
tion  has  been  provided  by  a  member  of  our  Commission,  Graham  Alli¬ 
son,  director  of  the  Belfer  Center  for  Science  and  International  Affairs 
at  Harvard  University,  in  his  book  Nuclear  Terrorism:  The  Ultimate 
Preventable  Catastrophe  (2004). 

Allisons  scenarios: 

New  York  City — Al  Qaeda  rents  a  van,  drives  a  Russian  10- 
kiloton  nuclear  bomb  into  Times  Square,  and  detonates  it. 
Times  Square  disappears  instantly,  as  the  heat  from  the  blast 
would  reach  tens  of  millions  of  degrees  Fahrenheit.  The  theater 
district.  Grand  Central  Terminal,  Rockefeller  Center,  Carnegie 
Hall,  and  Empire  State  Building  would  be  gone,  literally  in  a 
flash.  Buildings  further  away,  such  as  the  United  Nations  Head¬ 
quarters  on  the  East  River,  the  Flatiron  Building,  and  the  Met¬ 
ropolitan  Museum  would  look  like  bombed-out  shells.  Half  a 
million  people  who  at  noontime  are  in  that  half-mile  radius  of 
the  blast  site  would  be  killed.  Hundreds  of  thousands  of  others 
would  die  from  collapsing  buildings,  fire,  and  fallout. 

San  Francisco — A  nuclear  bomb  is  detonated  in  Union 
Square.  Everything  to  the  Museum  of  Modern  Art  would  be 
vaporized.  Massive  destruction  would  exist  from  the 
Transamerica  Building  to  Nob  Hill. 

Chicago — A  nuclear  bomb  explodes  at  Seal's  Tower. 
Everything  from  Navy  Pier  to  the  Eisenhower  Expressway  dis¬ 
appears.  The  United  Center  and  Grant  Park  are  destroyed.  A 
firestorm  sweeps  from  the  White  Sox’s  U.S.  Cellular  Field  on 
the  South  Side  to  the  Cubs’  Wrigley  Field  on  the  North  Side. 

Washington — A  nuclear  bomb  at  the  Smithsonian  Insti¬ 
tution  would  destroy  everything  from  the  White  House  to  the 
Capitol  lawn.  The  Supreme  Court  would  be  rubble.  The  Pen¬ 
tagon,  across  the  Potomac  River,  would  be  engulfed  in  flames. 
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For  all  these  reasons,  our  Commission  joins  the  calls  made  by  many 
others  before  us  emphasizing  the  urgency  of  securing  nuclear  mate¬ 
rials  useful  for  weapons — right  now,  before  they  fall  into  the  hands  of 
terrorists. 

At  the  same  time,  we  cannot  lose  sight  of  concerns  regarding  the 
spread  of  nuclear  weapons.  Since  the  United  States  exploded  the  first 
nuclear  bomb  in  1945,  seven  additional  states  are  known  or  suspected 
to  have  joined  the  nuclear  weapons  club:  Russia,  China,  the  United 
Kingdom,  France,  Israel,  India,  and  Pakistan.  In  addition,  South  Africa 
built  six  nuclear  weapons  in  the  1980s  and  dismantled  them  just  before 
power  was  transferred  to  the  post-apartheid  government.  North  Korea 
conducted  a  nuclear  weapons  test  in  2006,  thus  becoming  the  first 
country  to  have  ratified  the  NPT  and  then  break  out  of  it  by  producing 
a  nuclear  weapon.  In  the  past  several  years,  the  United  States  and  Rus¬ 
sia  have  significantly  reduced  their  arsenals  of  nuclear  weapons,  while 
Pakistan,  India,  and  China  have  been  increasing  their  nuclear  capabili¬ 
ties  and  reliance  upon  nuclear  weapons  in  their  strategic  postures. 

The  emergence  of  this  new  kind  of  arms  race  in  Asia  raises  the 
prospect  of  a  nuclear  war  whose  effects  would  be  catastrophic  both 
regionally  and  globally.  Analysts  estimate  that  a  nuclear  exchange 
between  India  and  Pakistan  that  targets  cities  would  kill  millions  of 
people  and  injure  millions  more.  The  risk  of  a  nuclear  war  between  the 
two  neighbors  is  serious,  given  their  ongoing  dispute  over  Kashmir  and 
the  possibility  that  terrorist  attacks  by  Pakistani  militant  groups  might 
ignite  a  military  confrontation. 

Pakistan’s  nuclear  weapons  program  is  driven  by  its  perception  of 
the  conventional  and  nuclear  threat  from  India,  while  India’s  program  is 
focused  on  both  Pakistan  and  China.  China  is  also  fueling  the  arms  race, 
both  by  increasing  its  own  strategic  forces  and  by  not  stopping  Chinese 
entities  from  supporting  Pakistan’s  strategic  programs.  At  present,  all 
three  are  expanding  their  nuclear  arsenals  with  no  clear  end  in  sight. 

At  the  same  time,  nuclear  developments  in  Iran,  North  Korea,  and 
Syria  are  also  disturbing,  because  they  represent  a  possible  tipping 
point  toward  cascading  nuclear  proliferation.  The  continued  produc¬ 
tion  and  testing  of  nuclear  weapons  by  North  Korea  could  provoke 
Japan  or  South  Korea  to  reconsider  its  nuclear  postures.  Similarly,  Iran’s 
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continued  pursuit  of  a  fissile  material  production  capability,  combined 
with  the  recent  revelation  that  Syria  was  constructing  a  plutonium  pro¬ 
duction  reactor  with  North  Korean  assistance,  increases  the  pressure  on 
Saudi  Arabia,  Egypt,  and  other  states  in  the  region  to  pursue  their  own 
programs.  In  this  context,  increased  U.S.,  French,  Russian,  and  Chi¬ 
nese  contributions  to  civilian  nuclear  programs  in  the  Middle  East  and 
South  Asia  are  potentially  destabilizing,  if  not  managed  properly. 

The  path  leading  to  proliferation  apparently  was  not  difficult  to 
follow.  Some  states  pursued  the  development  of  nuclear  technologies 
and  capabilities  within  their  own  borders,  and  some  relied  on  direct 
state-to-state  transfers.  Others  employed  espionage  to  acquire  the 
technology  and  knowledge  they  needed,  and  still  others  relied  on  inde¬ 
pendent,  illicit  procurement  agents  to  acquire  nuclear-  technology  that 
was  mainly  dual-use  from  other  weapons  and  civil  nuclear  programs. 
Some  benefited  from  the  marketing  of  nuclear  technology  and  exper¬ 
tise  by  scientists  from  other  state  programs.  Most  used  a  combination 
of  these  methods  as  they  tried  to  achieve  their  goal. 

Several  states  have  tapped  into  black  markets  and  illicit  networks 
that  supply  nuclear  materials,  designs,  and  expertise  to  almost  any 
buyer  who  is  interested.  The  best  known  of  these  networks,  run  by  the 
Pakistani  scientist  A.  Q.  Khan,  assisted  Iran,  Libya,  North  Korea,  and 
perhaps  others  in  acquiring  the  technologies  and  designs  needed  to 
develop  illicit  nuclear  programs.  It  unraveled  in  2003  after  authorities 
intercepted  the  BBC  China,  a  cargo  ship  on  its  way  to  Libya  with  gas 
centrifuge  components  on  board.  It  is  unlikely  that  Khan’s  network 
could  be  reconstituted,  but  black-marketing  of  dangerous  technologies, 
designs,  and  expertise  continues  to  this  day  and  is  a  major  concern. 

The  recent  discoveiy  that  North  Korea  provided  Syria  with  a 
nuclear  reactor  for  plutonium  production  escalates  existing  concerns 
about  future  nuclear  proliferation.  North  Korea,  after  all,  has  already 
sold  nuclear  weapons-capable  ballistic  missiles  to  Pakistan,  Iran,  and 
several  other  states  in  the  Middle  East. 

Nonetheless,  past  decisions  by  other  countries  may  offer  some 
hope  for  U.S.  and  international  nonproliferation  efforts.  Belarus,  Kazakh¬ 
stan,  and  Ukraine  agreed  to  the  removal  of  nuclear  weapons  from 
their  territory  after  the  fall  of  the  Soviet  Union,  and  South  Africa 
agreed  to  give  up  its  nuclear  weapons  in  1991.  Taiwan,  South  Korea, 
Argentina,  Brazil,  and  Libya  formerly  had  nuclear  weapons  programs 
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but  have  reversed  course.  An  additional  20  countries  that  at  one  time 
considered  building  nuclear  weapons  ultimately  subscribed  to  norms 
of  nonproliferation.  But  even  when  countries  give  up  their  nuclear 
weapons  programs,  there  is  still  a  risk  that  their  nuclear  know-how  and 
materials  will  fall  into  the  hands  of  terrorists  or  others. 

At  the  moment,  al  Qaeda  is  judged  to  be  the  sole  terrorist  group 
actively  intent  on  conducting  a  nuclear  attack  against  the  United  States. 
For  the  foreseeable  future,  no  extremists  or  groups  to  which  they  belong 
will  be  able  on  their  own  to  produce  nuclear  weapons-usable  materials. 
As  a  result,  terrorists  can  successfully  employ  a  nuclear  device  only  if 
they  acquire  a  weapon  or  weapons-usable  materials  from  a  state  nuclear 
program.  It  is  therefore  imperative  that  authorities  secure  nuclear 
weapons  and  materials  at  their  source. 

Al  Qaeda  began  its  efforts  to  acquire  nuclear  weapons-usable 
material  in  the  early  1990s.  While  bin  Laden  was  living  in  Sudan,  his 
aides  received  word  that  a  Sudanese  military  officer  was  offering  to  sell 
weapons-grade  uranium.  Bin  Laden  was  willing  to  pay  full  price  for  the 
material:  $1.5  million.  After  the  purchase,  however,  the  al  Qaeda  mem¬ 
bers  realized  that  they  had  been  scammed.  This  failure  apparently  did 
not  discourage  bin  Laden — and  his  persistence  highlights  the  serious¬ 
ness  of  his  interest.  In  the  spring  of  2001,  bin  Laden  met  with  a  Pak¬ 
istani  former  nuclear  scientist,  Bashiruddin  Mahmood,  and  discussed 
the  development  of  nuclear  and  other  weapons  of  mass  destruction. 

Today,  all  of  this  still  points  to  intent  but  not  capability.  U.S.  gov¬ 
ernment  officials  and  recognized  experts  have  testified  that  al  Qaeda 
probably  does  not  currently  have  the  nuclear  materials  or  the  technical 
expertise  necessary  to  produce  a  nuclear  weapon.  However,  they  also 
recognize  that  the  terrorists’  ability  to  produce  such  a  device  could 
increase  dramatically  should  they  recruit  just  one  or  two  individuals 
with  access  to  nuclear  materials  or  with  knowledge  of  nuclear  weapons 
designs. 
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Only  a  thin  wall  of  terrorist  ignorance  and  inexperience  now  protects  us. 

— Former  Secretary  of  the  Navy  Richard  Danzig 

Biological  science  and  technology  today  transcend  borders.  These 
fields  engage  a  vast  and  expanding  array  of  actors  in  the  government, 
private,  and  commercial  sectors,  and  they  are  advancing  at  a  remark¬ 
able  pace.  The  more  that  sophisticated  capabilities,  including  genetic 
engineering  and  gene  synthesis,  spread  around  the  globe,  the  greater 
the  potential  that  terrorists  will  use  them  to  develop  biological 
weapons.  The  challenge  for  U.S.  policymakers  is  to  prevent  that  poten¬ 
tial  from  becoming  a  reality  by  keeping  dangerous  pathogens — and  the 
equipment,  technology,  and  know-how  needed  to  weaponize  them — 
out  of  the  hands  of  criminals,  terrorists,  and  proliferant  states. 

The  Commission  believes  that  much  more  can  be  done  to  prevent 
biological  weapons  (BW)  proliferation  and  terrorism — even  as  we  rec¬ 
ognize  it  is  unrealistic  to  think  that  we  can  completely  eliminate  the 
possibility  of  misuse.  Accordingly,  we  recommend  a  number  of  initia¬ 
tives  to  enhance  efforts  at  prevention,  in  addition  to  existing  programs 
by  the  Department  of  Health  and  Human  Services  and  the  Depart¬ 
ment  of  Homeland  Security  to  mitigate  the  consequences  of  a  biologi¬ 
cal  weapons  attack. 

Consistent  with  its  legislative  mandate,  this  Commission  has 
focused  on  assessing  and  making  recommendations  on  how  to  improve 
measures  for  the  prevention  of  biological  proliferation  and  terrorism. 
Nevertheless,  countering  the  threat  of  BW  proliferation  and  terrorism 
will  require  concerted  action  across  a  policy  continuum  that  extends 
from  prevention  to  consequence  management.  Prevention  alone  is  not 
sufficient,  and  a  robust  system  for  public  health  preparedness  and 
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response  is  vital  to  the  nations  security.  In  order  to  deter  biological 
attacks,  we  need  to  demonstrate — through  effective  preparedness 
measures  and  public  exercises — that  we  are  capable  of  blunting  the 
impact  of  an  attack  and  thus  thwarting  the  terrorists’  objectives. 

To  date,  the  U.S.  government  has  invested  most  of  its  nonprolifer¬ 
ation  efforts  and  diplomatic  capital  in  preventing  nuclear  terrorism. 
The  Commission  believes  that  it  should  make  the  more  likely  threat — 
bioterrorism — a  higher  priority.  Only  by  elevating  the  priority  of  the 
biological  weapons  threat  will  it  be  possible  to  bring  about  substantial 
improvements  in  global  biosecurity.  To  this  end,  the  new  administra¬ 
tion  should  urgently  develop  a  comprehensive  approach  to  the  preven¬ 
tion  of  biological  proliferation  and  terrorism. 

Domestic  Findings  and  Recommendation 

Securing  Dangerous  Pathogens 

A  major  hurdle  for  terrorists  seeking  biological  weapons  is  the  diffi¬ 
culty  of  acquiring  disease-causing  microbes  (chiefly  bacteria  and 
viruses)  and  toxins  (poisonous  substances  produced  by  living  crea¬ 
tures)  that  can  be  harnessed  to  incapacitate  or  kill  humans,  livestock, 
or  crops.  Although  dangerous  pathogens  such  as  the  anthrax  bacterium 
can  be  isolated  from  natural  sources,  it  would  generally  be  easier  for 
terrorists  to  steal  or  divert  well-characterized  “hot”  strains  from  a 
research  laboratory  or  culture  collection. 

To  reduce  the  likelihood  of  theft  or  diversion,  in  1996  Congress 
created  the  Select  Agent  Program,  which  established  a  list  of  pathogens 
and  toxins  of  bioterrorism  concern.  The  initial  regulations  required  the 
reporting  of  all  transfers  of  these  “select  agents”  to  other  laboratories 
and  mandated  that  the  facilities  involved  in  the  transfers  be  registered 
with  the  Department  of  Health  and  Human  Services  (HHS)  or  the 
Department  of  Agriculture  (US  DA). 

In  2002,  in  response  to  the  anthrax  letter  attacks  of  autumn  2001, 
Congress  expanded  the  list  of  select  agents  and  added  a  requirement 
that  all  U.S.  laboratories  that  possess  or  transfer  select  agents  must  reg¬ 
ister  with  one  of  the  two  departments.  In  addition,  all  such  laboratories 
must  implement  enhanced  security  measures  including  physical  access 
controls  and  the  FBI  vetting  of  all  scientists,  technicians,  and  laboratory 
officials  before  they  are  allowed  to  work  with  select  agents.  Biodefense 
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researchers  at  U.S.  Army  laboratories  must  submit  to  a  more  stringent 
vetting  process  that  includes  a  background  investigation  and  a  security 
clearance.  Nevertheless,  in  August  2008,  the  Department  of  Justice 
identified  Bruce  E.  Ivins,  a  U.S.  Army  researcher,  as  the  sole  perpetra¬ 
tor  of  the  2001  anthrax  letter  attacks,  a  development  that  has  raised 
questions  about  the  adequacy  of  current  personnel  vetting  procedures. 

Since  the  2001  terrorist  attacks  on  the  United  States,  the  Depart¬ 
ments  of  Defense,  Health  and  Human  Services,  Homeland  Security, 
and  other  agencies  have  spent  or  allocated  nearly  $50  billion  for  civilian 
biodefense.  This  huge  influx  of  funding  has  been  accompanied  by  the 
design  and  construction  of  numerous  federal,  state,  and  private  high- 
containment  laboratories  (at  Biosafety  Level  3),  as  well  as  maximum- 
containment  laboratories  (at  Biosafety  Level  4),  that  work  with  the  most 
dangerous  pathogens.  For  example,  the  number  of  Biosafety  Level  4 
(BSL-4)  labs  is  expected  to  triple  from  5  in  2001  to  15  in  2012.  This 
rapid  expansion  of  laboratory  capacity  has  been  justified  by  the  need  for 
research  on  measures  to  counter  both  deliberate  acts  of  bioterrorism 
and  the  global  spread  of  emerging  infectious  diseases  of  natural  origin, 
such  as  SARS  (severe  acute  respiratory  syndrome)  and  avian  influenza. 

At  the  same  time,  the  dramatic  increase  in  the  number  of  high- 
containment  labs  in  the  absence  of  a  comprehensive  regulatory  frame¬ 
work  has  raised  safety,  security,  and  terrorism  concerns.  At  present, 
some  400  research  facilities  in  the  United  States  are  authorized  to  store 
and  handle  select  agents,  and  nearly  15,000  individuals  have  been 
approved  to  work  with  them.  The  rapid  growth  in  the  number  of  facili¬ 
ties  and  people  handling  select  agents  has  increased  the  risk  of  labora¬ 
tory  accidents  or  intentional  misuse  by  insiders.  Moreover,  no  single 
entity  in  the  executive  branch  is  responsible  for  overseeing  and  manag¬ 
ing  the  risks  associated  with  all  the  high-containment  (BSL-3)  labora¬ 
tories  operated  by  the  U.S.  government,  industry,  or  academia. 

Promoting  a  Biosecurity  Culture 

The  government  and  the  private  sector  must  urgently  address  both 
biosafety  concerns  (preventing  the  accidental  infection  of  laboratory 
workers  and  the  release  into  the  environment  of  dangerous  pathogens) 
and  biosecu  rity  concerns  (preventing  the  theft  or  diversion  of  danger¬ 
ous  pathogens  for  nefarious  purposes). 

The  nuclear  age  began  with  a  mushroom  cloud — and  all  those  who 
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worked  in  the  nuclear  industry  in  any  capacity,  military  or  civilian, 
instantly  understood  that  they  must  work  and  live  under  a  clear  and 
undeniable  security  mandate.  But  the  life  sciences  community  has 
never  experienced  a  comparable  iconic  event  to  focus  their  attention 
on  security.  Instead,  most  biologists  view  their  research  as  an  absolute 
good  that  promotes  human  health  and  prosperity,  and  they  jealously 
guard  their  independence.  There  is  understandable  tension  between 
the  biology  community  and  the  government  with  regard  to  regulatory 
and  oversight  efforts,  such  as  the  Select  Agent  Rules.  Although  the 
recent  assertion  that  a  U.S.  Army  scientist  was  responsible  for  the 
anthrax  letter  attacks  has  created  some  awareness  of  the  need  for 
greater  security,  much  still  remains  to  be  accomplished. 

The  choice  is  stark.  The  life  sciences  community  can  wait  until  a 
catastrophic  biological  attack  occurs  before  it  steps  up  to  its  security 
responsibilities.  Or  it  can  act  proactively  in  its  own  enlightened  self- 
interest,  aware  that  the  reaction  of  the  political  system  to  a  major 
bioterrorist  event  would  likely  be  extreme  and  even  draconian,  result¬ 
ing  in  significant  harm  to  the  scientific  enterprise. 

Because  science  is  a  global  activity,  any  biosecurity  regime  must 
ultimately  be  international  in  nature.  As  a  first  step,  it  is  necessary  for 
the  United  States  to  put  its  own  house  in  order  and  lead  the  rest  of  the 
world  by  providing  the  highest  standards  of  biosafety  and  biosecurity. 
The  U.S.  goal  must  be  to  keep  dual-use  materials,  technology,  and 
expertise  out  of  the  hands  of  terrorists  and  proliferators. 

The  U.S.  government  has  sought  to  foster  the  development  of  a 
“culture  of  security  awareness”  within  the  life  sciences  community  to 
prevent  the  misuse  of  biology  for  warfare  or  terrorism.  However,  scien¬ 
tists  in  academia  and  industry  generally  view  the  Select  Agent  Program 
as  an  unnecessary  burden  rather  than  as  an  important  means  of  pre¬ 
venting  bioterrorism.  To  help  change  this  attitude,  federal  agencies 
have  launched  a  number  of  outreach  and  education  efforts. 

In  2005,  the  FBI  established  the  Science  and  Technology  Out¬ 
reach  Program  (since  renamed  the  Biological  Sciences  Outreach  Pro¬ 
gram)  to  increase  its  dialogue  with  the  academic,  biotechnology,  and 
public  health  communities  and  thereby  gain  their  aid  in  thwarting 
bioterrorists.  That  same  year,  the  Bureau  established  the  National 
Security  Higher  Education  Advisoiy  Board,  which  consists  of  about  20 
presidents  of  major  U.S.  research  universities.  The  advisoiy  board  aims 
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to  promote  communication  between  the  U.S.  government  and  aca¬ 
demic  leaders  on  issues  related  to  homeland  security,  law  enforce¬ 
ment,  and  visa  and  immigration  policies. 

Meanwhile,  in  2004,  the  Department  of  Health  and  Human  Ser¬ 
vices  created  the  National  Science  Advisoiy  Board  for  Biosecurity  to 
consider  how  to  minimize  the  risk  that  advances  in  bioscience  and 
biotechnology  could  be  misused  to  threaten  public  health  and  national 
security.  This  committee  is  developing  guidelines  to  improve  the  over¬ 
sight  of  biological  research. 

Microbial  Forensics 

Microbial  forensics  is  a  new  science  that  involves  the  use  of  molecular 
tools,  such  as  DNA  sequencing  and  isotopic  analysis,  to  analyze  a 
microbial  pathogen  or  toxin.  Such  techniques  can  help  determine  the 
source  of  a  particular  strain  of  pathogen,  thereby  providing  useful 
investigative  leads.  When  combined  with  more  traditional  techniques, 
such  as  the  analysis  of  hair,  fibers,  and  fingerprints,  microbial  forensics 
can  narrow  the  range  of  suspects  in  a  bioterror  attack.  The  FBI  investi¬ 
gation  into  the  anthrax-tainted  letters  of  autumn  2001  provided  a 
strong  impetus  for  the  rapid  development  of  this  new  field.  Analysis  of 
subtle  variations  in  the  DNA  sequences  of  different  anthrax  bacterial 
strains  ultimately  made  it  possible  to  pinpoint  the  source  of  the  mate¬ 
rial  used  in  the  2001  attacks  to  a  single  flask  at  the  U.S.  Army’s  biode¬ 
fense  research  center  at  Fort  Detrick,  in  Maryland. 

A  number  of  U.S.  government  agencies  are  currently  involved  in 
microbial  forensics.  In  partnership  with  the  FBI,  the  Department  of 
Homeland  Security’s  Science  and  Technology  Directorate  operates  the 
National  Bioforensic  Analysis  Center,  which  President  George  W. 
Bush  designated  in  2004  as  the  lead  federal  facility  to  conduct  and 
facilitate  the  technical  forensic  analysis  and  interpretation  of  materials 
from  biocrime  and  bioterror  investigations. 

RECOMMENDATION  1:  The  United  States  should  under¬ 
take  a  series  of  mutually  reinforcing  domestic  measures  to  pre¬ 
vent  bioterrorism:  (1)  conduct  a  comprehensive  review  of  the 
domestic  program  to  secure  dangerous  pathogens,  (2)  develop 
a  national  strategy  for  advancing  bioforensic  capabilities,  (3) 
tighten  government  oversight  of  high-containment  laborato- 
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ries,  (4)  promote  a  culture  of  security  awareness  in  the  life  sci¬ 
ences  community,  and  (5)  enhance  the  nation  s  capabilities  for 
rapid  response  to  prevent  biological  attacks  from  inflicting 
mass  casualties. 

The  Commission  believes  there  are  a  number  of  specific  actions 
that  the  United  States  should  undertake  to  implement  this  recommen¬ 
dation. 

ACTION:  The  Department  of  Health  and  Human  Services 
should  lead  an  interagency  review  of  the  domestic  program  to 
secure  dangerous  pathogens. 

Congress  passed  legislation  in  2002  strengthening  the  Select  Agent 
Program,  which  had  been  established  to  secure  dangerous  pathogens 
used  in  research  laboratories.  But  since  the  tightened  regulations  have 
gone  into  effect,  the  U.S.  government  has  not  conducted  an  internal 
review  of  the  programs  effectiveness  in  improving  biological  security 
and  its  impact  on  legitimate  scientific  research.  A  representative  of  a 
leading  professional  association  in  the  life  sciences  expressed  to  the 
Commission  the  concerns  of  some  of  its  members,  who  feel  that  the 
Select  Agent  Program  is  impeding  collaboration  with  foreign  scientists 
and  blocking  transfers  of  endemic  pathogens  from  developing  countries 
for  study  in  U.S.  laboratories.  Although  the  Centers  for  Disease  Control 
and  Prevention  (CDC)  recently  commissioned  the  Homeland  Security 
Institute  to  review  some  aspects  of  the  Select  Agent  Program,  this  effort 
is  too  narrow  in  scope  and  does  not  include  the  full  set  of  stakeholders. 

The  Commission  believes  that  an  interagency  review  of  the  imple¬ 
mentation  of  the  Select  Agent  Program  is  long  overdue.  Issues  or  con¬ 
cerns  emerging  from  such  a  review  should  be  addressed  during  the 
first  year  of  the  new  administration.  The  review  should  explore  ways  of 
implementing  the  Select  Agent  Program  so  that  it  continues  to  prevent 
the  misuse  of  dangerous  pathogens  without  hampering  vital  domestic 
research  and  international  collaboration. 

ACTION:  The  Department  of  Homeland  Security  should 
take  the  lead  in  developing  a  national  strategy  for  advancing 
microbial  forensics  capabilities. 
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Microbial  forensics,  a  set  of  genetic  and  physical  techniques  for 
analyzing  a  biological  or  toxin  agent  that  has  been  acquired  by  a  prolif- 
erant  state  or  terrorist  group,  can  clarify  where  a  breach  in  laboratory 
security  has  occurred.  It  can  also  help  identify  the  perpetrators  of  a 
biological  weapons  attack  and  support  their  criminal  prosecution.  For 
deterrence,  defense,  and  law  enforcement  purposes,  the  U.S.  govern¬ 
ment  is  currently  making  a  concerted  effort  to  increase  the  likelihood 
that  biological  materials  that  have  been  obtained  illicitly  or  used  in  an 
attack  can  be  traced  back  to  their  source  and  perhaps  linked  to  a  ter¬ 
rorist  organization  or  its  state  sponsor. 

The  Commission  supports  these  efforts  but  believes  they  are  not 
sufficient.  By  the  end  of  2009,  the  U.S.  government  must  develop  a 
national  strategy  for  acquiring  a  state-of-the-art  capability  for  microbial 
forensics.  Such  a  national  strategy  should  (1)  facilitate  the  development 
and  maintenance  of  a  comprehensive  library  of  pathogen  reference 
strains;  (2)  establish  a  government-wide  set  of  standard  procedures  for 
collecting,  processing,  and  analyzing  samples  to  improve  consistency  and 
quality,  and  identify  both  a  lead  agency  to  direct  this  effort  and  the  roles 
and  responsibilities  of  support  agencies;  and  (3)  fund  basic  research  to 
support  the  further  development  of  microbial  forensic  techniques. 

ACTION:  The  Department  of  Health  and  Human  Services, 
in  coordination  with  the  Department  of  Homeland  Security, 
should  lead  an  interagency  effort  to  tighten  government  over¬ 
sight  of  high-containment  laboratories. 

Despite  the  inherent  safety  and  security  risks  associated  with  high- 
containment  laboratories,  such  facilities  in  the  United  States  are  not 
specifically  regulated;  they  become  subject  to  federal  oversight  only  if 
they  are  government-funded  or  possess  pathogens  and  toxins  on  the 
Select  Agent  List.  Thus  many  BSL-3  laboratories  that  work  with  dan¬ 
gerous  but  unlisted  pathogens,  such  as  the  SARS  virus,  operate  outside 
of  federal  regulation  and  indeed  even  federal  knowledge  of  their  exis¬ 
tence.  Moreover,  the  number  of  scientists  working  with  dangerous 
pathogens  is  increasing — and  many  are  working  with  them  for  the  first 
time.  These  changes  have  led  to  a  higher  incidence  of  accidents  and 
laboratory-acquired  infections  and  to  new  biosecurity  concerns. 

The  problems  have  been  exacerbated  by  the  unbridled  growth  in  the 
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number  of  high-containment  laboratories  since  2001,  which  has  occurred 
without  effective  and  coordinated  federal  oversight.  In  October  2007,  the 
Government  Accountability  Office  underscored  this  deficiency,  reporting 
that  “no  single  federal  agency  has  the  mission  and,  therefore,  is  account¬ 
able  for  tracking  the  number  of  all  BSL-3  and  BSL-4  labs  within  the 
United  States.  .  .  .  Therefore,  no  agency  is  responsible  for  determining 
the  aggregate  risks  associated  with  the  expansion  of  these  labs.” 

The  Commission  believes  that  safety  and  security  considerations 
warrant  direct  federal  oversight  of  all  high-containment  laboratories. 
We  recommend  that  the  next  administration  take  appropriate  action  to 
(1)  determine  present  and  future  requirements  for  research  on  bio¬ 
defense  threats  and  emerging  infectious  diseases,  and  plan  future  expan¬ 
sion  to  minimize  the  associated  safety  and  security  risks;  (2)  require 
federal  registration  of  all  BSL-3  and  BSL-4  facilities  (whether  or  not 
they  work  with  select  agents),  identify  a  lead  federal  agency  to  oversee 
and  enforce  the  registration  process,  and  create  a  government-wide 
database  of  all  high-containment  labs  in  the  United  States;  (3)  imple¬ 
ment  a  common  set  of  safety  and  security  requirements  for  all  high- 
containment  labs;  and  (4)  mandate  standard  biosafety  and  biosecurity 
training  for  all  personnel  who  work  in  high-containment  labs,  and  fund 
the  development  of  educational  materials  for  that  purpose. 

The  new  administration  should  act  immediately  to  complete  its 
assessment  of  national  requirements  for  high-containment  laboratories 
and  take  the  action  necessary  to  establish  federal  oversight  of  all  BSL-3 
and  BSL-4  laboratories  in  the  United  States.  The  government  should 
also  consider  centralizing  the  regulatory  functions  for  biosafety  and 
biosecurity  by  developing  a  new  oversight  mechanism  for  high- 
containment  laboratories  that  combines  the  existing  CDC/USDA 
Select  Agent  Program  and  the  National  Institutes  of  Health  Guidelines 
for  Research  Involving  Recombinant  DNA  Molecules. 

ACTION:  The  Department  of  Health  and  Human  Services 
and  Congress  should  promote  a  culture  of  security  awareness 
in  the  life  sciences  community. 

Members  of  the  life  sciences  community — universities,  medical 
and  veterinary  schools,  nongovernmental  biomedical  research  insti- 
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tutes,  trade  associations,  and  biotechnology  and  pharmaceutical  com¬ 
panies — must  foster  a  bottom-up  effort  to  sensitize  researchers  to 
biosecurity  issues  and  concerns.  Scientists  should  understand  the  ethi¬ 
cal  imperative  to  “do  no  harm,”  strive  to  anticipate  the  potential  conse¬ 
quences  of  their  research,  and  design  and  conduct  experiments  in  a 
way  that  minimizes  safety  and  security  risks. 

At  present,  no  clear  procedures,  structures,  or  support  systems 
exist  for  addressing  the  problem  of  dual-use  research  in  the  life  sci¬ 
ences.  The  next  administration  should  create  a  domestic  review  and 
oversight  system  for  such  research.  The  Commission  also  calls  on  the 
leaders  of  the  life  sciences  community,  both  inside  and  outside  of  gov¬ 
ernment,  to  speak  out  clearly  and  frequently  about  the  professional 
responsibility  of  scientists  to  prevent  the  misuse  of  biology  for  hostile 
purposes.  Congress  should  hold  hearings  to  discuss  the  problem  and 
should  foster  practical  solutions  for  addressing  it. 

Several  other  bottom-up  steps  are  also  warranted.  The  currently 
separate  concepts  of  biosafety  and  biosecurity  should  be  combined 
into  a  unified  conceptual  framework  of  laboratory  risk  management. 
This  framework  should  be  integrated  into  a  program  of  mandatory 
education  and  training  for  scientists  and  technicians  in  the  life  sciences 
field,  whether  they  are  working  in  the  academy  or  in  industry.  Such 
training  should  begin  with  advanced  college  and  graduate  students 
and  extend  to  career  scientists.  The  U.S.  government  should  also 
fund  the  development  of  educational  materials  and  reference  manuals 
on  biosafety  and  biosecurity  issues.  At  the  same  time,  the  respon¬ 
sibilities  of  laboratory  biosafety  officers  should  be  expanded  to  include 
laboratory  security  and  oversight  of  select  agents,  and  all  biosafety 
officers  should  be  tested  and  certified  by  a  competent  government 
authority. 

Finally,  whistleblower  mechanisms  should  be  established  within 
the  professional  life  sciences  community  so  that  scientists  can  report — 
without  risk  of  retaliation — their  concerns  about  safety  and  security, 
including  suspicious  or  aberrant  behavior  on  the  part  of  colleagues. 
For  example,  a  help  line  might  be  established  under  the  auspices  of  a 
nongovernmental  or  professional  organization  that  would  receive 
reports  from  scientists  about  suspicious  activities  and  then  initiate 
investigative  action  when  appropriate. 
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ACTION:  The  Department  of  Health  and  Human  Services, 
in  coordination  with  the  Department  of  Homeland  Security, 
should  take  steps  to  enhance  the  nation’s  capacity  for  rapid 
response  to  prevent  an  anthrax  attack  from  inflicting  mass 
casualties. 

Since  2001,  the  U.S.  government  has  taken  important  steps  to  pre¬ 
pare  a  national  response  to  a  bioterrorist  attack  involving  anthrax  bacterial 
spores,  the  most  likely  near-term  biological  threat  to  the  United  States. 
Because  the  risk  of  bioterrorists’  using  anthrax  is  real  and  the  timeline  for 
responding  to  an  attack  is  extremely  unforgiving,  the  United  States  must 
make  a  concerted  effort  to  improve  its  capabilities  in  this  area.  Although 
our  mandate  is  to  examine  preventive  measures,  the  Commission  believes 
that  a  substantially  greater  effort  is  needed  to  develop  and  make  opera¬ 
tional  a  response  plan  that  can  counter  an  anthrax  attack  effectively.  This 
plan  would  also  help  deter  such  an  attack  by  significantly  reducing  its 
probability  of  success.  Establishing  an  effective  system  to  respond  to  an 
anthrax  attack  would  also  improve  the  nation’s  ability  to  manage  other 
public  health  disasters,  be  they  natural  or  man-made. 

Inhalational  anthrax  can  be  prevented  in  exposed  individuals  if 
effective  oral  antibiotics  are  administered  during  the  first  48  hours 
after  infection — before  the  onset  of  acute  symptoms,  when  the  disease 
becomes  highly  lethal  and  difficult  to  treat.  Although  the  Department 
of  Health  and  Human  Services  has  maintained  a  national  stockpile  of 
medical  countermeasures  since  1999,  distributing  these  items  during  a 
national  emergency  remains  a  major  challenge.  In  the  case  of  inhala¬ 
tional  anthrax,  the  48-hour  window  imposes  an  extremely  demanding 
timeline  for  executing  an  effective  medical  response:  the  U.S.  govern¬ 
ment  must  detect  an  aerosol  attack  soon  after  it  occurs,  immediately 
set  the  response  plan  in  motion,  and  distribute  stockpiled  antibiotics  to 
the  affected  states,  which  in  turn  must  dispense  them  to  the  local  pop¬ 
ulation — all  within  two  days. 

In  October  2008,  Health  and  Human  Services  Secretary  Michael 
Leavitt  announced  that  his  department  is  working  with  the  U.S.  Postal 
Service  to  assist  state  and  local  authorities  in  addressing  the  distri¬ 
bution  problem.  In  the  event  of  an  anthrax  attack,  mail  carriers, 
escorted  by  police  officers,  would  quickly  deliver  a  short-term  supply 
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of  antibiotics  from  the  national  stockpile  to  all  residences  in  the 
affected  area,  giving  state  and  local  public  health  authorities  enough 
time  to  set  up  dispensing  centers  for  longer-term  (60-day)  antibiotic 
treatment.  We  have  not  had  time  to  review  this  new  initiative  but  are 
inclined  to  doubt  that  it  fully  satisfies  this  vital  need.  The  United  States 
still  does  not  have  and  must  quickly  develop  a  fully  comprehensive  and 
tested  system  for  the  rapid  delivery  of  lifesaving  medical  countermea¬ 
sures  against  anthrax  and  other  bioterrorist  threats. 

As  a  first  step  in  addressing  these  issues,  the  Bush  administration 
submitted  a  fiscal  year  2009  budget  amendment  request  asking  Con¬ 
gress  for  an  additional  $969  million  to  fund  the  development  and  man¬ 
ufacture  of  medical  countermeasures,  innovative  approaches  to 
distribution  and  decontamination,  and  upgrades  to  the  Bio  Watch  net¬ 
work  of  air  samplers  designed  to  permit  early  detection  of  a  bioterror¬ 
ist  attack.  These  urgent  funding  requirements  should  be  taken  up  early 
in  the  next  Congress.  In  addition,  the  next  administration  should,  as  a 
matter  of  national  priority,  fully  implement  an  effective  anthrax  pre¬ 
paredness  strategy. 

The  Commission  believes  that  an  innovative  approach  will  be 
needed  to  solve  the  problem  of  how  to  rapidly  dispense  antibiotics  and 
other  medical  countermeasures  to  the  exposed  population  should  a 
large-scale  bioterrorist  attack  occur.  Serious  consideration  should  be 
given  to  harnessing  the  existing  distribution  networks  of  large  retail 
stores  and  forging  effective  public -private  partnerships.  Furthermore, 
the  dispensing  system  for  medical  countermeasures  should  be  exercised 
and  reviewed  regularly  to  demonstrate  both  to  the  American  public  and 
to  our  enemies  that  the  U.S.  government  takes  the  threat  of  bioterrorism 
seriously  and  is  fully  prepared  to  defend  the  population.  “Red-teaming” 
exercises,  in  which  deliberate  attempts  are  made  to  disrupt  the  dispens¬ 
ing  system,  are  also  useful  for  identifying  areas  of  weakness.  These  exer¬ 
cises  should  assess  the  emergency  response  and  treatment  capabilities  of 
hospitals  as  well  as  the  effectiveness  of  public  health  networks  for  gath¬ 
ering  and  evaluating  hospital  reports  of  infectious  disease  cases. 

Another  potential  gap  in  U.S.  biological  defenses  is  the  threat  of 
bioterrorist  attacks  with  strains  of  anthrax  that  have  been  genetically 
modified  to  make  them  resistant  to  standard  antibiotics.  Given  this 
potential  threat,  additional  funding  is  needed  for  the  National  Institutes 
of  Health  and  the  private  sector  to  develop  new  classes  of  antibiotics,  as 
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well  as  antitoxin  treatments  that  can  neutralize  the  deadly  toxins 
released  by  the  anthrax  bacterium  in  an  infected  individual. 

Finally,  an  effective  public  information  strategy  is  essential  to  edu¬ 
cate  and  inform  the  U.  S.  population  during  a  bioterrorist  attack,  so  that 
citizens  are  able  to  take  effective  action  to  minimize  their  risk  of  expo¬ 
sure,  prevent  the  person-to-person  spread  of  contagious  agents,  and 
diagnose  and  treat  themselves  and  their  loved  ones  at  home  when  pos¬ 
sible  so  that  hospitals  and  other  treatment  centers  are  not  inundated. 
Such  a  public  information  strategy  was  sorely  lacking  during  the  2001 
anthrax  letter  attacks.  The  Department  of  Health  and  Human  Services 
and  Department  of  Homeland  Security,  in  cooperation  with  state  and 
local  health  departments  and  emergency  responders,  should  prepare 
specific  messages  that  can  be  disseminated  after  a  bioterrorist  attack  to 
facilitate  citizens’  self-protection  and  self-decontamination. 

International  Findings  and  Recommendation 

Biological  Weapons  Convention 

The  cornerstone  of  international  efforts  to  prevent  biological  weapons 
proliferation  and  terrorism  is  the  1972  Biological  Weapons  Convention 
(BWC).  This  treaty  bans  the  development,  production,  and  acquisition 
of  biological  and  toxin  weapons  and  the  delivery  systems  specifically 
designed  for  their  dispersal.  The  BWC  forbids  member  states  (now 
numbering  more  than  160)  from  assisting  other  governments,  non-state 
entities,  or  individuals  in  obtaining  biological  weapons.  In  addition,  the 
convention  requires  each  state  party  to  take  “any  necessaiy  measures  to 
prohibit  and  prevent”  the  activities  banned  by  the  treaty  on  its  territory 
and  other  areas  under  its  jurisdiction  and  control.  This  provision  has 
been  interpreted  as  obligating  each  member  state  to  adopt  domestic 
legislation  imposing  criminal  sanctions  on  its  citizens  for  developing  or 
producing  biological  weapons,  and  to  secure  dangerous  pathogens  from 
unauthorized  access  or  theft.  Although  the  negotiation  of  the  BWC  was 
a  major  achievement  of  arms  control,  the  treaty  has  been  marred  by 
serious  violations  and  a  lack  of  universal  membership. 

Unlike  many  other  arms  control  treaties,  the  BWC  does  not  con¬ 
tain  any  formal  verification  mechanisms,  nor  does  it  establish  an  inter¬ 
national  implementing  organization.  The  treaty  was  negotiated  at  the 
height  of  the  Cold  War,  when  the  Soviet  Union  refused  in  principle  to 
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accept  any  on-site  arms  control  measures,  leaving  bilateral  consulta¬ 
tions  or  an  investigation  by  the  United  Nations  Security  Council  as  the 
only  avenues  for  addressing  concerns  about  noncompliance.  In  fact, 
violations  of  the  BWC  are  extraordinarily  difficult  to  verify.  Because 
biological  activities,  materials,  and  equipment  can  be  used  for  good  as 
well  as  harm,  compliance  ultimately  depends  on  the  underlying  intent, 
which  may  be  peaceful  or  offensive.  Yet  evidence  for  the  intent  to  use 
biology  as  a  weapon  is  hard  to  discern:  nefarious  purposes  can  easily  be 
concealed  within  a  host  of  legitimate  activities,  such  as  pharmaceutical 
development,  vaccine  production,  and  general  life  sciences  research. 

Despite  these  serious  verification  challenges,  the  perceived  weak¬ 
ness  of  the  Biological  Weapons  Convention  prompted  many  countries  in 
the  early  1990s  to  call  for  the  negotiation  of  a  legally  binding  verification 
regime  to  supplement  the  convention.  The  U.S.  government  under  Pres¬ 
ident  George  H.  W.  Bush  opposed  this  proposal,  arguing  that  because 
biotechnology  is  essentially  dual-use,  effective  verification  of  the  conven¬ 
tion  by  an  international  regime  was  impossible.  In  1994,  however,  the 
Clinton  administration  sidestepped  the  verification  issue  and  decided  to 
support  the  negotiation  of  a  protocol  to  the  BWC  as  a  means  of  promot¬ 
ing  greater  transparency  and  of  deterring  noncompliance. 

International  negotiations  began  in  Geneva  in  1995,  but  major  dis¬ 
agreements  soon  emerged.  Russia,  still  suspected  of  harboring  an  illicit 
biological  weapons  program  and  apparently  seeking  to  limit  the  prohi¬ 
bitions  of  the  BWC,  insisted  that  key  terms  in  the  convention  be  defined 
narrowly.  Iran,  China,  Pakistan,  India,  and  other  members  of  the  Non- 
Aligned  Movement  demanded  that  the  protocol  end  all  national  export 
controls,  on  the  grounds  that  such  controls  “discriminated”  against 
developing  countries.  Finally,  the  European  Union  and  others  pressed 
for  intrusive  inspections  that  went  much  further  than  U.S.  proposals 
for  greater  transparency,  raising  both  national  security  and  commercial 
concerns  that  sensitive  information  might  be  compromised. 

In  mid-2001,  after  more  than  six  years  of  talks  and  the  introduction 
of  a  compromise  text  by  the  chairman  of  the  negotiating  forum,  the 
United  States  withdrew  its  support  for  the  draft  Biological  Weapons 
Convention  Protocol,  prompting  widespread  international  criticism. 
The  United  States  concluded  that  the  confidence-building  trans¬ 
parency  sought  by  the  protocol  could  be  achieved  only  at  the  unaccept¬ 
able  cost  of  (1)  creating  the  false  perception  that  the  convention  was 
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verifiable  by  an  international  organization,  (2)  acquiescing  to  an  inter¬ 
national  inspection  regime  that  could  jeopardize  sensitive  U.S.  informa¬ 
tion,  and  (3)  accepting  Russian  and  Non-Aligned  Movement  demands 
that  would  have  seriously  undermined  international  biological  weapons 
nonproliferation  efforts  and  the  convention  itself.  These  concerns 
remain  valid  today,  when  the  continuing  global  spread  of  dual-use  bio¬ 
logical  materials,  equipment,  and  facilities  has  only  made  verifying 
compliance  to  the  BWC  more  difficult. 

In  2002,  at  the  convention’s  fifth  review  conference,  the  member 
states  agreed  to  suspend  the  protocol  negotiations  indefinitely.  Instead, 
they  adopted  a  U.S.  proposal  to  hold  a  series  of  annual  expert  and  polit¬ 
ical  meetings  between  the  review  conferences  held  eveiy  five  years. 
Launched  in  2003,  these  annual  meetings  have  focused  on  the  preven¬ 
tion  of  bioterrorism  by  addressing  such  topics  as  domestic  legislation 
implementing  the  BWC,  pathogen  and  laboratory  security,  infectious 
disease  detection  and  response,  scientific  codes  of  conduct,  and  inves¬ 
tigations  of  alleged  use  of  biological  weapons.  The  annual  meetings 
have  proven  useful  for  increasing  international  awareness  of  biological 
security  issues,  and  the  Sixth  Review  Conference  in  2006  renewed  the 
intersessional  work  program  until  the  next  review  conference  in  2011. 

Biological  Threat  Reduction 

Cooperative  threat  reduction  (CTR)  is  a  series  of  U.S.  government  pro¬ 
grams  that  were  originally  designed  to  secure  and  dismantle  WMD 
stockpiles  from  the  former  Soviet  Union  (FSU).  U.S.  biological  CTR 
efforts  in  Russia  and  the  former  Soviet  republics  have  focused  on  three 
objectives:  (1)  dismantling  former  biological  weapons  production  facili¬ 
ties,  (2)  improving  the  security  of  collections  of  dangerous  pathogens, 
and  (3)  engaging  former  biological  weapons  scientists  and  redirecting 
them  into  peaceful  areas  of  research.  In  recent  years,  the  United  States 
has  sharply  cut  back  its  biological  CTR  programs  in  Russia  because  of 
bureaucratic  and  political  difficulties  in  dealing  with  the  Russian  govern¬ 
ment,  which  has  refused  U.S.  requests  for  greater  transparency  at  for¬ 
mer  biological  weapons  facilities  controlled  by  the  Ministry  of  Defense. 

The  U.S.  government  is  also  pursuing  biosecurity  cooperation  and 
engagement  outside  the  former  Soviet  Union.  The  Biosecurity  Engage¬ 
ment  Program,  launched  in  2006  by  the  State  Department,  seeks  to 
promote  pathogen  security  and  collaborative  bioscience  research  in 
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critical  regions  of  the  world.  The  objective  of  the  program  is  to  promote 
legitimate  bioscience  research  in  select  countries  while  addressing  their 
dangerous  blend  of  bioterrorism  threats,  emerging  infectious  diseases, 
poorly  secured  collections  of  dangerous  pathogens,  and  rapidly  expand¬ 
ing  biotechnology  industries.  Initially  it  is  focusing  on  countries  in 
South  Asia,  Southeast  Asia,  and  the  Middle  East  that  have  indigenous 
terrorist  groups  interested  in  acquiring  biological  weapons.  Pilot  efforts 
in  Indonesia  and  the  Philippines  include  conducting  risk  assessments; 
developing  country-level  strategies  for  bilateral  engagement  on  labora¬ 
tory  biosafety,  pathogen  security,  and  the  monitoring  of  outbreaks  of 
infectious  disease;  and  developing  a  grants  assistance  program  to  pro¬ 
mote  research  collaboration  between  U.S.  and  local  institutions.  This 
effort  must  be  expanded  to  additional  regions. 

Global  Monitoring  of  Infectious  Disease  Outbreaks 

Crucial  to  mounting  a  defense  against  biological  weapons  development 
and  attack  is  the  early  detection  and  reporting  of  outbreaks  of  infec¬ 
tious  disease,  a  capability  known  as  disease  surveillance.  Today,  a  num¬ 
ber  of  surveillance  networks  provide  early  warning  of  outbreaks 
throughout  the  world.  Although  these  networks  are  designed  primarily 
to  detect  naturally  occurring  infections  such  as  SARS,  Ebola,  West 
Nile  virus,  and  avian  influenza,  they  could  also  detect  deliberate 
attacks  using  biological  weapons. 

The  World  Health  Organization  (WHO)  is  the  focal  point  of  inter¬ 
national  disease  surveillance  efforts.  The  WHO’s  International  Health 
Regulations  (IHR)  require  participating  states  to  notify  the  WHO  of  a 
potential  “public  health  emergency  of  international  concern”  so  that  an 
epidemic  can  be  contained  before  it  spreads  across  borders.  The  regu¬ 
lations  also  require  WHO  member  states  to  meet  specified  bench¬ 
marks  for  national  disease  surveillance  and  response  capabilities.  In 
addition,  an  operations  center  at  WHO  Headquarters  is  responsible 
for  integrating  the  outbreak  reports  it  receives  from  member  states 
into  the  Global  Outbreak  Alert  and  Response  Network  and  dispatch¬ 
ing  response  teams  from  approximately  150  partner  organizations 
around  the  globe  with  the  goal  of  containing  disease  outbreaks  close  to 
where  they  originate.  Disease  surveillance  and  reporting  remains  a  dif¬ 
ficult  and  demanding  task,  however,  and  outbreak  information  is  not 
always  provided  by  WHO  member  states  on  a  timely  basis. 


37 


Findings  and  Recommendations 


Today’s  international  surveillance  networks  are  not  comprehensive 
in  their  coverage,  and  belated  detection  of  an  outbreak  hinders  a  swift 
response.  Reporting  delays  may  result  from  political  or  bureaucratic 
hurdles  as  well  as  the  lengthy  laboratory  analyses  needed  to  confirm  a 
disease  diagnosis.  Another  problem  is  that  many  infectious  diseases  are 
zoonotic — that  is,  they  infect  both  animals  and  people.  In  such  natural 
infections  as  West  Nile  virus  and  avian  influenza,  wild  birds  are  sentinel 
species:  they  typically  become  infected  before  humans  and  provide 
early  warning  of  an  impending  epidemic.  Similar  sentinels  may  exist  for 
zoonotic  diseases  that  pose  bioterrorism  concerns,  including  anthrax, 
tularemia,  plague,  Q  fever,  Venezuelan  equine  encephalitis,  rabies,  and 
viral  hemorrhagic  fevers.  Yet  surveillance  systems  for  animal  diseases 
are  significantly  less  developed  than  those  for  human  diseases,  and 
WHO  and  the  World  Organization  for  Animal  Health  (OIE)  have  not 
fully  integrated  their  respective  disease  surveillance  networks. 

RECOMMENDATION  2:  The  United  States  should 
undertake  a  series  of  mutually  reinforcing  measures  at  the 
international  level  to  prevent  biological  weapons  proliferation 
and  terrorism:  (1)  press  for  an  international  conference  of 
countries  with  major  biotechnology  industries  to  promote 
biosecurity,  (2)  conduct  a  global  assessment  of  biosecurity 
risks,  (3)  strengthen  global  disease  surveillance  networks,  and 
(4)  propose  a  new  action  plan  for  achieving  universal  adher¬ 
ence  to  and  effective  national  implementation  of  the  Biologi¬ 
cal  Weapons  Convention,  for  adoption  at  the  next  review 
conference  in  2011. 

Ensuring  that  the  life  sciences  evolve  safely  and  securely  will 
require  both  top-down  oversight  by  national  governments  and  bottom- 
up  leadership  from  all  the  life  sciences  communities — professional, 
academic,  and  industry.  National  regulation  and  international  coopera¬ 
tion  are  necessary  elements  of  a  global  biosecurity  framework,  and  can 
help  countries  meet  their  obligations  under  UN  Security  Council  Res¬ 
olution  1540  to  prevent  terrorist  groups  from  acquiring  access  to  bio¬ 
logical  weapons  and  the  materials  and  equipment  needed  to  produce 
them.  Ultimately,  however,  governments  can  only  point  the  way — 
those  working  in  the  life  sciences  must  commit  to  the  journey. 
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ACTION:  The  Department  of  State  and  Department  of 
Health  and  Human  Services  should  press  for  an  international 
conference  of  countries  with  major  biotechnology  industries  to 
discuss  the  norms  and  safeguards  necessary  to  keep  dangerous 
pathogens  out  of  the  hands  of  terrorists  and  to  ensure  that  the 
global  revolution  in  the  life  sciences  unfolds  safely  and  securely. 

With  a  view  to  achieving  broad  international  involvement  in  and 
support  for  biosecurity,  the  Commission  believes  that  the  United  States 
should  press  for  the  establishment  of  an  international  conference  of 
countries,  bringing  together  Western  industrialized  states  that  possess 
advanced  capabilities  in  the  life  sciences  (e.g.,  Canada,  France,  Ger¬ 
many,  Japan,  Switzerland,  the  United  Kingdom,  and  the  United  States) 
and  emerging  biotech  powers  (e.g.,  Brazil,  China,  India,  Malaysia,  Sin¬ 
gapore,  South  Africa,  South  Korea,  and  Russia)  to  develop  a  road  map 
for  ensuring  that  the  revolution  in  biology  unfolds  safely  and  securely. 

The  purpose  of  such  a  biotech  powers  conference  should  be  to 
identify  key  principles  of  biosecurity,  to  harmonize  national  regulatory 
frameworks  for  dangerous  pathogens  and  dual-use  research  of  concern, 
and  to  promote  international  biosecurity  cooperation.  Furthermore, 
the  conference  would  consider  bottom-up  approaches  for  raising  the 
awareness  of  life  scientists  in  academic  institutions  and  commercial 
enterprises  about  the  security  dimensions  of  their  work,  with  a  view  to 
creating  a  transnational  “culture  of  security  awareness.”  Once  consen¬ 
sus  on  a  biosecurity  road  map  has  been  reached,  it  could  serve  as  the 
basis  for  broader  regional  and  international  engagement  and  consensus 
building  of  the  kind  required  to  devise  an  effective  global  framework. 

ACTION:  The  Department  of  State  should  lead  a  global 
assessment  of  biological  threats  and  engage  in  targeted  biolog¬ 
ical  threat  prevention  programs  in  additional  countries. 

The  Commission  recommends  that  the  Department  of  State  lead  a 
comprehensive  effort  to  prevent  the  emergence  of  new  biological 
threats,  as  well  as  reduce  existing  threats.  This  initiative,  which  might 
be  termed  the  Cooperative  Bio-Threat  Prevention  Program,  would 
involve  the  following  steps:  (I)  conduct  a  global  assessment  of  pathogen 
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security,  (2)  develop  a  prioritized  list  of  countries  where  poorly  secured 
collections  of  dangerous  pathogens  are  at  risk  of  theft  or  diversion,  and 
(3)  devise  a  comprehensive  strategy  for  assisting  these  countries  to 
upgrade  the  security  of  their  laboratories  and  their  culture  collections. 
Supporting  this  type  of  global  approach  to  biological  threat  prevention, 
which  should  be  integrated  with  efforts  to  improve  the  public  health 
infrastructure  in  the  affected  countries,  will  require  increased  funding. 

ACTION:  The  Department  of  Health  and  Human  Services 
(primarily  through  the  Centers  for  Disease  Control  and  Pre¬ 
vention)  should  work  to  strengthen  global  disease  surveillance 
networks. 

Global  networks  for  infectious  disease  surveillance  can  provide  an 
“extended  defense  perimeter”  for  the  United  States  by  making  it  pos¬ 
sible  to  detect  and  contain  outbreaks  of  contagious  diseases,  whether 
natural  or  human-caused,  before  they  reach  U.S.  shores.  Such  net¬ 
works  can  also  help  defend  U.S.  military  bases,  embassies,  and  other 
American  interests  abroad  against  such  outbreaks. 

The  Commission  believes  that  more  can  and  should  be  done,  both 
domestically  and  internationally,  to  enhance  the  health  security  of  the 
U.S.  population  by  improving  infectious  disease  surveillance  and  report¬ 
ing  capabilities.  The  gaps  between  the  medical,  public  health,  veterinary, 
and  wildlife  health  communities  must  be  closed  to  create  integrated 
reporting  systems  for  disease  outbreaks  in  humans  and  animals,  as  well 
as  effective  response  capabilities.  Internationally,  the  United  States 
should  assist  the  World  Organization  for  Animal  Health  (OIE)  to 
improve  its  capabilities  for  monitoring  outbreaks  of  zoonotic  diseases, 
and  should  facilitate  the  integration  of  data  and  analyses  between  the 
WHO  and  the  OIE. 

Complementing  the  efforts  of  international  organizations,  the 
United  States  should  continue  to  foster  the  development  of  other 
global  surveillance  networks.  The  Global  Disease  Surveillance  System, 
sponsored  by  the  Centers  for  Disease  Control  and  Prevention,  has  sig¬ 
nificant  promise  and  should  be  further  developed  and  expanded  to 
ensure  worldwide  coverage.  In  addition,  the  United  States  should  offer 
bilateral  assistance  to  those  developing  countries  at  greatest  risk  of  epi¬ 
demics,  helping  them  to  establish  surveillance  networks  for  detecting 
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and  reporting  both  human  and  animal  disease  outbreaks  prior  to  a  con¬ 
firmed  laboratory  diagnosis.  In  order  to  promote  these  and  other 
biosecurity  efforts,  the  Department  of  Health  and  Human  Services 
should  strengthen  the  capabilities  of  its  Office  of  the  Secretary  better 
positioning  it  to  lead  international  engagement  programs.  Finally,  the 
department  should  encourage  disease  surveillance  programs  under¬ 
taken  by  nongovernmental  organizations. 

ACTION:  The  United  States  should  reaffirm  the  critical  impor¬ 
tance  of  the  1972  Biological  Weapons  Convention  to  inter¬ 
national  peace  and  security  by  proposing  a  new  action  plan  for 
achieving  universal  adherence  and  effective  national  imple¬ 
mentation,  to  be  adopted  at  the  next  review  conference  in  2011. 

The  1972  Biological  Weapons  Convention  constitutes  a  standard 
of  international  conduct  that  should  be  universally  supported.  It  out¬ 
laws  biological  weapons,  bars  parties  to  it  from  providing  assistance  to 
anyone  seeking  such  weapons,  and  obligates  them  to  take  “any  neces¬ 
sary  measures  to  prohibit  and  prevent”  anyone  on  their  territory  from 
acquiring  biological  weapons.  The  collapse  of  the  BWC  Protocol  nego¬ 
tiations  in  2001  left  the  Convention  without  a  clear  direction  for  future 
efforts,  a  political  vacuum  that  has  been  only  partially  filled  by  annual 
intersessional  meetings. 

Some  countries  have  continued  to  press  for  a  resumption  of  the 
protocol  negotiations.  As  recently  as  late  2007,  Iran,  Pakistan,  India, 
and  Russia  advocated  resuming  the  talks,  and  the  new  U.S.  administra¬ 
tion  may  come  under  renewed  international  pressure  in  early  2009  to 
return  to  the  negotiating  table. 

The  Commission  believes  that  the  U.S.  decision  in  2001  to  with¬ 
draw  from  the  BWC  Protocol  negotiations  was  fundamentally  sound 
and  that  the  next  administration  should  reject  any  efforts  to  restart 
them.  Histoiy  has  shown  that  it  is  extraordinarily  difficult  to  verify 
compliance  with  the  BWC  because  virtually  all  biological  materials, 
equipment,  and  facilities  are  dual-use.  This  verification  problem  has 
been  compounded  by  the  spread  of  advanced  biotechnology  around 
the  world.  The  well-intentioned  effort  by  the  United  States  during  the 
1995-2001  protocol  negotiations  to  promote  confidence-building 
“transparency”  was  undone  both  by  the  unrealistic  view  of  European 
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and  other  allies  that  compliance  with  the  BWC  could  be  verified  by  an 
international  organization  and  by  the  determination  of  Iran,  Russia, 
and  others  to  exploit  the  protocol  to  undermine  international  nonpro¬ 
liferation  efforts  and  the  convention  itself. 

But  U.S.  policy  on  biological  weapons  cannot  rest  solely  on  opposi¬ 
tion  to  the  BWC  Protocol.  It  is  essential  that  the  United  States  lead  the 
international  community  and  promote  a  new  approach  for  strengthen¬ 
ing  national  implementation  of  the  BWC.  To  signal  the  political  impor¬ 
tance  that  the  United  States  attaches  to  preventing  biological  weapons 
proliferation  and  terrorism,  the  new  administration  should  consider 
sending  a  senior-level  official  to  address  the  Seventh  BWC  Review 
Conference  in  2011. 

During  the  two  years  leading  up  to  the  Seventh  Review  Confer¬ 
ence,  the  United  States  should  work  with  its  allies  and  other  parties  to 
develop  new  initiatives  aimed  at  achieving  universal  adherence  to  the 
BWC  and  promoting  effective  national  implementation,  especially 
with  respect  to  the  prevention  of  bioterrorism.  The  United  States 
should  also  seek  broad  political  support  for  an  expanded  intersessional 
work  program  that  focuses  on  (1)  building  the  capacities  of  BWC 
member  states  in  key  areas  of  bioterrorism  prevention  such  as  labora¬ 
tory  security,  disease  surveillance  (including  new  diagnostic  laborato¬ 
ries),  and  the  oversight  of  research  in  the  life  sciences  with  a  high 
potential  for  misuse  for  hostile  purposes  and  (2)  improving  the  practi¬ 
cal  training  of  experts  from  BWC  member  states  in  technical  aspects  of 
biosafety,  biosecurity,  and  disease  surveillance. 

Finally,  the  United  States  should  support  an  appropriate  increase 
in  the  size  and  stature  of  the  BWC  Implementation  Support  Unit,  cur¬ 
rently  a  small  staff  based  at  the  United  Nations  Office  in  Geneva,  so 
that  it  can  function  as  an  effective  facilitator  and  coordinator  for  an 
expanded  set  of  BWC  activities  and  initiatives. 
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Every  senior  leader,  when  you’re  asked  what  keeps  you  awake  at 
night,  it’s  the  thought  of  a  terrorist  ending  up  with  a  weapon  of  mass 
destruction,  especially  nuclear. 

— Secretary  of  Defense  Robert  Gates 

On  October  28,  2008,  Dr.  Mohamed  ElBaradei,  Director  General  of 
the  International  Atomic  Energy  Agency  (IAEA),  stood  at  the  rostrum 
of  the  United  Nations  General  Assembly  and  warned  the  world  about 
nuclear  terror. 

“The  possibility  of  terrorists  obtaining  nuclear  or  other  radioactive 
material  remains  a  grave  threat,”  said  Dr.  ElBaradei.  A  soft-spoken  man, 
he  let  the  power  of  his  message  make  his  case  loudly  and  unmistakably — 
and  it  produced  major  news  stories  around  the  world.  “The  number  of 
incidents  reported  to  the  Agency  involving  the  theft  or  loss  of  nuclear  or 
radioactive  material  is  disturbingly  high  .  .  . ,”  he  said.  “Equally  troubling 
is  the  fact  that  much  of  this  material  is  not  subsequently  recovered. 
Sometimes  material  is  found  which  had  not  been  reported  missing.” 

We  live  in  a  time  of  increasing  nuclear  peril.  The  number  of  states 
armed  with  nuclear  weapons  or  seeking  to  acquire  them  is  increasing. 
Terrorist  organizations  are  intent  on  acquiring  nuclear  weapons  or  the 
material,  technology,  and  expertise  needed  to  build  them.  Trafficking 
in  nuclear  technology  is  a  serious,  persistent,  and  multidimensional 
problem.  The  worldwide  expansion  of  nuclear  power  increases  the 
danger  of  proliferation. 

The  challenges  for  the  United  States  and  the  world  remain  clear. 
Today,  anyone  with  access  to  the  Internet  can  easily  obtain  designs 
for  building  a  nuclear  bomb,  but  the  hardest  part  for  those  bent  on 
nuclear  terror  has  always  been  acquiring  the  weapons-grade  uranium  or 
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plutonium  required  to  make  the  bomb.  Our  crucial  task  is  to  secure  that 
material  before  the  terrorists  can  steal  it  or  buy  it  on  the  black  market. 
And  we  must  stop  and  reverse  the  proliferation  of  nuclear  weapons  while 
we  can. 

Since  the  beginning  of  the  nuclear  age,  the  United  States  has  made 
halting  but  steady  progress  toward  establishing  universal  norms  for  the 
possession  and  use  of  nuclear  weapons  and  toward  securing  nuclear 
materials  and  technology.  U.S.  strategies  include  building  international 
regimes  based  on  the  Nuclear  Nonproliferation  Treaty  (NPT)  that  came 
into  force  in  1970  and  on  the  system  of  international  safeguards  that  sup¬ 
port  its  implementation.  Those  include  counterproliferation  initiatives 
undertaken  to  strengthen  the  nuclear  security  regime  and  cooperative 
programs  between  the  United  States  and  partner  countries  intended  to 
strengthen  the  international  response  to  nuclear  security  threats. 

The  United  States,  as  a  preeminent  nuclear  power,  has  an  obliga¬ 
tion  to  lead  the  world  in  advancing  these  efforts.  Few  other  nations 
have  the  ability  to  exemplify  best  practices  for  the  rest  of  the  world. 
Few  other  nations  can  marshal  the  resources,  expertise,  and  talent  nec¬ 
essary  to  extend  long-term  bilateral  and  multilateral  help  on  nuclear 
security  issues.  Our  efforts  must  adapt  to  meet  the  rapidly  evolving 
nuclear  security  challenges  we  confront  today.  After  examining  several 
tiers  of  U.S.  efforts,  the  Commission  offers  the  following  findings  and 
recommendations . 

The  Nonproliferation  Regime 

The  Nuclear  Nonproliferation  Treaty  (NPT)  has  been  ratified  by  188 
nations.  It  established  an  international  norm  against  the  proliferation  of 
nuclear  weapons  and  an  elaborate  system  of  nuclear  safeguards  to  mon¬ 
itor  compliance.  The  NPT  defines  a  nuclear-weapon  state  as  any  coun¬ 
try  that  manufactured  and  exploded  a  nuclear  weapon  prior  to  January 
1,  1967.  This  definition  limits  the  number  of  “official”  nuclear-weapon 
states  to  five:  the  United  States,  Russia,  China,  France,  and  the  United 
Kingdom.  At  the  heart  of  the  NPT  is  a  bargain:  in  return  for  a  pledge  by 
the  non-nuclear-weapon  states  to  forswear  nuclear  weapons  in  perpetu¬ 
ity,  the  five  declared  nuclear-weapon  states  agree  to  provide  assistance 
for  peaceful  uses  of  nuclear  technology  and  negotiate  in  good  faith  on 
effective  measures  relating  to  nuclear  disarmament. 
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To  demonstrate  compliance  with  their  NPT  obligations,  the  non¬ 
nuclear-weapon  states  must  negotiate  a  safeguards  agreement  with  the 
International  Atomic  Energy  Agency  that  permits  inspections  of  civil¬ 
ian  nuclear  plants  in  order  to  detect  the  diversion  of  nuclear  material 
from  those  plants  to  make  nuclear  bombs. 

The  revelation  during  the  1990s  that  Iraq  and  North  Korea  were 
violating  their  NPT  obligations  led  the  IAEA  to  adopt  a  system  of 
strengthened  safeguards  in  1997.  States  were  urged  to  conclude  an 
Additional  Protocol  with  the  IAEA  that  greatly  expanded  and  strength¬ 
ened  its  monitoring  rights.  As  of  October  2008,  118  states  have  signed 
the  Additional  Protocol  and  88  have  ratified  it. 

Today,  however,  the  nonproliferation  regime  faces  major  chal¬ 
lenges.  The  nuclear  programs  of  Iran  and  North  Korea  pose  the  most 
urgent  and  immediate  threat.  But  the  growing  nuclear  arsenals  of 
India,  Pakistan,  and  China  raise  serious  concerns  that  the  international 
community  must  address.  The  recently  concluded  U.S.-India  Civil 
Nuclear  Cooperation  Agreement  may  significantly  affect  Asian  secu¬ 
rity,  and  the  next  President  will  have  to  manage  the  actions  that  states 
may  take  in  response  to  the  agreement.  The  President  should  begin  by 
conducting  a  comprehensive,  all-source  assessment  of  the  agreement’s 
impact  on  nuclear  weapons  programs  in  the  region. 

The  IAEA  is  constrained  in  serving  as  the  world’s  nuclear  watch¬ 
dog  because  its  staff  is  aging  and  its  budget  has  increased  little  over  the 
past  decade.  The  IAEA  has  been  forced  to  rely  on  extrabudgetary  con¬ 
tributions  from  member  countries,  including  the  United  States. 
Because  of  this,  the  IAEA  now  faces  uncertainties  about  its  long-term 
ability  to  perform  its  fundamental  mission — detecting  the  illicit  diver¬ 
sion  of  nuclear-  materials  and  discovering  clandestine  activities  associ¬ 
ated  with  weapons  programs. 

Perhaps  the  most  important  challenge  facing  the  IAEA  is  the 
expected  expansion  of  civil  nuclear  programs  throughout  the  world. 
New  nuclear-  facilities  will  have  to  be  carefully  monitored  to  ensure 
that  no  nation  uses  peaceful  activities  as  a  cover  for  a  secret  nuclear 
weapons  program  or  for  diverting  weapons-usable  material  to  a 
weapons  program.  Such  monitoring  will  increase  the  strain  on  the 
IAEA’s  already  limited  resources.  As  a  first  step,  the  United  States  and 
the  IAEA  should  ensure  that  civilian  nuclear  facilities  are  designed  and 
built  with  safeguards  in  mind. 
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Among  the  other  tests  facing  the  IAEA  is  the  inherent  difficulty  of 
reliably  detecting  dangerous  illicit  nuclear  activities  in  a  timely  fashion. 
Some  of  these  difficulties — such  as  detecting  military  diversions  from 
nuclear  fuel  cycle  activities — are  not  likely  to  be  remedied  no  matter 
how  much  the  IAEA’s  resources  are  increased.  In  the  past  20  years, 
while  the  amount  of  safeguarded  nuclear  material  usable  for  weapons 
(highly  enriched  uranium  and  separated  plutonium)  has  increased  by  a 
factor  of  6  to  10,  the  budget  for  safeguards  has  not  kept  pace  and  there 
are  actually  fewer  inspections  per  safeguarded  facility  than  before. 

In  addition  to  limited  resources,  the  IAEA  lacks  clear  authority  to 
secure  nuclear  material  and  install  near-real-time  surveillance  at  the 
sites  it  inspects,  or  to  conduct  the  “wide-area  surveillance”  needed  to 
monitor  activities  under  the  Additional  Protocol.  Dysfunctional  and 
nontransparent  national  accounting  practices  and  national  procedures 
for  inventorying  nuclear  materials  further  limit  the  IAEA’s  effective¬ 
ness,  especially  when  coupled  with  the  agency’s  increasing  inability  to 
meet  its  “timely  detection”  goals. 

More  fundamentally,  no  review  has  been  conducted  recently  to 
determine  whether  the  IAEA  needs  to  update  definitions — such  as 
how  much  material  is  needed  to  make  a  bomb  and  how  much  time  is 
required  to  divert  this  material  and  to  convert  it  into  bombs — that  are 
critical  to  the  IAEA’s  fulfilling  its  mission.  Finally,  two  structural  factors 
have  significantly  undermined  the  IAEA’s  ability  to  act  credibly  against 
noncompliant  states.  First,  consensus  is  typically  sought  within  the 
IAEA  Board  of  Governors  and  the  UN  Security  Council  prior  to  any 
compliance-related  actions.  Second,  there  are  no  automatic,  default 
penalties  for  states  that  cannot  be  found  to  be  in  full  compliance  with 
their  safeguards  or  other  NPT  obligations. 

While  the  NPT  and  the  IAEA  are  at  the  heart  of  the  nonprolifera¬ 
tion  regime,  it  is  important  to  note  that  they  are  bolstered  by  national 
export  controls  that  help  states  impede  the  transit  of  technologies  that 
could  contribute  to  nuclear  weapons  programs  across  their  borders,  and 
groups  of  countries  such  as  the  Zangger  Committee  and  the  Nuclear 
Suppliers  Group  that  set  international  export  control  standards. 

RECOMMENDATION  3:  The  United  States  should  work 
internationally  toward  strengthening  the  nonproliferation 
regime,  reaffirming  the  vision  of  a  world  free  of  nuclear 
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weapons  by  (1)  imposing  a  range  of  penalties  for  NPT  violations 
and  withdrawal  from  the  NPT  that  shift  the  burden  of  proof  to 
the  state  under  review  for  noncompliance;  (2)  ensuring  access 
to  nuclear  fuel,  at  market  prices  to  the  extent  possible,  for  non¬ 
nuclear  states  that  agree  not  to  develop  sensitive  fuel  cycle 
capabilities  and  are  in  full  compliance  with  international  obliga¬ 
tions;  (3)  strengthening  the  International  Atomic  Energy 
Agency,  to  include  identifying  the  limitations  to  its  safeguarding 
capabilities,  and  providing  the  agency  with  the  resources  and 
authorities  needed  to  meet  its  current  and  expanding  mandate; 

(4)  promoting  the  further  development  and  effective  imple¬ 
mentation  of  counterproliferation  initiatives  such  as  the  Prolif¬ 
eration  Security  Initiative  and  the  Global  Initiative  to  Combat 
Nuclear  Terrorism;  (5)  orchestrating  consensus  that  there  will 
be  no  new  states,  including  Iran  and  North  Korea,  possessing 
uranium  enrichment  or  plutonium-reprocessing  capability;  (6) 
working  in  concert  with  others  to  do  everything  possible  to  pro¬ 
mote  and  maintain  a  moratorium  on  nuclear  testing;  (7)  working 
toward  a  global  agreement  on  the  definition  of  “appropriate” 
and  “effective”  nuclear  security  and  accounting  systems  as 
legally  obligated  under  United  Nations  Security  Council  Reso¬ 
lution  1540;  and  (8)  discouraging,  to  the  extent  possible,  the  use 
of  financial  incentives  in  the  promotion  of  civil  nuclear  power. 

The  Commission  believes  there  are  a  number  of  specific  actions  that 
the  United  States  should  undertake  to  implement  this  recommendation. 

ACTION:  The  United  States  should  lead  efforts  to  establish, 
as  a  principle  of  international  law,  penalties  for  states  that 
commit  serious,  sustained  violations  of  the  NPT  or  withdraw 
from  the  treaty. 

Any  state  that  commits  serious  and  sustained  violations  of  its  IAEA 
safeguards  commitments  or  withdraws  from  the  NPT  should  be 
required  to  forfeit  all  benefits  gained  from  membership  in  the  regime. 
The  burden  of  proof  should  be  on  that  state  to  prove  that  it  is  in  com¬ 
pliance  with  its  treaty  obligations.  This  principle  could  be  established 
either  by  agreement  among  the  NPT  s  member  states  or,  if  that  is  not 
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achievable,  by  a  UN  Security  Council  resolution  adopted  under  Article 
VII  of  the  UN  Charter. 

Such  a  resolution  should  require  any  state  declaring  its  intention  to 
withdraw  from  the  NPT  to  be  automatically  subject  to  intrusive  mea¬ 
sures.  These  should  include  inspections  to  determine  whether  the  state  is 
in  violation  of  its  safeguards  commitments.  During  this  process,  the  state 
would  be  obligated  to  demonstrate  its  compliance  with  its  obligations. 

A  country  discovered — either  through  the  intrusive  measures  fol¬ 
lowing  its  declaration  that  it  intends  to  withdraw  from  the  treaty  or 
through  other  means — to  be  in  noncompliance  with  its  safeguards  obli¬ 
gations  would  be  subject  to  stringent  additional  monitoring  measures  to 
determine  the  extent  of  the  noncompliance.  These  additional  measures 
would  include  (1)  broad  mandatory  inspections;  (2)  access  without 
delay  to  persons  and  original  documents,  with  the  right  to  record  inter¬ 
views  and  copy  documents;  and  (3)  expanded  access  to  information.  A 
noncompliant  state  would  forfeit  the  right  to  further  nuclear  assistance. 
Finally,  all  nuclear  materials,  technology,  and  equipment  a  state 
received  while  a  party  to  the  NPT  would  be  removed  from  that  country 
as  a  condition  of  withdrawal  from  the  treaty. 

ACTION:  The  United  States  should  lead  an  international 
effort  to  establish  a  nuclear  fuel  bank. 

An  international  fuel  bank  would  guarantee  countries  a  supply  of 
nuclear  reactor  fuel.  It  would  also  provide  complying  countries  with 
storage  for  spent  fuel;  these  countries,  in  turn,  would  commit  not  to 
exercise  any  right  to  establish  enrichment  and  reprocessing  facilities. 
Progress  has  been  made  in  creating  a  fuel  bank  through  the  IAEA,  but 
the  IAEA  Board  of  Governors  has  taken  no  action  to  address  the  diffi¬ 
cult  questions  of  how  the  fuel  bank  will  be  administered  and  the  condi¬ 
tions  for  its  use.  Meanwhile,  Russia  has  taken  initial  steps  to  establish 
itself  as  a  regional  supplier  of  nuclear  fuel. 

The  idea  of  a  nuclear  fuel  bank  has  found  widespread  support — its 
backers  include  President  George  W.  Bush  and  IAEA  Director  Gen¬ 
eral  ElBaradei,  who  endorsed  the  idea  in  his  October  2008  UN 
address:  “The  ideal  scenario,  in  my  opinion,  would  be  to  start  with  a 
nuclear  fuel  bank  under  IAEA  auspices.”  By  then,  U.S.  Energy  Secre¬ 
tary  Samuel  W.  Bodman  had  already  transferred  $50  million  to  the 
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IAEA  for  this  purpose,  saying,  “The  United  States  fully  endorses  the 
establishment  of  an  IAEA  fuel  bank  . .  .” 

The  United  States  should  also  work  to  build  international  support 
for  the  negotiation  of  a  treaty  halting  the  production  of  fissile  materials 
for  military  purposes.  This  would  be  part  of  an  overall  effort  to  show 
that  Washington  is  moving  on  all  fronts  to  strengthen  the  nonprolifera¬ 
tion  regime.  Since,  for  more  than  a  decade,  the  international  commu¬ 
nity  has  been  unable  to  conclude  a  Fissile  Material  Cut-Off  Treaty, 
alternative  approaches  should  be  explored.  A  possible  start  could  be  a 
joint  declaration  by  the  five  NPT-designated  nuclear-weapon  states  to 
halt  their  production  of  fissile  material  for  weapons. 

ACTION:  The  United  States  should  lead  an  international 
effort  to  update  and  improve  IAEA  capabilities. 

The  most  urgent  element  of  such  an  effort  should  be  to  make  sure  the 
International  Atomic  Energy  Agency  has  the  resources  and  authorities 
needed  to  meet  its  current  and  expanding  mandate.  The  UN  High-Level 
Panel  on  Threats,  Challenges,  and  Change  described  the  IAEA  aptly:  “As 
an  institutionalized  embodiment  of  the  Treaty  on  the  Nonproliferation  of 
Nuclear  Weapons  and  of  considerable  long-term  success  in  preventing 
widespread  proliferation  of  nuclear  weapons,  the  International  Atomic 
Energy  Agency  . . .  stands  out  as  an  extraordinary  bargain.” 

The  United  States  should  work  with  the  IAEA  Director  General  to 
secure  the  resources  (funding,  personnel,  safeguard  technologies,  etc.) 
needed  to  meet  an  increasing  IAEA  safeguards  workload.  This  could 
include  establishing  a  safeguards  “user  fee,”  whereby  countries  with 
inspected  facilities  would  be  assessed  a  fee  to  help  defer  the  costs. 

The  United  States  and  other  interested  parties  should  take  addi¬ 
tional  actions  to  strengthen  the  IAEA  and  improve  its  management. 
They  should  routinely  (at  least  eveiy  two  years)  assess  whether  the  IAEA 
can  meet  its  own  inspection  goals;  whether  those  goals  afford  “timely 
warning”  of  an  ability  to  account  for  a  bomb’s  worth  of  nuclear  material, 
as  required  by  U.S.  law;  and  what  corrective  actions,  if  any,  might  help 
the  IAEA  to  achieve  its  inspection  goals.  This  assessment  should  also 
clarify  those  instances  in  which  achieving  the  goals  is  not  possible. 

The  United  States  must  continue  to  push  for  universal  adher¬ 
ence  to  the  IAEA  Additional  Protocol,  which  provides  the  IAEA  with 
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additional  rights  to  monitor  civilian  nuclear  programs.  According  to 
the  IAEA,  there  are  now  439  nuclear  power  reactors  in  30  countries — 
and  36  more  plants  are  under  construction.  The  U.S.  government 
should  also  work  to  make  adherence  to  the  Additional  Protocol  a  pre¬ 
condition  of  civil  nuclear  assistance  under  the  provisions  of  UN  Secu¬ 
rity  Council  Resolution  (UNSCR)  1540,  the  rules  of  the  Nuclear 
Supplier  Group,  and  the  laws  of  the  United  States. 

The  IAEA  currently  is  hampered  by  the  lack  of  near-real-time  sur¬ 
veillance  equipment  at  a  number  of  sites  where  nuclear  fuel  rods  are 
located  and  where  such  equipment  must  be  installed  so  that  the  agency 
can  establish  the  inspection  continuity  of  the  fresh  and  spent  fuel  rods. 
In  addition,  to  promote  much-needed  transparency  at  suspect  sites — 
and  to  help  deter  transfers  of  nuclear  fuel  and  nuclear  weapons  tech¬ 
nology — the  IAEA  member  states  should  consider  maintaining  a 
registry  of  all  foreign  visitors  at  safeguarded  sites.  This  registry  should 
be  made  available  to  other  IAEA  members  upon  request. 

To  enhance  the  effectiveness  of  its  safeguards  program,  the  agency 
should  establish  a  complete  country-by-country  inventory  of  nuclear 
materials  that  could  be  used  to  make  nuclear  bombs.  The  information 
should  be  shared,  as  appropriate,  with  individual  IAEA  member  states 
and  the  public  to  ensure  that  it  can  be  used  effectively  in  developing 
the  plan  for  IAEA  safeguards.  The  IAEA  should  update  the  database 
regularly.  Current  IAEA  databases  are  incomplete,  and  the  agency’s 
confidentiality  rules  make  it  difficult  to  construct  a  comprehensive 
country-by-country  inventory. 

The  United  States  should  accelerate  the  Department  of  Energy-led 
efforts  to  build  a  global  database  of  nuclear  material.  To  the  extent  pos¬ 
sible,  the  United  States  should  give  the  IAEA  access  to  this  data,  thereby 
enhancing  the  agency’s  ability  to  carry  out  its  mission. 

The  United  States  should  also  work  with  other  IAEA  members  to 
agree  that  only  IAEA  inspectors  from  nuclear-weapon  states  (who 
already  have  access  to  sensitive  weapons-related  knowledge)  should  be 
authorized  to  look  for  indicators  that  weapons  work  is  taking  place  at 
an  inspected  nuclear  facility.  Such  a  requirement  would  enhance  the 
ability  of  inspectors  to  detect  possible  illegal  activity  at  inspection  sites, 
while  minimizing  the  risk  of  spreading  sensitive  information. 

In  addition  to  the  international  efforts  discussed  above,  the  United 
States  should  improve  its  domestic  nonproliferation  efforts  and  set  a 
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positive  example  for  other  nations  to  follow.  The  U.S.  government 
should  (1)  declare  a  date  certain  for  ending  the  civilian  use  and  export 
of  highly  enriched  uranium  (HEU)  and  declare  a  moratorium  on  com¬ 
mercial  reprocessing;  (2)  implement  Title  V  of  the  Nuclear  Nonprolif¬ 
eration  Act  of  1978,  which  requires  energy  assessments  for  developing 
states;  (3)  secure  civilian  nuclear  facilities  in  the  United  States  that 
store  or  handle  nuclear  weapons-usable  materials  to  the  same  stan¬ 
dards  used  for  securing  military  facilities;  and  (4)  accelerate  efforts, 
such  as  the  Next  Generation  Safeguards  Initiative  of  the  Department 
of  Energy  (DOE),  to  develop  advanced  safeguards  techniques  and 
capabilities  that  will  improve  the  global  application  of  safeguards. 

ACTION:  The  United  States  should  expand  counterprolifer¬ 
ation  initiatives  and  improve  their  implementation. 

The  counterproliferation  initiatives  developed  by  the  United 
States  and  other  like-minded  nations  complement  the  NPT  in  combat¬ 
ing  the  spread  of  nuclear  weapons.  Through  diplomacy,  the  United 
States  must  reinforce  the  conviction  that  nuclear  proliferation  and  ter¬ 
rorism  are  concerns  not  of  a  few  states  but  of  all  members  of  the  inter¬ 
national  community. 

The  Global  Initiative  to  Combat  Nuclear'  Terrorism  (GICNT)  is  a 
multilateral  initiative  that  was  announced  by  the  United  States  and  Rus¬ 
sia  in  2006  and  now  includes  75  members.  Under  the  initiative,  the 
United  States  works  with  Russia  and  other  nations  to  promote  a  global 
sense  of  urgency  and  commitment  to  securing  nuclear  materials,  devel¬ 
oping  a  security  culture  in  states  where  nuclear  materials  are  stored, 
and  preventing  nuclear  materials  and  technology  from  falling  into  ter¬ 
rorists’  hands.  These  goals  are  to  be  pursued  through  regular  joint  threat 
briefings,  nuclear  terrorism  exercises,  and  nuclear  security  reviews.  The 
U.S.  government  should  also  work  to  enhance  GICNT  in  key  areas, 
such  as  (1)  eliminating  the  civilian  storage  and  use  of  HEU,  (2)  securing 
the  weapons-usable  material  of  participating  states  in  the  shortest  pos¬ 
sible  time  frame,  (3)  aiding  participating  nations  in  carrying  out  the 
obligations  contained  in  UN SCR  1540,  and  (4)  building  international 
capacity  in  critical  areas,  such  as  nuclear  forensics. 

The  United  States  should  intensify  its  use  of  UNSCR  1540,  a  2004 
resolution  that  established  binding  obligations  on  all  UN  member 
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states  to  take  and  enforce  measures  against  WMD  proliferation,  to 
help  countries  develop  the  laws  and  regulations  they  need  to  criminal¬ 
ize  proliferation,  to  improve  physical  protection  and  safeguards  at 
nuclear  facilities,  to  strengthen  export  controls,  to  improve  coopera¬ 
tion  on  interdiction,  and  to  tighten  border  security.  The  United  States 
should  also  use  UN  SCR  1540  to  work  with  states  to  develop  a  robust 
security  culture  focused  on  reducing  the  risk  of  theft  or  diversion  of 
nuclear  materials  or  technology.  In  particular,  it  should  urge  the  adop¬ 
tion  of  "best  practices”  and  national  legislation. 

The  United  States  should  also  seek  to  strengthen  the  Proliferation 
Security  Initiative  (PSI),  a  global  effort  aimed  at  stopping  the  traffick¬ 
ing  of  WMD,  their  delivery  systems,  and  related  material.  The  initia¬ 
tive  can  be  further  improved  by  increasing  the  number  of  participants, 
enhancing  efforts  to  interdict  shipments  of  WMD  (as  well  as  their 
delivery  systems  and  related  materials),  and  heightening  efforts  to  dis¬ 
rupt  black  market  networks  and  the  financing  of  proliferation.  More 
importantly,  the  United  States  should  also  work  with  other  states  to 
extend  the  international  laws  that  prohibit  piracy,  hijacking,  and  slavery 
to  cover  all  transfers  of  WMD,  delivery  systems,  and  related  materials 
in  international  waters  and  airspace. 

Moreover,  the  United  States  should  seek  to  establish  as  a  binding 
requirement  of  international  law  the  provision  that  all  transfers  of 
items  on  the  Nuclear  Suppliers  Group  dual-use  and  trigger  lists  must 
be  reported  in  advance  to  the  IAEA  or  to  another  international  author¬ 
ity.  Washington  should  assist  in  developing  a  system  to  process  and 
analyze  the  information  gathered.  Any  item  transferred  in  violation  of 
this  requirement  would  be  considered  an  illegal  shipment — subject  to 
seizure  while  in  transit  and  to  dismantlement,  destruction,  or  return 
should  it  reach  its  destination.  Such  a  requirement  could  be  estab¬ 
lished  pursuant  to  a  UN  Security  Council  resolution  adopted  under 
Article  VII  of  the  UN  Charter. 

Finally,  the  United  States  should  strengthen  and  broaden  efforts 
to  detect  and  disrupt  proliferation  financing.  Improved  cooperation 
between  the  International  Financial  Action  Task  Force  and  countries 
participating  in  the  PSI  is  a  step  in  the  right  direction.  The  United 
States  should  continue  to  encourage  other  states  to  adopt  legislation 
that  strengthens  national  and  international  measures  to  combat  the 
financing  of  proliferation  and  terrorist  networks. 
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ACTION:  The  United  States  should  orchestrate  an  inter¬ 
national  consensus  to  block  additional  countries  from  obtain¬ 
ing  enrichment  and  reprocessing  capabilities. 

The  Commission  believes  that  one  of  the  principal  means  of  halt¬ 
ing  nuclear  proliferation  is  to  prevent  the  spread  of  uranium  enrich¬ 
ment  and  plutonium  reprocessing  technologies  and  facilities  to 
additional  countries.  It  is  important  that  the  United  States  work  to 
orchestrate  an  international  consensus  to  block  additional  countries 
from  obtaining  these  capabilities.  The  international  nuclear  fuel  bank 
discussed  above  would  be  a  significant  step  toward  gaining  this  consen¬ 
sus,  because  it  would  ensure  that  nations  without  these  capabilities 
have  a  reliable  supply  of  nuclear  fuel  at  market  prices. 

Many  variations  on  the  idea  that  no  new  nations  should  acquire 
enrichment  and  reprocessing  capabilities  have  already  been  put  for¬ 
ward.  The  Bush  administration,  for  example,  has  proposed  that  the  45 
members  of  the  Nuclear'  Suppliers  Group — the  nations  of  the  world 
with  the  most  advanced  nuclear  technologies — refuse  to  sell  them  to 
any  state  that  does  not  already  possess  full-scale,  functioning  reprocess¬ 
ing  and  enrichment  capabilities.  This  proposal  would  effectively  cap  the 
number  of  states  with  such  capabilities  at  current  levels.  Although  some 
states  have  regarded  this  proposal  as  discriminatory,  others,  such  as  the 
United  Arab  Emirates,  have  agreed  to  forgo  fuel  cycle  activities  in 
exchange  for  assistance  in  developing  civil  nuclear  power.  Dr.  ElBaradei 
has  also  weighed  in,  proposing  that  any  new  production-scale  enrich¬ 
ment  or  reprocessing  facility  be  under  multinational  control. 

Both  of  these  proposals  have  merit,  but  neither  has  been  fully 
embraced  by  NPT  non-nuclear-weapon  states.  Additional  efforts  are 
needed  to  find  the  right  set  of  incentives  and  disincentives  to  gain 
widespread  adherence. 

ACTION:  The  United  States  should  work  with  others  to  pro¬ 
mote  and  maintain  a  moratorium  on  nuclear  testing. 

It  is  essential  that  current  moratoria  on  nuclear  testing,  observed 
independently  by  each  of  the  five  nuclear-weapon  states  under  the  NPT, 
be  maintained.  The  next  President  may  wish  to  undertake  diplomatic 
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efforts  to  formalize  such  a  commitment  among  the  NPT  nuclear-weapon 
states  and  should  encourage  non-NPT  nuclear-weapon  states  to  adopt 
moratoria  of  their  own. 

The  Commission  recognizes  that  the  issue  of  a  Comprehensive 
Nuclear  Test  Ban  Treaty  (CTBT)  is  likely  to  be  reconsidered  by  the  next 
administration.  In  1999,  the  Senate  decided  not  to  provide  its  consent 
to  ratification  of  the  CTBT.  The  51  senators  who  opposed  the  treaty  had 
a  variety  of  concerns,  including  (1)  the  potential  need  for  the  United 
States  to  resume  nuclear  testing  under  certain  circumstances  in  order 
to  maintain  the  safety  or  reliability  of  the  U.S.  nuclear  stockpile,  (2)  the 
fact  that  the  treaty’s  zero  nuclear-  yield  threshold  cannot  be  verified,  and 
(3)  whether  other  parties  to  the  treaty  were  in  compliance  with  its  pro¬ 
visions.  The  48  senators  who  supported  it  argued  that  it  would  make  an 
important  contribution  to  strengthening  the  international  norm  against 
proliferation  and  could  impede  states  that  are  considering  the  modern¬ 
ization  or  procurement  of  nuclear  arsenals.  They  also  argued  that  the 
Department  of  Energy’s  “stockpile  stewardship”  program  would  help  to 
ensure  the  long-term  viability  of  the  nuclear  stockpile.  And  they  main¬ 
tained  that  an  assurance  of  100  percent  verifiability  of  the  provision  on 
zero  nuclear  yield  was  not  a  realistic  objective. 

The  Commission  supports  the  review  currently  being  conducted 
by  the  bipartisan  Congressional  Commission  on  the  Strategic  Posture 
of  the  United  States.  That  review  includes  consideration  of  the  long¬ 
term  reliability,  safety,  and  effectiveness  of  the  U.S.  nuclear-  arsenal. 
The  review  also  covers  the  effectiveness  of  the  international  monitor¬ 
ing  system  that  is  designed  to  identify  and  locate  underground  nuclear 
tests  in  order  to  evaluate  the  potential  reconsideration  of  the  CTBT. 
Out  of  deference  to  the  Commission  on  the  Strategic  Posture,  we  have 
not  taken  a  position  on  the  CTBT  in  this  report. 

ACTION:  The  United  States  should  work  to  gain  international 
agreement  on  specific,  stringent  standards  for  securing  nuclear 
materials. 

States  have  a  principal  obligation  under  UNSCR  1540  to  adopt  and 
enforce  “effective”  measures  to  establish  domestic  control  of  nuclear, 
chemical,  and  biological  weapons  and  their  means  of  delivery.  States 
also  must  establish  “appropriate”  controls  over  the  related  materials. 
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Because  the  resolution  does  not  define  “effective”  or  “appropriate” 
measures  for  nuclear  security  and  accounting  systems,  there  is  a  need  to 
establish  standards  for  precisely  what  UN  SCR  1540  requires  states  to 
do.  These  definitions  must  be  formulated  at  the  highest  levels  to  ensure 
that  internationally  agreed-on  standards  will  be  implemented  by  all 
nations.  Undersecured  nuclear  material  and  facilities  pose  a  threat  not 
just  to  the  host  nations  but  to  all  nations.  A  baseline  approach  to  estab¬ 
lishing  what  measures  are  effective  and  appropriate  for  nuclear  security 
and  accounting  standards  is  the  best  way  to  safeguard  the  world  from 
nuclear  tragedy. 

The  Commission  recognizes  the  urgent  need  to  establish  global 
nuclear  security  standards  to  which  all  states  can  adhere.  We  believe  that 
the  Convention  on  the  Physical  Protection  of  Nuclear  Material  and  the 
IAEA’s  Information  Circular  (INFCIRC)  225,  The  Physical  Protection  of 
Nuclear  Material,  are  the  building  blocks  for  obtaining  an  international 
consensus  on  measures  that  are  needed  to  ensure  adequate  nuclear 
security  and  protection.  But  tighter  standards  need  to  be  defined.  The 
goal  of  the  United  States  should  be  to  ensure  that  international  stan¬ 
dards  for  securing  nuclear  materials  are  as  stringent  as  those  currently 
defined  for  U.S.  military  facilities.  It  is  important  that  ongoing  negotia¬ 
tions  to  amend  INFCIRC  225  seek  the  highest  standards  possible. 

The  Convention  on  the  Physical  Protection  of  Nuclear  Material 
establishes  measures  on  the  prevention,  detection,  and  punishment  of 
offenses  relating  to  nuclear  material.  The  Commission  recognizes  the 
positive  steps  taken  in  July  2005  when  the  convention  was  amended  to 
bind  parties  to  protect  nuclear  facilities  and  material  in  peaceful  domes¬ 
tic  use,  storage,  and  transport.  Nevertheless,  the  amended  convention 
does  not  define  specific  standards  for  a  physical  protection  “regime.”  It 
will  not  enter  into  force  until  two-thirds  of  state  parties  have  ratified  it, 
an  event  that  is  unlikely  to  occur  until  well  into  the  future. 

ACTION:  The  United  States  should  discourage,  to  the  extent 
possible,  the  use  of  financial  incentives  in  the  promotion  of 
civil  nuclear  power. 

The  spread  of  nuclear  technology  and  nuclear  material  heightens 
concern  that  non-nuclear-weapon  states  might  decide  to  develop  nuclear 
weapons,  building  on  their  civilian  nuclear  industry.  It  also  increases  the 
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possibility  that  terrorists  might  be  able  to  steal — or  buy  from  an  insider — 
the  materials  or  technical  knowledge  needed  to  construct  a  nuclear 
weapon.  We  should  discourage,  to  the  extent  possible,  the  subsidizing  of 
nuclear  energy  in  ways  that  would  cause  states  to  choose  it  over  other 
energy  sources,  without  fully  accounting  for  this  risk. 

Cooperative  Nuclear  Security  Programs 

The  breakup  of  the  Soviet  Union  in  199f  led  to  international  concerns 
that  Soviet  nuclear  weapons  and  nuclear  material  deployed  in  Belarus, 
Kazakhstan,  Ukraine,  and  Russia  would  no  longer  be  under  the  control 
of  a  strong  central  government.  In  response,  the  United  States  led  a 
coalition  of  nations  to  persuade  Belarus,  Kazakhstan,  and  Ukraine  to 
become  parties  to  the  NPT  as  non-nuclear-weapon  states. 

Around  the  same  time,  Congress  passed  the  Nunn-Lugar  Amend¬ 
ment,  which  established  assistance  programs  in  the  former  Soviet  Union 
(FSU)  to  ensure  the  safe  and  secure  dismantlement  and  transportation 
of  nuclear  weapons  and  the  secure  storage  and  consolidation  of  danger¬ 
ous  nuclear  materials.  The  amendment  authorized  $400  million  for 
cooperative  threat  reduction  (CTR)  programs,  and  appropriations  have 
remained  relatively  stable  over  the  past  17  year's.  These  programs  helped 
return  Soviet  nuclear  warheads  from  Kazakhstan,  Ukraine,  and  Belarus 
to  Russia  for  dismantlement;  led  to  the  dismantlement  and  disposal  of 
strategic  missiles  in  Russia  and  other  former  Soviet  states;  and  greatly 
improved  security  at  Russian  warhead  storage  facilities.  Other  CTR 
accomplishments  included  securing  nuclear  weapons  and  materials  at 
vulnerable  sites  and  enhancing  the  security  of  nuclear  weapons  and 
materials  in  transit. 

The  United  States  has  also  worked  with  Russia  on  a  number  of 
efforts  to  secure,  reduce,  and  eliminate  nuclear  materials  in  Russia  and 
to  stem  the  illicit  flow  of  technologies  and  expertise  from  Russia  (and 
other  FSU  states)  to  terrorists  and  covert  weapons  programs.  The 
Material  Protection,  Control,  and  Accounting  (MPC&A)  program, 
implemented  by  the  Department  of  Energy  in  1997,  provides  security 
upgrades  for  nuclear  materials  at  hundreds  of  facilities  in  the  FSU, 
including  improved  security  systems,  strict  control  and  accounting  sys¬ 
tems  for  materials,  and  security  training  for  Russian  nuclear  specialists. 
In  2003,  Congress  passed  legislation  requiring  the  Department  of 
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Energy  to  complete  its  work  by  2013,  so  that  Russia  would  assume  sole 
responsibility  for  sustaining  security  upgrades  after  that  time.  Secre¬ 
tary  Bodman  told  the  Commission  in  September  2008  that  the  United 
States  and  Russia  are  on  track  to  meet  the  deadline. 

The  two  countries  have  also  worked  to  reduce  the  amount  of  mate¬ 
rial — highly  enriched  uranium  and  weapons-grade  plutonium — that 
might  be  stolen  and  used  as  fuel  in  illicit  nuclear  weapons.  The  Depart¬ 
ment  of  Energy  is  working  with  its  Russian  counterpart  to  “blend  down,” 
or  process  into  a  less-enriched  form,  500  metric  tons  of  Russia’s  HEU, 
which  is  then  shipped  to  the  United  States  for  use  as  reactor  fuel.  So  far, 
this  partnership  has  blended  down  almost  350  metric  tons  of  HEU. 

At  the  same  time,  Washington  and  Moscow  have  also  taken  steps  to 
(1)  dispose  of  at  least  68  metric  tons  of  U.S.  and  Russian  weapons-grade 
plutonium  by  converting  it  into  fuel  for  commercial  reactors;  (2)  shut 
down  Russia’s  three  remaining  plutonium-producing  reactors,  two  of 
which  have  now  been  closed;  (3)  secure  Russia’s  borders  to  prevent  the 
illicit  trafficking  of  nuclear  materials;  and  (4)  ensure  that  thousands  of 
former  weapons  scientists,  technicians,  and  engineers  throughout  the 
former  Soviet  Union  are  engaged  in  civilian  pursuits,  to  prevent  the  flow 
of  this  expertise  to  countries  of  proliferation  concern  and  to  terrorist 
organizations.  (The  pace  and  scope  of  the  DOE  programs  were  the  sub¬ 
ject  of  a  2001  report  titled  A  Report  Card  on  the  Department  of  Energy’s 
Nonproliferation  Programs  with  Russia,  which  laid  out  specific  criteria 
and  objectives  for  the  programs.  That  study,  widely  known  as  the  “Baker- 
Cutler  Report,”  is  discussed  in  detail  in  an  appendix  below.) 

After  the  terrorist  attacks  of  September  11,  2001,  growing  con¬ 
cerns  about  nuclear  and  radiological  terrorism  spurred  increased  coop¬ 
erative  efforts  to  secure  fissile  materials  and  combat  nuclear  smuggling 
worldwide.  One  outcome  was  the  Bratislava  Nuclear  Security  Initia¬ 
tive,  signed  by  Presidents  George  W.  Bush  and  Vladimir  Putin  in  2005, 
which  expanded  and  accelerated  security  upgrades  at  nuclear  sites  in 
Russia  and  led  to  a  plan  for  Moscow  to  take  charge  of  security  at  its 
own  nuclear  facilities.  A  senior  U.S. -Russia  group,  co-chaired  by  the 
U.S.  Secretary  of  Energy  and  the  Director  of  the  Russian  Ministry  of 
Atomic  Energy,  oversees  this  work  and  provides  progress  reports  every 
six  months  to  the  U.S.  and  Russian  Presidents. 

Increasingly,  threat  reduction  programs  are  being  pursued  inter¬ 
nationally,  not  only  bilaterally  with  Russia.  The  DOE’s  Second  Line  of 
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Defense  program  seeks  to  prevent  illicit  trafficking  in  nuclear  and  radi¬ 
ological  materials  by  installing  radiation  detectors  at  international  land 
borders,  seaports,  and  airports.  Another  program,  the  Global  Threat 
Reduction  Initiative,  is  a  worldwide  effort  to  reduce  and  protect  vul¬ 
nerable  nuclear  and  radiological  materials  located  at  civilian  sites;  it 
also  seeks  to  convert  civilian  research  reactors  worldwide  from  the  use 
of  WMD-usable  fuel  to  that  which  can  be  used  only  in  reactors.  In  the 
past  several  years,  programs  to  engage  nuclear  scientists  in  civilian  pur¬ 
suits  have  been  expanded  to  areas  outside  the  former  Soviet  Union. 
Additionally,  the  Department  of  Homeland  Security’s  Container  Secu¬ 
rity  Initiative  (CSI),  which  now  operates  at  58  ports  around  the  world, 
is  designed  to  prevent  dangerous  nuclear  materials  and  technologies 
from  entering  the  United  States.  This  program  scans  high-risk  cargo 
before  it  is  loaded  on  U.S. -bound  container  ships.  CSI  has  been  criti¬ 
cized  for  its  reliance  on  shipper-provided  information  to  determine 
which  containers  are  “high-risk”;  the  program  is  supplemented  by  the 
additional  scanning  of  containers  once  they  arrive  in  U.S.  ports. 

RECOMMENDATION  4:  The  new  President  should  under¬ 
take  a  comprehensive  review  of  cooperative  nuclear  security 
programs,  and  should  develop  a  global  strategy  that  accounts  for 
the  worldwide  expansion  of  the  threat  and  the  restructuring  of 
our  relationship  with  Russia  from  that  of  donor  and  recipient  to 
a  cooperative  partnership. 

When  cooperative  nuclear  security  programs  started  well  over  15 
years  ago,  they  focused  on  “loose  nukes”  and  undersecured  nuclear 
materials  in  the  former  Soviet  Union.  More  work  remains  in  securing 
Russia’s  nuclear  arsenal,  which  is  spread  over  its  11  time  zones.  As  for¬ 
mer  Senator  Sam  Nunn  suggested  in  2004,  “We  should  offer  to  help 
Russia  consolidate  their  nuclear  weapons  in  a  few  areas,  and  then 
guard  the  heck  out  of  them.” 

Rut  cooperative  nuclear  security  programs  have  evolved  to  address 
global  threats  as  well.  Terrorists  seeking  nuclear  material  will  look 
wherever  that  material  may  be  poorly  secured — in  Russia  or  elsewhere. 
There  are  currently  well  over  100  nuclear  research  reactors  around  the 
world  that  use  HEU  for  fuel,  and  many  of  them  lack  adequate  security. 
The  November  2007  break-in  by  armed  intruders  at  the  Pelindaba 
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nuclear  research  facility  in  South  Africa  illustrates  the  international 
challenge. 

Even  as  nuclear  security  programs  have  expanded  into  important 
new  areas,  no  strategic  plan  has  been  formulated  to  ensure  maximum 
effectiveness  and  coordination  across  different  government  agencies. 
A  new  strategy  is  needed  that  takes  into  account  developments  since 
September  11,  2001,  including  the  fundamental  changes  in  Russia’s 
economy  and  in  U.S.  relations  with  Russia.  Equally  important,  the 
strategy  should  establish  a  basis  for  strengthening  the  international 
consensus  on  working  cooperatively  to  address  nuclear  proliferation 
and  terrorism. 

The  strategic  review  should  examine  eveiy  U.S.  government  pro¬ 
gram  and  activity,  then  recommend  new,  strengthened,  or  restructured 
programs  where  warranted;  programs  that  are  less  effective  should  be 
eliminated  or  reduced.  The  review  should  identify  where  existing  pro¬ 
grams  have  helped  stem  the  flow  of  potentially  dangerous  materials 
and  technology,  as  well  as  gaps  in  coverage.  Finally,  the  review  should 
assess  prospects  for  cooperative  nuclear  threat  reduction  activities  in 
specific  countries  where  concerns  or  opportunities  may  exist,  such  as 
Pakistan,  India,  North  Korea,  and  China. 

Washington  should  continue  to  work  with  Moscow  to  fulfill  the 
goals  of  current  nuclear  security  programs  in  Russia  and  should  extend 
such  programs  to  all  vulnerable  facilities.  The  Commission  is  con¬ 
cerned  that  Russia  is  not  paying  attention  to  developing  an  effective 
nuclear  security  culture  at  all  Russian  facilities  where  nuclear'  material 
is  stored.  The  United  States  should  propose  to  Russia  an  expansion  of 
nuclear  security  commitments  that  would  secure  nuclear  materials  at 
all  Russian  facilities,  including  those  storing  nuclear  weapons. 

The  United  States  should  also  press  Russia  to  accelerate  the  blend- 
down  of  HEU  from  dismantled  nuclear  weapons  and  explore  ways  to 
expand  its  commitment  beyond  the  500  metric  tons  already  agreed  on. 
Moreover,  the  process  of  converting  civilian  Russian  research  reactors 
from  using  HEU  to  using  low-enriched  uranium  (LEU)  should  be 
intensified. 

The  Commission  supports  the  efforts  by  the  United  States  and 
Russia  to  close  Russia’s  plutonium-producing  reactors  and  calls  on 
both  countries  to  finalize  an  agreement  on  disposing  of  plutonium  in 
excess  of  defense  requirements. 
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Finally,  the  Commission  recommends  that  efforts  to  engage  former 
nuclear  weapons  scientists  in  peaceful  research  ventures  in  Russia  and 
the  former  Soviet  republics  continue  and  be  guided  by  newly  articu¬ 
lated  priorities,  such  as  focusing  on  nuclear  institutes  that  are  struggling 
financially  and  could  be  vulnerable  to  recruitment  efforts  by  terrorist 
cells  or  proliferant  states.  The  next  administration  should  also  assess  the 
potential  of  these  programs  to  work  not  only  with  nuclear  weapons  sci¬ 
entists  and  engineers,  but  with  individuals  at  nuclear  facilities  who  may 
have  access  to  nuclear  material.  Although  Russia’s  economic  revival  has 
helped  mute  some  concerns  regarding  Russia’s  nuclear  institutes,  the 
fact  remains  that  not  all  of  these  have  benefited  from  this  revival  and 
some  require  our  continued  attention. 

Russia  no  longer  wishes  to  be  seen  as  a  recipient  of  U.S.  or  inter¬ 
national  largesse.  Moscow  can  now  afford  to  allocate  more  resources  to 
cooperative  security  programs,  to  develop  long-term  plans,  and  to  fund 
those  plans.  Whenever  possible,  the  two  countries  should  work  to 
move  nuclear  security  programs  in  Russia  to  a  cost-sharing  basis,  a  pro¬ 
cess  that  is  already  under  way  for  some  programs.  Also,  when  possible, 
the  United  States  should  work  with  Russia  as  a  partner  to  advance  the 
objectives  of  threat  reduction  worldwide.  Many  U.S.  threat  reduction 
programs  involving  Russia  are  currently  being  implemented  as  part¬ 
nerships.  For  example,  the  Global  Threat  Reduction  Initiative  includes 
trilateral  programs — involving  the  United  States,  Russia,  and  the 
IAEA — to  convert  research  reactors  worldwide  from  HEU  to  LEU 
and  repatriate  the  fuel  back  to  Russia. 

At  the  same  time,  U.S.  cooperation  with  Russia  should  not  be  a 
prerequisite  for  international  efforts  to  strengthen  nuclear  security. 
The  United  States  should  continue  to  work  with  international  partners 
through  existing  vehicles  to  strengthen  their  ability  to  counter  nuclear 
proliferation  and  combat  nuclear  terrorism. 

The  next  administration  must  also  think  creatively  about  how  to  maxi¬ 
mize  the  contributions  of  agencies  other  than  the  Departments  of  Defense, 
Energy,  and  State  to  promote  cooperative  nuclear  security  objectives.  Such 
steps  should  include  greater  utilization  of  Department  of  Homeland  Secu¬ 
rity  and  intelligence  community  assets.  Also,  greater  coordination 
between  the  Departments  of  Energy  and  Homeland  Security  to  improve 
radiation  scanning  devices  at  U.S.  and  international  borders — and  an 
acceleration  of  Homeland  Security  efforts  to  build  a  global  nuclear  detec- 
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tion  network — would  enhance  the  ability  of  the  United  States  to  track 
nuclear  materials  and  prevent  their  movement  across  borders. 

Country-Specific  Challenges:  Iran  and  North  Korea 

The  Nuclear  Nonproliferation  Treaty  is  facing  the  prospect  of  an 
unraveling  that  could  be  its  permanent  undoing.  Iran  and  North  Korea 
have  pursued  nuclear  weapon s-related  programs  that  the  world  can¬ 
not  permit  to  succeed. 

Iran’s  apparent  efforts  to  acquire  a  nuclear  weapons  capability  in 
defiance  of  its  NPT  obligations  and  UN  Security  Council  resolutions 
and  the  uncertainty  over  whether  North  Korea  will  ultimately  eliminate 
its  nuclear  weapons  program  constitute  threats  to  international  peace 
and  security.  Failure  to  resolve  these  crises  could  lead  some  countries  to 
revisit  their  earlier  decisions  to  renounce  nuclear  weapons,  potentially 
leading  to  a  cascade  of  new  nuclear-weapon  states.  Such  a  wave  of 
nuclear  proliferation  would  seriously  jeopardize  the  current  world 
order,  creating  profound  new  risks  and  increasing  instability. 

Iran  maintains  that  it  does  not  want  to  acquire  nuclear  weapons  and 
is  merely  pursuing  “peaceful”  nuclear  activities  as  allowed  under  the 
NPT.  Although  the  National  Intelligence  Estimate  on  Iran  issued  in 
November  2007  came  to  the  controversial  conclusion  that  Iran  had 
ended  its  nuclear  weapons  design  and  weaponization  work  in  the  fall  of 
2003,  it  made  clear  that  Iran  had  engaged  in  such  weaponization  work 
until  then  and  continues  to  develop  a  range  of  technical  capabilities, 
including  a  civilian  uranium  enrichment  program,  that  could  be  used  to 
produce  nuclear  weapons.  If  Iran  should  test  a  nuclear  device  or  declare 
it  possesses  a  nuclear  weapon,  or  if  additional  evidence  should  come  to 
light  that  conclusively  revealed  that  Iran  was  making  a  nuclear  weapon,  it 
would  be  the  third  time  since  1991  that  an  NPT  member  evaded  inter¬ 
national  nuclear  inspectors,  using  the  cover  of  peaceful  nuclear  activities 
to  either  obtain,  or  come  close  to  obtaining,  a  nuclear  weapon. 

If  Iran  should  acquire  a  nuclear  weapon  in  violation  of  its  pledges 
without  suffering  severe  penalties,  other  countries  might  view  it  as  a 
model  to  follow — leading  to  a  “cascade  of  proliferation,”  as  a  UN  panel 
has  warned.  Several  other  countries,  including  Egypt,  Algeria,  Turkey, 
Brazil,  Argentina,  Saudi  Arabia,  Libya,  South  Korea,  and  Taiwan,  have, 
to  varying  degrees  and  at  different  times,  expressed  interest  in  acquiring 
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nuclear  weapons  and  are  now  planning  on  expanding  their  peaceful 
nuclear  energy  programs. 

The  Commission  decided  that  because  of  the  dynamic  inter¬ 
national  environment,  it  would  not  address  the  precise  tactics  that 
should  be  employed  by  the  next  administration  to  achieve  the  strategic 
objective  of  stopping  the  nuclear  weapons  programs  of  Iran  and  North 
Korea.  Developing  those  tactical  initiatives  will  clearly  be  one  of  its 
urgent  priorities. 

But  on  the  central  finding,  the  Commission  was  unanimous  in  con¬ 
cluding  that  the  nuclear  aspirations  of  Iran  and  North  Korea  pose 
immediate  and  urgent  threats  to  the  Nuclear  Nonproliferation  Treaty. 
Successful  nuclear  programs  in  both  countries  could  trigger  a  cascade 
of  proliferation  and  lead  to  the  unraveling  of  the  NPT. 

Iran 

For  almost  a  decade,  the  United  States  has  been  concerned  that  Iran  is 
pursuing  a  nuclear  weapons  program  through  clandestine  activities  as 
well  as  under  the  guise  of  peaceful  enrichment  for  civilian  nuclear 
power.  In  2002,  a  London-based  Iranian  opposition  group — the 
National  Council  of  Resistance  of  Iran — added  to  such  concerns  by 
disclosing  details  about  a  secret  heavy-water  production  plant  at  Arak 
and  an  underground  enrichment  facility  at  Natanz.  Later  that  year,  the 
United  States  denounced  Iranian  violations  of  the  NPT  and  IAEA 
Safeguards  agreement,  accusing  Iran  of  across-the-board  pursuit  of 
weapons  of  mass  destruction. 

Three  years  later,  the  IAEA  Board  of  Governors  expressed  an 
“absence  of  confidence  that  Iran’s  nuclear  program  is  exclusively  for 
peaceful  purposes.”  In  early  2006,  the  board  voted  to  refer  Iran  as  a 
possible  NPT  violator  to  the  UN  Security  Council;  in  December  2006, 
the  UN  Security  Council  ordered  Iran  to  suspend  its  enrichment  effort 
and  adopted  the  first  of  three  resolutions  imposing  sanctions  to  punish 
Iran  for  continued  defiance  of  the  Security  Council  order.  Tehran  insists 
that  its  enrichment  program  is  intended  only  to  provide  fuel  for  nuclear 
power  reactors  essential  for  meeting  the  nations  peaceful  energy  needs. 

As  the  United  States  was  leading  the  effort  in  the  UN  Security 
Council  to  end  Iran’s  enrichment  efforts,  the  European  Union  (EU) 
established  a  dual-track  approach,  supporting  UN  sanctions  against 
Iran  while  also  offering  Iran  economic  incentives  to  end  its  enrichment 
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activities.  The  United  States  has  not  engaged  in  direct  negotiation  with 
Tehran,  but  has  worked  closely  with  the  EU  regarding  its  incentives 
effort.  Britain,  China,  France,  Germany,  Russia,  and  the  United  States 
have  held  out  the  possibility  of  a  package  of  political  and  economic 
benefits  if  Tehran  suspends  its  enrichment  of  uranium.  To  date,  these 
efforts  to  find  a  diplomatic  solution  have  failed. 

Most  recently,  on  September  29,  2008,  IAEA  Director  General 
ElBaradei  told  his  agency’s  board  of  governors  that  Iran’s  continued 
enrichment  activities  are  “still  a  cause  for  concern  for  the  international 
community  in  the  absence  of  full  clarity  about  Iran’s  past  and  present 
nuclear  program.” 

Just  how  much  time  does  the  world  have  to  seek  this  “full  clarity” 
and  decide  what  to  do?  Experts  such  as  David  Albright,  of  the  Institute 
for  Science  and  International  Security,  have  underscored  that  the 
timeline  for  Iran’s  acquisition  of  sufficient  HEU  to  build  a  nuclear 
bomb  is  ominously  short — it  ranges  from  only  six  months  to  two  years. 

North  Korea 

Serious  concerns  over  North  Korea’s  efforts  to  possess  nuclear  weapons 
have  played  a  major  role  in  U.S.  foreign  policy  for  more  than  15  years. 
In  1985,  North  Korea  obtained  a  nuclear  reactor  from  the  Soviet 
Union  and  signed  the  Treaty  on  the  Nonproliferation  of  Nuclear 
Weapons.  Seven  years  later  the  International  Atomic  Energy  Agency 
and  North  Korea  finally  reached  agreement  on  a  safeguards  agreement 
(required  of  all  NPT  non-nuclear-weapon  states).  As  a  result  of  inspec¬ 
tions  in  late  1992,  the  IAEA  identified  significant  discrepancies  in 
North  Korea’s  declaration  and  demanded  that  “special  inspections”  be 
conducted  at  the  Yongbyon  nuclear  complex.  In  response,  Pyongyang 
threatened  to  withdraw  from  the  NPT,  prompting  the  United  States  to 
intervene  to  negotiate  a  resolution  to  the  crisis.  In  1994,  the  United 
States  and  North  Korea  signed  the  Agreed  Framework  under  which 
Pyongyang  agreed  to  a  denuclearized  Korean  peninsula  in  return  for 
political  and  economic  concessions,  including  the  construction  of  two 
light- water  nuclear  power  reactors. 

In  2002,  after  having  frozen  North  Korea’s  existing  plutonium- 
based  nuclear  program,  the  Agreed  Framework  completely  unraveled 
after  the  United  States  confronted  North  Korean  officials  with  infor¬ 
mation  that  their  country  was  conducting  a  clandestine  uranium-based 


63 


Findings  and  Recommendations 

nuclear  weapons  program  in  violation  of  the  agreement.  In  an  effort  to 
resolve  the  crisis,  a  Six-Party  Talks  forum  was  formed  involving  China, 
Japan,  North  Korea,  Russia,  South  Korea,  and  the  United  States. 
Despite  a  September  2005  declaration  of  agreement  to  denuclearize 
the  Korean  peninsula,  this  Six-Party  effort  failed  to  prevent  North 
Korea  from  testing  a  nuclear  weapon  in  October  2006 — and  declaring 
itself  a  nuclear-weapons  state.  Nonetheless,  renewed  diplomatic 
efforts,  including  direct  talks  between  the  United  States  and  North 
Korea,  led  to  the  Six-Party  “Initial  Actions”  agreement  with  Pyongyang 
in  February  2007  on  an  overall  road  map  for  denuclearization. 

The  implementation  of  this  agreement  has  been  stop-and-go.  But  in 
mid-October  2008,  some  progress  was  made  on  the  verification  issue;  the 
United  States  reciprocated  by  removing  North  Korea  from  its  state  spon¬ 
sors  of  terrorism  list.  Future  discussion  will  focus  on  the  completeness  of 
North  Korea’s  declaration  and  the  conclusion  of  a  verification  protocol. 

RECOMMENDATION  5:  As  a  top  priority,  the  next  admin¬ 
istration  must  stop  the  Iranian  and  North  Korean  nuclear 
weapons  programs.  In  the  case  of  Iran,  this  requires  the  perma¬ 
nent  cessation  of  all  of  Iran’s  nuclear  weapons-related  efforts. 

In  the  case  of  North  Korea,  this  requires  the  complete  abandon¬ 
ment  and  dismantlement  of  all  nuclear  weapons  and  existing 
nuclear  programs.  If,  as  appears  likely,  the  next  administration 
seeks  to  stop  these  programs  through  direct  diplomatic  engage¬ 
ment  with  the  Iranian  and  North  Korean  governments,  it  must 
do  so  from  a  position  of  strength,  emphasizing  both  the  benefits 
to  them  of  abandoning  their  nuclear  weapons  programs  and  the 
enormous  costs  of  failing  to  do  so.  Such  engagement  must  be 
backed  by  the  credible  threat  of  direct  action  in  the  event  that 
diplomacy  fails. 

In  2004,  the  UN  High-Level  Panel  on  Threats,  Challenges,  and 
Change  issued  a  blunt  warning:  “We  are  approaching  a  point  at  which  the 
erosion  of  the  non-proliferation  regime  could  become  irreversible  and 
result  in  a  cascade  of  proliferation.”  In  the  past  four  years  Iran  and  North 
Korea  have  made  progress  in  their  nuclear  programs,  and  today  the  situa¬ 
tion  is  even  more  urgent.  We  cannot,  through  global  inaction,  allow  that 
cascade  of  proliferation.  It  could  doom  populations  the  world  over. 
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The  Intersection  of  Nuclear 
Weapons  and  Terrorism 

As  I  left  government,  the  one  piece  of  intelligence  I  heard  that  most 
frightened  me  was  that  al  Qaeda  was  rebuilding  a  safe  haven  in  the 
FATA. 

— A  former  senior  counterterrorism  official 

Pakistan  is  an  ally,  but  there  is  a  grave  danger  it  could  also  be  an  unwit¬ 
ting  source  of  a  terrorist  attack  on  the  United  States — possibly  using 
weapons  of  mass  destruction.  The  Commission  urges  the  next  adminis¬ 
tration  and  Congress  to  pay  particular  attention  to  Pakistan,  as  it  is  the 
geographic  crossroads  for  terrorism  and  weapons  of  mass  destruction. 
Indeed,  the  border  provinces  of  Pakistan  today  are  a  safe  haven,  if  not 
the  safe  haven,  for  al  Qaeda. 

Al  Qaeda’s  Afghan  safe  haven  was  critical  to  its  ability  to  plan  and 
implement  its  attacks  of  September  11,  2001.  Even  then,  Pakistan  had 
a  role  as  a  transit  country  for  some  of  the  hijackers.  But  now  it  has 
become  a  key  safe  haven  for  al  Qaeda,  according  to  the  most  senior 
U.S.  intelligence  official.  In  February  2008,  Mike  McConnell,  the 
Director  of  National  Intelligence,  testified  to  the  House  Intelligence 
Committee:  “The  FATA  [Federally  Administered  Tribal  Areas]  serves 
as  a  staging  area  for  al  Qaeda’s  attacks  in  support  of  the  Taliban  in 
Afghanistan  as  well  as  a  location  for  training  new  terrorist  operatives 
for  attacks  in  Pakistan,  the  Middle  East,  Africa,  Europe,  and  the  United 
States.”  A  year  previously,  his  office  had  published  a  National  Intelli¬ 
gence  Estimate  asserting  that  al  Qaeda  “has  protected  or  regenerated 
key  elements  of  its  Homeland  attack  capability,  including:  a  safe  haven 
in  the  Pakistan  Federally  Administered  Tribal  Areas  (FATA).”  The 
National  Intelligence  Estimate  added  that  “al  Qaeda  will  continue  to 
try  to  acquire  and  employ  chemical,  biological,  radiological,  or  nuclear 
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material  in  attacks  and  would  not  hesitate  to  use  them  if  it  develops 
what  it  deems  is  sufficient  capability.”  Another  senior  intelligence  offi¬ 
cial  responsible  for  dealing  with  terrorism  recently  affirmed  that  al 
Qaeda  has  strengthened  its  ties  with  Pakistani  militants  in  the  past 
year;  replenished  its  mid-level  lieutenants,  enjoys  in  the  FATA  many  of 
the  benefits  it  enjoyed  in  Afghanistan  before  September  11,  and  remains 
the  most  serious  terrorist  threat  to  the  United  States. 

Indeed,  a  2007  Foreign  Policij  Magazine  poll  of  117  nongovern¬ 
mental  terrorism  experts  found  that  74  percent  consider  Pakistan  the 
country  most  likely  to  transfer  nuclear  technology  to  terrorists  in  the 
next  three  to  five  years.  Pakistan  is  a  nuclear-weapon  country;  it  gained 
this  status  through  the  illicit  work  of  a  nationalist  Islamic  scientist, 
A.  Q.  Khan.  He  was  the  father  of  Pakistan’s  “Islamic  bomb”  and  the 
purveyor  of  sensitive  nuclear  technology  across  the  Middle  East  and 
Asia — to  Libya,  North  Korea,  and  perhaps  other  countries.  His  net¬ 
work  of  business  associates  spanned  the  globe  and  is  only  now  being 
fully  brought  to  justice.  There  may  be  other  Pakistani  scientists  who 
have  been,  or  would  be,  willing  to  work  with  other  countries  or  with 
terrorists  to  help  them  acquire  nuclear  weapons. 

According  to  open  source  estimates,  today  Pakistan  has  about  85 
nuclear  weapons,  which  are  under  the  complete  control  of  the  Pak¬ 
istani  military  Though  most  U.S.  and  Pakistani  officials  assert  that 
these  weapons  and  their  components  are  safe  from  inside  or  outside 
theft,  the  risk  that  radical  Islamists — al  Qaeda  or  Taliban — may  gain 
access  to  nuclear  material  is  real.  Should  the  Pakistani  government 
become  weaker,  and  the  Pakistani  nuclear  arsenal  grow,  that  risk  will 
increase.  With  each  new  facility,  military  or  civilian,  comes  added  secu¬ 
rity  concerns. 

The  reality  is  that  Pakistan  is  steadily  adding  to  its  nuclear  weapons 
stockpile,  which  remains  its  chief  deterrent  against  Indian  attack.  In 
October  2008,  on  the  heels  of  the  U.S. -India  civil  nuclear  agreement, 
China  agreed  to  build  two  nuclear  power  plants  in  Pakistan.  This 
deal — especially  if  it  does  not  contain  mechanisms  to  prevent  nuclear 
material  from  being  transferred  from  the  new  civilian  plants  to  military 
facilities — signals  a  nascent  nuclear  arms  race  in  Asia. 

The  risk  of  a  WMD  attack  being  planned  and  executed  from  Pak- 
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istan’s  northwest  frontier  area  is  growing,  as  that  area  continues  to 
function  as  a  safe  haven  for  al  Qaeda. 

RECOMMENDATION  6:  The  next  President  and  Congress 
should  implement  a  comprehensive  policy  toward  Pakistan  that 
works  with  Pakistan  and  other  countries  to  (1)  eliminate  terror¬ 
ist  safe  havens  through  military,  economic,  and  diplomatic 
means;  (2)  secure  nuclear  and  biological  materials  in  Pakistan; 

(3)  counter  and  defeat  extremist  ideology;  and  (4)  constrain  a 
nascent  nuclear  arms  race  in  Asia. 

The  President  and  Congress  should  develop  and  implement  a 
comprehensive  policy  involving  all  elements  of  national  power — 
military,  economic,  and  diplomatic — to  eliminate  terrorist  safe  havens 
in  Pakistan.  This  policy  should  also  be  implemented  with  regard  to 
Afghanistan,  India,  China,  and  Russia. 

ACTION:  The  United  States  should  continue  to  support  Pak¬ 
istan’s  efforts  to  eliminate  al  Qaeda’s  safe  haven  in  the  Feder¬ 
ally  Administered  Tribal  Areas  (FATA)  and  the  North-West 
Frontier  Province  (NWFP),  through  increased  joint  military 
and  intelligence  operations.  The  United  States  should  also 
support  Pakistan’s  efforts  to  work  with  tribal  leaders  and  to 
strengthen  the  Frontier  Corps  and  local  police. 

The  United  States  should  continue  to  provide  Pakistan  direct  mili¬ 
tary  support  in  the  hunt  to  capture  or  kill  al  Qaeda  and  Taliban  terrorist 
leaders.  The  United  States,  with  other  countries,  should  also  provide 
funding  and  training  to  the  Pakistani  military,  as  well  as  to  the  Frontier 
Corps  and  other  local  and  provincial  security  forces.  Where  possible, 
any  operations  should  be  executed  by  Pakistani  forces;  the  U.S.  mili¬ 
tary  footprint  in  Pakistan  should  remain  minimal. 

Allowing  the  Pakistani  armed  forces  to  lead  the  fight,  supported  by 
the  United  States,  other  North  Atlantic  Treaty  Organization  members, 
and  other  friendly  countries,  avoids  further  arousing  Pakistani  national¬ 
ism  and  anti-Americanism.  Minimizing  direct  U.S.  involvement  lessens 
the  opportunity  for  nationalist  outcry  and  may  allow  a  more  rational 
assessment  of  the  situation.  The  Pakistani  government,  military,  and 
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people  need  to  understand  that  their  interests  are  also  at  stake — an 
unfortunate  reality  driven  home  by  the  assassination  of  Benazir  Bhutto 
and  by  the  September  2008  attack  against  the  Islamabad  Marriott.  Al 
Qaeda  and  radical  militants  pose  a  threat  to  Pakistan’s  democratic  gov¬ 
ernment,  institutions,  and  people.  Ultimately,  the  only  way  for  a  demo¬ 
cratic  Pakistan  to  truly  take  on  al  Qaeda  and  other  terrorists  is  for  all 
elements  of  the  society  to  recognize  them  as  a  threat  not  just  to  the 
United  States  or  Europe  but  also  to  Pakistan  itself. 

ACTION:  The  new  U.S.  policy  toward  Pakistan  should  include 
economic  assistance  that  helps  Pakistan  improve  the  services  it 
provides  to  its  people  and  create  greater  opportunities  for  edu¬ 
cation  and  commerce,  especially  in  the  FATA. 

The  focus  of  U.S.  policy  should  be  to  help  Pakistan  achieve  polit¬ 
ical  and  economic  stability.  Current  U.S.  assistance  to  Pakistan  reflects 
the  decision  to  make  tactical,  near-term  military  and  security  concerns 
a  priority  over  long-term  efforts  to  bolster  Pakistan’s  democracy  and  its 
prospects  for  economic  development.  Over  the  past  six  years,  the 
United  States  supported  Pakistan  with  a  mix  of  military,  security,  eco¬ 
nomic,  and  social  aid,  totaling  $12  billion.  Of  that  total,  $8.9  billion  (74 
percent)  was  devoted  to  security  and  military  assistance,  and  only  $3.1 
billion  (26  percent)  went  to  social  and  economic  programs. 

Yet  festering  economic  and  social  ills  in  Pakistan  have  created  a  hos¬ 
pitable  environment  for  radicalization,  and  the  trends  indicate  that  the 
challenge  is  growing.  Pakistan’s  population  is  projected  to  double  to 
nearly  300  million  people  by  2050,  making  it  the  world’s  fifth  most  popu¬ 
lous  countiy.  Over  the  next  decade,  food,  water,  and  energy  are  likely  to 
become  scarcer.  The  UN  Development  Program’s  Human  Development 
Report  of  2005  gave  Pakistan  the  lowest  score  for  its  education  index  of 
any  countiy  outside  of  Africa.  Pakistan’s  overall  literacy  rate  hovers 
between  40  and  50  percent.  For  women,  the  literacy  rate  is  below  30  per¬ 
cent — and  for  women  in  the  FATA,  it  is  only  3  percent.  Because  teachers 
are  poorly  trained,  Pakistanis  are  turning  away  from  public  education  to 
attend  private  schools  and  madrassas,  most  of  which  offer  religious 
instruction  rather  than  preparing  youth  to  enter  professions  or  trades. 

The  Commission  supports  the  type  of  assistance  proposed  in  legisla¬ 
tion  sponsored  by  Senators  Joseph  Biden  and  Richard  Lugar  in  July 
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2008 — S.  3263,  the  Enhanced  Partnership  with  Pakistan  Act  of  2008. 
This  bill  was  envisioned  as  a  “democratic  dividend”  to  the  democratically 
elected  post- Musharraf  government,  and  if  passed  it  will  provide  a  down 
payment  on  democracy  and  security.  In  a  statement  accompanying  the 
legislation,  the  lawmakers  asserted:  “The  purpose  and  intent  of  this  legis¬ 
lation  is  to  help  transform  the  relationship  between  the  U.S.  and  Pak¬ 
istan  from  a  transactional,  tactically-driven  set  of  short-term  exercises  in 
crisis-management,  into  a  deeper,  broader,  long-term  strategic  engage¬ 
ment.”  The  bill  authorizes  $1.5  billion  annually  for  five  years  for  nonmil¬ 
itary  assistance  to  Pakistan — more  than  triple  the  current  funding. 

Any  U.S.  assistance  should  be  designed  to  reach  local  leaders  and 
entities  as  directly  as  possible,  in  order  to  strengthen  civil  society. 
Emphasis  should  be  placed  on  developing  infrastructure  in  border 
provinces:  hospitals,  roads,  power  plants,  and  schools  (with  teachers 
who  are  well  trained).  Such  investments  in  physical  infrastructure 
are  easy  to  measure  and  monitor.  They  also  provide  opportunities  to 
enhance  cross-border  trade,  promote  tourist  corridors,  and  encourage 
specific  businesses,  such  as  selling  electricity. 

Such  opportunities  result  in  both  economic  development  and  con¬ 
fidence  building  between  Pakistan  and  its  neighbors.  In  addition,  they 
symbolically  demonstrate  the  commitment  of  the  United  States  to  the 
people  of  Pakistan.  The  cumulative  effect  of  this  new  strategy  for  U.S. 
development  and  economic  assistance  would  be  to  help  the  Pakistani 
people,  foster  their  governments  ability  to  provide  services  and  effec¬ 
tive  governance  at  all  levels  and  in  all  parts  of  the  country,  and,  ulti¬ 
mately,  provide  the  antidote  to  terrorist  safe  havens  and  a  bulwark 
against  radicalization. 

If  the  United  States  does  not  change  the  emphasis  of  its  assistance. 
Senators  Biden  and  Lugar  said  in  their  joint  statement,  “there  is  little 
likelihood  of  drying  up  popular  tolerance  for  anti-U.S.  terrorist  groups, 
or  persuading  any  Pakistani  regime  to  devote  the  political  capital  nec¬ 
essary  to  deny  such  groups  sanctuary  and  covert  material  support.” 

ACTION:  The  new  U.S.  strategy  toward  Pakistan  should 
involve  the  use  of  all  elements  of  national  power — including 
those  of  so-called  soft  power,  such  as  public  diplomacy,  strate¬ 
gic  communications,  and  development  assistance — to  counter 
violent  extremist  anti-Americanism,  create  a  universal  culture 
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of  revulsion  against  the  use  of  WMD,  and  lower  the  demand 
for  WMD  by  terrorists. 

The  U.S.  objective  should  be  not  only  to  address  the  underlying 
social,  economic,  and  educational  conditions  that  give  rise  to  violent 
extremism  and  terrorism  but  also  to  use  all  means  to  counter  the  mes¬ 
sages  of  terrorists.  By  addressing  the  basic  needs  of  the  Pakistani  people 
and  letting  them  know  that  the  United  States  is  not  solely  interested  in 
supporting  Pakistan’s  military,  this  new  approach  will  demonstrate  U.S. 
commitment  to  the  people  of  Pakistan.  If  accompanied  by  effective 
public  diplomacy,  it  can  help  foster  a  climate  in  which  the  democratic 
Pakistani  government  will  be  able  to  work  with  the  United  States  in  a 
stronger  partnership,  one  based  on  mutual  concern  for  the  Pakistani 
people.  The  potential  benefits  of  U.S.  assistance  were  illustrated 
recently,  albeit  briefly,  in  the  aftermath  of  the  October  2005  earthquake 
in  Pakistan,  when  the  United  States  provided  over  half  a  billion  dollars 
in  relief.  The  terrorists  tried  to  compete,  but  the  U.S.  assistance  was  so 
large-scale  and  visible  that  Pakistanis  began  giving  out  small  toy  Chi¬ 
nook  helicopters — the  main  purveyors  of  the  food,  blankets,  and  medi¬ 
cine.  In  return,  the  United  States  received  a  great  deal  of  Pakistani 
goodwill. 

Shifting  the  U.S.  message  and  support  from  emphasizing  the  military 
to  stressing  development  assistance  and  support  to  the  institutions  of  Pak¬ 
istani  government  will  demonstrate  that  the  U.S. -Pakistan  relationship  is 
founded  on  more  than  the  war  on  terror.  If  U.S.  public  diplomacy  suc¬ 
ceeds  in  countering  radical  Islamist  anti-American  ideas  in  the  mosques 
and  coffee  shops  in  Pakistan,  then  there  is  a  chance  that  the  United  States 
can  erode  tacit  or  explicit  support  for  terrorists  who  espouse  mass  vio¬ 
lence,  including  the  use  of  weapons  of  mass  destruction. 

We  emphasize  that  it  is  not  enough  for  leaders  at  the  highest  levels 
to  understand  the  importance  of  tools  of  soft  power  and  decide  to  use 
them.  They  must  also  develop  the  organic  capability  to  deploy  those 
tools  where  and  when  needed  around  the  world — including,  in  the  first 
instance,  in  Pakistan.  In  the  section  below  titled  “Government  Organi¬ 
zation  and  Culture,”  we  outline  what  such  an  organic  capability  entails 
and  recommend  the  steps  necessary  to  reorganize  the  civilian  foreign 
policy  agencies  in  much  the  same  way  as  the  military  and  the  intelli¬ 
gence  communities  have  been  restructured. 
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ACTION:  The  President  must  make  securing  biological  and 
nuclear  materials  and  weapons  in  Pakistan  a  priority.  Congress 
should  ensure  that  sufficient  funding  is  authorized  and  appro¬ 
priated  for  this  purpose,  and  other  countries  such  as  Russia 
and  China  should  be  enlisted  to  contribute  to  this  effort. 

Providing  assistance  to  Pakistan  to  ensure  that  its  nuclear  facilities 
are  secure  from  theft  or  any  diversion  of  materials,  weapons,  or  exper¬ 
tise  is  a  vital  security  interest  for  the  United  States  and  for  the  inter¬ 
national  community.  Therefore,  the  new  U.S.  strategy  for  Pakistan 
must  emphasize  working  with  the  Pakistani  military  and  with  Pakistani 
and  other  foreign  intelligence  services  to  make  certain  that  all  threats 
to  Pakistan’s  facilities  can  be  minimized,  anticipated,  and  countered. 

Moreover,  Pakistan  has  biological  research  laboratories  that  pos¬ 
sess  stocks  of  dangerous  pathogens,  some  of  which  may  not  be  ade¬ 
quately  secured.  The  United  States  is  currently  funding  efforts  to 
improve  physical  security  and  access  control  at  such  facilities.  This  sup¬ 
port  should  continue  until  Pakistan  has  sufficiently  reduced  the  poten¬ 
tial  danger  of  theft  or  accidents. 

Several  Russian  officials  with  whom  the  Commission  met  in 
Moscow  in  September  2008  indicated  that  they  supported  working 
with  the  United  States  to  help  the  Pakistani  government  maintain  and 
improve  the  security  of  its  nuclear  arsenal.  The  executive  director  of  a 
Russian  nongovernmental  organization  focused  on  nonproliferation 
asserted  that  the  most  urgent  need  for  bilateral  cooperation  directed  at 
other  countries  concerned  Pakistan,  not  Iran.  This  expert  added  that 
working  with  Pakistan  “could  be  the  leading  subject  of  nonprolifera¬ 
tion  cooperation”  between  the  United  States  and  Russia. 

Such  an  international  effort  could  have  the  added  benefit  of  sup¬ 
porting  the  creation  of  a  consensus  among  countries  that  do  not  now 
recognize  the  risks  posed  by  WMD  proliferation  and  terrorism.  It 
could  focus  their  attention  on  biological  and  nuclear  security,  prolifera¬ 
tion  networks,  and  international  terrorism. 

ACTION:  The  United  States  should  work  with  Pakistan, 
India,  China,  Russia,  and  other  countries  to  constrain  the  nas¬ 
cent  arms  race  in  Asia  and  to  reduce  tension  and  promote 
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greater  stability  in  that  region.  As  part  of  this  effort,  the 
United  States  should  encourage  cross-border  activities,  such 
as  people-to-people  exchanges,  transportation,  trade,  and  eco¬ 
nomic  investment. 

The  President  must  engage  India  and  Afghanistan  to  foster  a  com¬ 
mon  understanding  that  Pakistani  stability  and  progress  are  in  their 
own  interest  and  in  the  best  interests  of  South  Asia  generally.  In  partic¬ 
ular,  Pakistan’s  deeply  adversarial  relationship  with  India  so  consumes 
strategic  thinking  in  Pakistan  that  little  attention  is  paid  to  such  con¬ 
cerns  as  counterterrorism  and  nonproliferation.  Easing  tension  between 
the  two  nations  should  give  Pakistan  the  space  to  recognize  its  stake  in 
addressing  these  issues. 

The  United  States  should  work  with  Russia  to  engage  Pakistan, 
India,  and  China  in  a  regional  approach  to  nuclear  security  and  counter¬ 
proliferation.  Priority  should  be  assigned  to  precluding  the  use  of  nuclear 
weapons  during  a  future  crisis,  further  securing  nuclear  materials,  limit¬ 
ing  the  expansion  and  modernization  of  nuclear  forces,  continuing  the 
current  nuclear  testing  moratorium,  precluding  onward  proliferation  to 
the  Middle  East,  and  limiting  the  deployment  of  short-range  nuclear 
delivery  systems.  At  the  same  time,  U.S. -Indian  cooperation  in  the  civil¬ 
ian  nuclear  power  industry  must  not  be  allowed  to  become  the  catalyst  of 
a  nuclear  amis  race  in  Asia.  U.S.  policy  must  seek  to  counter  the  destabi¬ 
lizing  aspects  of  Chinese,  Indian,  and  Pakistani  nuclear  modernization 
and  address  the  root  causes  of  insecurity  that  fuel  proliferation. 

An  existential  fear  of  India  is  the  main  preoccupation  of  the  Pak¬ 
istani  military.  Pakistan’s  nuclear  modernization  is  driven  both  by 
India’s  conventional  modernization  and  by  the  prospect  of  India’s 
nuclear  expansion.  India’s  nuclear  and  conventional  modernization,  in 
turn,  is  driven  by  fears  of  China  and  Pakistan. 

Pakistan  believes  that  it  is  surrounded  by  security  threats — and 
U.S.  cooperation  with  India  in  defense  and  strategic  technology  shar¬ 
ing  has  exacerbated  this  perception.  Multiple  sources  of  instability  in 
South  Asia  dilute  the  ability  of  the  Pakistani  government  to  focus  on 
any  one  specific  security  issue,  thereby  allowing  all  of  them  to  worsen. 
If  Pakistani  leaders  are  preoccupied  with  threats  from  India’s  nuclear 
forces  and  the  insurgency  in  Kashmir,  then  their  cooperation  with  the 
United  States  on  issues  of  concern  to  the  United  States  will  be  limited. 
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The  United  States  should  build  confidence  in  Pakistan  through  its 
Afghanistan  policy.  That  policy  should  aim  to  stabilize  Afghanistan  by 
ridding  it  of  the  Taliban  and  allied  extremists,  build  stability  in  border 
provinces  such  as  Baluchistan,  and  assure  Pakistan  that  U.S.  policy 
toward  Afghanistan  will  not  result  in  collaboration  between  India  and 
Afghanistan  at  Pakistan’s  expense.  Al  Qaeda  recognizes  the  value  of 
exploiting  Pakistan’s  concern  with  both  India  and  Afghanistan. 

If  the  Pakistani  government  could  be  reassured  about  its  own 
external  security,  it  could  focus  more  attention  on  internal  elements 
such  as  governance,  civic  services,  and  the  need  to  counter  radicaliza- 
tion.  To  achieve  this  goal,  the  United  States  must  display  greater  trans¬ 
parency  in  its  diplomatic  exchanges  with  Pakistan,  including  its 
clarification  of  the  U.S.-India  civil  nuclear  deal.  And  it  must  also  per¬ 
suade  Islamabad  that  U.S.  assistance  to  India  is  not  a  direct  threat  to 
Pakistan’s  strategic  security. 

Finally,  the  United  States  should  discreetly  encourage  a  return 
to  a  back-channel  dialogue  between  India  and  Pakistan,  supported  by 
confidence-building  measures.  As  discussed  in  the  next  section,  work¬ 
ing  with  Russia  could  be  an  effective  way  to  pursue  such  measures.  This 
effort  should  be  part  of  a  broader  regional  strategy  to  help  ensure  that 
disputes  and  instability  in  Kashmir  and  Pakistan-Afghanistan  border 
provinces  do  not  become  flashpoints  that  destabilize  regional  security. 


o  o  o 

It  is  possible  for  the  situation  in  Pakistan  to  take  a  more  positive  turn. 
After  the  bombing  of  the  Marriott  Hotel  in  Islamabad,  Pakistani  Presi¬ 
dent  Asif  Ali  Zardari  declared  that  the  war  on  terrorism  “is  our  war.” 
Parliamentarians  are  being  briefed  on  the  terrorist  threats  and  on  Pak¬ 
istani  military  operations  in  the  border  regions.  Tribal  leaders  are  orga¬ 
nizing  against  foreign  al  Qaeda  elements  in  the  FATA  and  NWFP 
Suicide  bombing  has  been  declared  illegitimate  by  Muslim  scholars  of 
all  major  schools  of  thought  in  Pakistan.  Relations  between 
Afghanistan  and  Pakistan  appeal'  to  be  improving,  and  negotiations 
may  help  separate  the  committed  terrorists  from  those  who  have  legit¬ 
imate  grievances  against  their  governments. 

Nevertheless,  there  is  no  graver  threat  to  U.S.  national  security 
than  a  WMD  in  the  hands  of  terrorists.  Trends  in  South  Asia,  if  left 
unchecked,  will  increase  the  odds  that  al  Qaeda  will  successfully 
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develop  and  use  a  nuclear  device  or  biological  weapon  against  the 
United  States  or  its  allies.  The  reality  behind  the  9/11  Commissions 
comment  that  “it  is  hard  to  overstate  the  importance  of  Pakistan  in  the 
struggle  against  Islamist  terrorism”  is  obvious.  The  difference  today  is 
that  the  situation  is  urgent. 


75 


Russia  and  the  United  States 


There  can  be  no  coherent,  effective  security  strategy  to  reduce 
nuclear  dangers  that  does  not  take  into  account  Russia — its  strengths, 
weaknesses,  aims,  and  ambitions. 

— Senator  Sam  Nunn 

Since  1991,  the  United  States  and  Russia  have  had  a  shared  commit¬ 
ment  to  reducing  nuclear  weapons  in  the  arsenals  of  both  nations.  The 
Strategic  Arms  Reduction  Treaty  (START),  signed  by  the  United 
States  and  the  Soviet  Union  in  July  1991,  was  the  first  strategic  arms 
control  treaty  to  actually  call  for  a  reduction  in  the  number  of  nuclear 
warheads  deployed  by  the  two  parties. 

One  of  the  most  difficult  issues  facing  the  new  administration  will 
be  relations  with  Russia.  It  is  safe  to  say  that  over  the  past  decade  the 
post-Soviet  promise  of  a  democratic  Russia  has  not  materialized,  and 
concerns  about  how  Russia  is  exercising  its  interests  in  eastern  Europe 
and  the  states  of  the  former  Soviet  Union  are  increasing. 

As  Washington  and  Moscow  struggle  to  resolve  their  foreign  policy 
differences,  preventing  WMD  proliferation  and  terrorism  remains  a 
critical  shared  interest.  Roth  countries  acknowledged  this  common 
aim  as  recently  as  April  2008,  when  they  agreed  to  the  U.S. -Russia 
Strategic  Framework  Declaration.  Despite  serious  differences  on 
many  foreign  policy  issues,  the  two  sides  agreed  on  a  Joint  Framework 
for  their  relationship  that  emphasizes  strategic  arms,  nuclear  nonpro¬ 
liferation,  and  the  fight  against  global  terrorism.  It  is  remarkable  that 
during  a  tense  period,  the  United  States  and  Russia  could  come 
together  to  chart  a  new  relationship.  Their  Joint  Framework  provides  a 
basis  for  moving  forward  on  many  of  the  recommendations  of  this 
Commission. 
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Biological  Cooperative  Threat  Reduction 
At  its  peak,  the  illicit  biological  weapons  program  of  the  Soviet  Union 
employed  an  estimated  50,000  scientists  and  technicians.  After  the 
Soviet  breakup  in  1991,  the  United  States  launched  a  major  effort  to 
prevent  this  dangerous  expertise  from  migrating  to  rogue  states  and  ter¬ 
rorist  organizations.  The  United  States  sought  to  find  civilian  employ¬ 
ment  for  former  Soviet  bioweapons  scientists.  In  recent  years,  however, 
the  United  States  has  reluctantly  cut  back  its  biological  cooperative 
threat  reduction  (CTR)  activities  in  Russia  because  of  Moscow’s 
bureaucratic  and  political  obstacles.  Increasingly,  the  Russian  govern¬ 
ment  has  viewed  biological  CTR  programs  with  disinterest  and  even 
suspicion,  arguing  that  its  growing  economic  strength  obviates  the  need 
for  continued  foreign  assistance.  Yet  despite  these  assertions,  Russia’s 
former  bioweapons  scientists  and  inadequately  secured  collections  of 
highly  dangerous  pathogens  remain  a  global  proliferation  concern. 

Nuclear  Security  Initiatives 

The  2005  Bratislava  Nuclear'  Security  Initiative  contained  a  comprehen¬ 
sive  joint  action  plan  for  cooperation  on  security  upgrades  that  acceler¬ 
ated  security  upgrades,  performed  in  Russia  by  U.S.  officials,  of  nuclear 
weapons  and  material  sites.  It  also  included  specific  benchmarks  and 
timelines  for  upgrades  of  the  nuclear  sites  controlled  by  the  Federal 
Atomic  Energy  Agency  (Rosatom)  and  the  Ministry  of  Defense.  Since 
the  signing  of  the  Bratislava  Initiative,  additional  sites  have  been  added 
to  the  Material  Protection,  Control  and  Accounting  Program;  work  there 
is  to  be  completed  by  the  end  of  fiscal  year  2010.  More  needs  to  be  done, 
however;  in  particular,  both  the  focus  on  Russian  civil  nuclear  facilities 
and  the  pace  at  which  they  are  secured  must  be  increased.  The 
Bratislava  Initiative  is  a  successful  model  for  bolstering  efforts  to  cover 
additional  nuclear  sites  in  Russia,  and  the  United  States  may  seek  to  fol¬ 
low  it  in  addressing  the  remaining  military  and  civilian  sites. 

While  security  upgrades  for  sensitive  Russian  nuclear  facilities  have 
expanded  and  accelerated  under  the  Bratislava  Initiative,  senior  Rus¬ 
sian  officials  have  not  paid  sufficient  attention  to  their  need  to  sustain 
these  upgrades  after  the  U.S.  programs  come  to  a  close.  The  National 
Defense  Authorization  Act  of 2003  mandates  that  a  sustainable  material 
security  system  be  transferred  to  the  exclusive  support  and  manage- 
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ment  of  the  Russian  Federation  no  later  than  January  1,  2013.  The  cur¬ 
rent  Joint  Sustainability  Plan  identifies  the  requirements  for  Rosatom  to 
sustain  the  improvements  made  possible  by  U.S. -provided  assistance, 
and  the  two  sides  are  working  on  an  implementation  plan.  Rut  to  date, 
the  Russian  government  has  not  shared  with  Washington  its  plans  to 
fund  sustainment  of  the  security  upgrades.  More  needs  to  be  done  to 
secure  a  Russian  commitment  to  increase  funding  for  these  efforts. 

Strategic  Nuclear  Anns 

When  the  Soviet  Union  broke  apart  in  December  1991,  some  of  the 
nuclear  weapons  covered  by  START  were  located  in  Ukraine,  Kaza¬ 
khstan,  and  Relarus.  After  a  series  of  U.S.  initiatives  and  offers,  these 
nations  agreed  to  eliminate  all  of  their  nuclear  weapons  during  the 
seven-year  reduction  period  outlined  in  START  I  and  to  join  the  Non¬ 
proliferation  Treaty  as  non-nuclear-weapons  states.  The  treaty  limits 
land-based  intercontinental  ballistic  missiles  (ICRMs),  submarine- 
launched  ballistic  missiles  (SLRMs),  and  heavy  bombers  on  the  territo¬ 
ries  of  the  parties  and  imposes  a  complex  verification  regime. 

All  the  nuclear  warheads  located  in  Kazakhstan,  Ukraine,  and 
Relarus  were  returned  to  Russia  for  elimination.  The  United  States  and 
Russia  completed  the  reductions  in  their  forces  by  the  designated  date 
in  December  2001.  START  will  expire  in  December  2009  unless  the 
parties  agree  to  extend  it.  The  United  States  and  Russia  have  indicated 
that  although  they  do  not  support  extension  of  START  as  a  whole,  they 
are  interested  in  extending  some  of  the  treaty’s  verification  provisions. 
According  to  the  treaty,  the  parties  must  begin  discussions  about  the 
future  of  the  treaty  one  year  prior  to  its  expiration.  Senior-level  discus¬ 
sions  between  the  United  States  and  Russia  began  more  than  a  year 
ago,  but  basic  questions,  such  as  which  START  transparency  provisions 
should  be  extended,  have  not  been  resolved. 

The  United  States  and  Russia  committed  to  further  reductions  in 
their  strategic  nuclear  arms  in  the  Strategic  Offensive  Reductions  Treaty. 
This  pact,  referred  to  as  the  Moscow  Treaty,  was  signed  in  May  2002  and 
entered  into  force  in  June  2003.  It  has  two  basic  requirements:  (1)  that 
the  United  States  and  Russia  reduce  their  strategic  nuclear  warheads  to 
between  1,700  and  2,200  warheads  by  the  treaty’s  expiration  date  of 
December  31,  2012,  and  (2)  that  both  parties  meet  at  least  twice  annu¬ 
ally  in  a  Rilateral  Implementation  Commission  established  by  the  treaty 
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to  discuss  its  implementation.  The  May  2008  Report  on  the  Implemen¬ 
tation  of  the  Moscow  Treaty  states  that  the  number  of  U.S.  operationally 
deployed  nuclear  warheads  was  2,871  as  of  December  31,  2007. 
Although  the  U.S.  estimate  of  the  number  of  Russian  warheads  is  classi¬ 
fied,  it  is  known  that  Russia  is  also  making  considerable  progress  toward 
the  Moscow  Treaty  limit.  Neither  party  expects  to  have  any  difficulty 
meeting  the  treaty  limit.  The  treaty  contains  no  monitoring  provisions. 

The  recent  political  environment  has  led  to  fears  of  a  resurgent 
Cold  War-  relationship  between  the  United  States  and  Russia.  The 
upcoming  expiration  of  START  and,  not  long  after,  of  the  Moscow 
Treaty  will  end  the  formal  U.S. -Russian  arms  reduction  and  trans¬ 
parency  regime  unless  the  two  nations  reach  agreement  on  further 
strategic  reduction  measures.  Despite  the  political  tensions,  they  have 
been  discussing  possible  ways  of  resolving  the  limits  and  transparency 
issues.  Rut  significant  differences  remain. 

The  Commission  believes  that  the  shared  interests  of  the  United 
States  and  Russia  on  crucial  security  matters  such  as  further  reductions 
of  nuclear  arsenals  must  transcend  the  tensions  of  the  past  several  years. 

RECOMMENDATION  7:  The  next  U.S.  administration 
should  work  with  the  Russian  government  on  initiatives  to 
jointly  reduce  the  danger  of  the  use  of  nuclear  and  biological 
weapons,  including  by  (1)  extending  some  of  the  essential  veri¬ 
fication  and  monitoring  provisions  of  the  Strategic  Anns 
Reduction  Treaty  that  are  scheduled  to  expire  in  2009; 

(2)  advancing  cooperation  programs  such  as  the  Global  Initia¬ 
tive  to  Combat  Nuclear  Terrorism,  United  Nations  Security 
Council  Resolution  1540,  and  the  Proliferation  Security  Initia¬ 
tive;  (3)  sustaining  security  upgrades  at  sensitive  sites  in  Russia 
and  elsewhere,  while  finding  common  ground  on  further 
reductions  in  stockpiles  of  excess  highly  enriched  uranium; 

(4)  jointly  encouraging  China,  Pakistan,  and  India  to  announce 
a  moratorium  on  the  further  production  of  nuclear  fissile  mate¬ 
rials  for  nuclear  weapons  and  to  reduce  existing  nuclear  mili¬ 
tary  deployments  and  stockpiles;  and  (5)  offering  assistance  to 
other  nations,  such  as  Pakistan  and  India,  in  achieving  nuclear 
confidence-building  measures  similar  to  those  that  the  United 
States  and  the  USSR  followed  for  most  of  the  Cold  War. 
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The  Commission  believes  these  recommendations  can  best  be 
achieved  by  undertaking  a  number  of  specific  actions. 

ACTION:  The  United  States  must  work  with  Russia  to  rein¬ 
vigorate  cooperative  biological  threat  reduction  programs  in 
Russia. 

The  next  administration  should  launch  a  high-level  political  initia¬ 
tive  that  impresses  on  Russian  leaders  the  need  for  continued  inter¬ 
national  cooperation  on  biological  security  and  nonproliferation  issues. 
In  addition,  in  view  of  the  changes  in  Russia  since  the  CTR  program 
began  in  the  early  1990s,  the  Department  of  State  should  lead  an  inter¬ 
agency  effort  in  2009  to  rethink  and  restructure  the  CTR  program  to 
align  it  with  the  circumstances  and  challenges  in  Russia  today. 

ACTION:  The  United  States  must  work  with  Russia  to  sus¬ 
tain  security  upgrades  at  Russian  nuclear  sites. 

The  United  States  should  continue  to  press  hard  for  a  Russian 
commitment  to  adequate  and  transparent  funding  for  the  long-term 
sustainability  of  the  security  measures  at  Russia’s  sensitive  nuclear 
facilities.  Plans  should  be  accelerated,  consistent  with  U.S.  and  Russian 
commitments  and  statements  under  the  Bratislava  Initiative,  as  well  as 
the  U.S.-Russia  Strategic  Framework  Declaration  of  April  2008  and 
other  agreements. 

ACTION:  The  United  States  must  work  with  Russia  to  nego¬ 
tiate  a  post-START  strategic  nuclear  framework. 

The  Commission  believes  it  imperative  that  we  continue  to  reduce 
the  size  of  the  U.S.  and  Russian  nuclear  stockpiles  in  a  structured  and 
transparent  manner.  Consequently,  we  believe  that  the  next  administra¬ 
tion  should  engage  with  Russia  at  the  earliest  possible  date  to  negotiate 
additional  reductions  in  both  countries’  strategic  stockpiles  and  to  agree 
on  transparency  measures  that  can  be  in  place  by  the  end  of  2009,  when 
START  expires.  Such  an  agreement  would  send  an  important  signal  to 
the  rest  of  the  world  regarding  U.S.  and  Russian  commitments  to  nego¬ 
tiate  in  good  faith  on  effective  measures  relating  to  nuclear  disarma- 
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ment.  Setting  additional  benchmarks  for  further  reductions  would 
serve  as  a  natural  reinforcement  to  continue  this  important  strategic 
partnership  in  fighting  terrorism  and  the  proliferation  of  weapons  of 
mass  destruction. 

ACTION:  The  United  States  should  work  with  Russia  and 
others  to  promote  India-Pakistan  confidence-building  measures. 

India  and  Pakistan  have  agreed  to  confidence-building  measures 
that  cover  peripheral  issues  such  as  providing  an  annual  listing  of  some 
of  their  nuclear  facilities  and  establishing  hotlines  between  their  mili¬ 
tary  directors  general  and  between  their  diplomats.  To  date,  because  of 
a  fundamental  lack  of  trust  between  the  two  governments,  these  mea¬ 
sures  have  not  addressed  core  security  issues  or  questions  of  nuclear 
command  and  control  issues  due  to  a  fundamental  lack  of  trust 
between  their  governments.  If  the  United  States  and  Russia  were  to 
lead  a  multi-national  effort,  drawing  on  their  own  experiences  during 
the  Cold  War,  this  might  help  India  and  Pakistan  to  begin  implement¬ 
ing  confidence  building  measures  to  ameliorate  expected  destabilizing 
aspects  of  their  future  nuclear  force  modernization. 

Additional  measures  that  could  be  taken  under  the  leadership  of 
the  United  States  and  Russia  to  promote  nuclear  stability  in  South  Asia 
are  discussed  in  the  preceding  section  of  this  report. 
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The  massive  departments  and  agencies  that  prevailed  in  the  great 
struggles  of  the  twentieth  century  must  work  together  in  new  ways, 
so  that  all  the  instruments  of  national  power  can  be  combined.  Con¬ 
gress  needs  dramatic  change  as  well  to  strengthen  oversight  and  focus 
accountability. 

— The  9/11  Commission  Report 

The  White  House 

Members  of  Congress  and  experts  inside  and  outside  of  government 
have  noted  that  no  single  person  is  in  charge  of  and  accountable  for 
preventing  WMD  proliferation  and  terrorism,  with  insight  into  all  the 
committees  and  interagency  working  groups  focused  on  these  issues. 
Indeed,  the  current  Deputy  National  Security  Advisor  for  Counterter¬ 
rorism  told  the  Commission  that  he  devotes  only  about  15  percent  of 
his  time  exclusively  to  WMD  terrorism  and  that  the  Senior  Director 
for  Counterproliferation  does  the  same.  (He  subsequently  explained 
that  certain  Homeland  Security  Council  officials  spend  100  percent  of 
their  time  on  matters  related  exclusively  to  WMD  terrorism.) 

Reacting  to  these  concerns.  Congress  passed  the  Implementing 
Recommendations  of  the  9/11  Commission  Act  of  2007  (Public  Law 
110-53) — establishing  the  Office  of  the  United  States  Coordinator 
forthe  Prevention  of  Weapons  of  Mass  Destruction  Proliferation  and 
Terrorism.  The  Coordinator  would  serve  as  the  principal  advisor  to  the 
President  on  all  matters  relating  to  the  prevention  of  WMD  prolifera¬ 
tion  and  terrorism.  The  Coordinator  would  also  be  responsible  for  for¬ 
mulating,  advocating,  and  overseeing  the  execution  of  a  comprehensive 
and  well-coordinated  U.S.  policy  and  strategy  in  this  area. 

The  Rush  administration  initially  opposed  creating  the  position  of 
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the  WMD  Coordinator,  arguing  in  a  Statement  of  Administration  Policy 
that  such  a  post  was  unnecessary  “given  extensive  coordination  and  syn¬ 
chronization  mechanisms  that  now  exist  within  the  executive  branch.” 
The  White  House  also  raised  constitutional  concerns,  suggesting  that 
Congress  cannot  direct  the  President  to  establish  a  Senate-confirmed 
position  within  the  National  Security  Council  (the  office  in  which  the 
Coordinator  would  logically  reside).  As  of  this  writing,  the  position  has 
remained  vacant  for  nearly  15  months.  In  September  2008,  the  adminis¬ 
tration  briefed  the  Commission  on  a  recently  developed  proposal  regard¬ 
ing  the  Coordinator.  Since  it  was  so  close  to  the  presidential  election,  the 
Commission  counseled  the  White  House  to  discuss  this  proposal  with  the 
incoming  administration  before  making  a  final  decision  on  it. 

Although  we  have  come  a  long  way  since  9/11,  one  of  the  central 
criticisms  leveled  by  virtually  eveiy  commission  and  panel  that  studied 
what  went  wrong  leading  up  to  the  attacks  of  9/11  was  that  the  U.S. 
government  suffered  from  a  serious  lack  of  coordination  among  the 
various  agencies  whose  job  it  is  to  keep  us  safe. 

Today,  the  President  s  national  security  policymaking  is  overseen  by 
two  parallel  councils:  the  National  Security  Council  (NSC)  and  the 
Homeland  Security  Council  (HSC).  The  artificial  distinction  between 
“national  security”  and  “homeland  security,”  emerged  after  the  attacks 
of  September  11,  2001,  and  resulted  in  the  creation  of  the  HSC  to  com¬ 
plement  the  NSC.  Each  council  has  its  own  supporting  staff  and  coordi¬ 
nating  mechanisms.  The  HSC  has  focused  on  a  rapidly  expanding  area 
of  policy  over  the  past  several  years,  but  having  two  separate  councils 
and  staffs  has  caused  redundancy  and  has  also  diffused  accountability 
through  multiple,  often  conflicting  policy-coordinating  mechanisms. 

The  number  of  Policy  Coordinating  Committees  (PCCs)  that  deal 
with  WMD  issues  has  increased,  accompanied  by  a  considerable  dupli¬ 
cation  of  committee  agendas  and  taskings.  Information  provided  to  the 
Commission  by  various  agencies  revealed  nearly  200  interagency  com¬ 
mittees  and  working  groups  that  address  WMD,  counterproliferation, 
and  counterterrorism  issues. 

For  example,  one  agency  calculated  that  its  senior  officials  attend 

•  22  PCCs,  sub-PCCs,  interagency  working  groups,  and  inter¬ 
agency  policy  groups  that  hold  weekly  meetings 

•  69  that  hold  monthly  meetings 
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•  198  that  hold  meetings  annually,  semiannually,  quarterly, 
bimonthly,  monthly,  biweekly,  weekly,  or  on  an  ad  hoc  basis 

A  significant  side  effect  of  the  redundant  coordinating  meetings  is 
their  consumption  of  considerable  senior-level  time  and  attention. 
Officials  from  the  agencies  that  participate  in  all  these  meetings  shared 
their  concerns  with  our  Commission. 

“There  are  some  issues  that  nobody  manages,”  one  agency  official 
told  the  Commission,  “and  other  issues  that  have  too  many  managers.” 
A  number  of  officials  from  various  agencies  spoke  of  multiple  meetings 
with  a  lack  of  sufficient  coordination.  According  to  one  official,  too 
much  time  at  White  House  meetings  was  spent  on  management  issues 
and  not  enough  on  strategic  thinking.  Another  official  said  that  he 
spends  so  much  time  going  to  interagency  meetings  that  his  time  for 
actually  performing  his  agency  job  was  veiy  often  “crowded  out.” 

RECOMMENDATION  8:  The  President  should  create  a 
more  efficient  and  effective  policy  coordination  structure  by 
designating  a  White  House  principal  advisor  for  WMD  prolif¬ 
eration  and  terrorism  and  restructuring  the  National  Security 
Council  and  Homeland  Security  Council. 

The  Commission  endorses  specific  actions  to  implement  this  rec¬ 
ommendation. 

ACTION:  The  next  Congress  should  amend  Public  Law  110- 
53  to  eliminate  the  requirement  to  establish  an  Office  of  the 
United  States  Coordinator  for  the  Prevention  of  Weapons  of 
Mass  Destruction  Proliferation  and  Terrorism,  while  retaining 
the  mandate  to  appoint  a  senior  presidential  advisor  with  the 
responsibilities  of  the  Coordinator. 

The  Commission  strongly  endorses  the  creation  of  a  senior  White 
House  advisor  whose  sole  responsibility  is  to  serve  as  the  President’s 
advocate  and  overseer  of  the  policy  nexus  between  WMD  proliferation 
and  terrorism.  The  position  of  senior  advisor  could  readily  be  placed 
within  the  National  Security  Council  structure.  Alternatively,  such  an 
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advisor  could  be  placed  within  the  office  of  the  Vice  President  or  made 
the  head  of  a  separate  White  House  office. 

The  Commission  is  concerned  that  the  provision  of  the  2007  act 
requiring  that  this  position  be  Senate-confirmed  could  raise  issues  of 
authority  and  conflicting  guidance  within  the  Executive  Office  of  the 
President.  Senate-confirmed  officials  are  normally  accountable  to  Con¬ 
gress  and  can  be  called  to  testify  but  the  N  SC  staff  members  advise  the 
President  and  do  not  appear  before  Congress.  Senate  confirmation 
would  therefore  likely  compel  the  next  President  to  place  the  Coordina¬ 
tor  outside  of  the  N  SC  staff. 

In  short,  the  next  President  may  well  prefer  that  the  senior  advisor 
not  be  a  Senate-confirmed  position.  If  he  does,  we  believe  that  Con¬ 
gress  should  amend  the  law  to  reflect  the  President’s  decision. 

We  emphasize  that  to  be  effective,  this  senior  advisor  must  be  seen 
as  speaking  for  the  President  by  all  relevant  departments  and  agencies, 
as  well  as  the  White  House.  He  or  she  must  have  the  authority  to  call 
meetings,  task  agencies,  and  resolve  interagency  conflicts.  The  advisor 
must  also  have  the  budgetary  authority  (including  a  direct  link  to  the 
Office  of  Management  and  Budget)  to  assess  funding  levels,  fix  short¬ 
falls,  and  adjust  programs.  The  advisor  should  play  the  lead  role  in 
coordinating  policies  and  operations  to  prevent  WMD  proliferation 
and  terrorism  and  would  be  responsible  for  advising  the  President 
about  how  policy  decisions  across  government — foreign  policy,  defense, 
trade,  and  so  forth — would  affect  the  mission  of  preventing  WMD  pro¬ 
liferation  and  terrorism. 

Such  an  advisor  would  have  enormous  responsibilities  and  would 
need  to  exercise  commensurate  authority  across  agency  lines.  The 
advisor  should  not  be,  or  be  perceived  as,  a  junior  appointee.  Accord¬ 
ingly,  the  Commission  urges  the  appointment  of  a  person  of  recog¬ 
nized  distinction  in  the  field  of  WMD  proliferation  who  would  enjoy 
the  full  support  and  confidence  of  the  President.  The  senior  advisor 
must  be  seen  as  the  alter  ego  of  the  President  on  issues  of  WMD  ter¬ 
rorism  and  proliferation. 

The  Commission  believes  that  this  senior  advisor  should  also  play 
a  central  role  in  promoting  a  strong  working  relationship  with  Con¬ 
gress  on  preventing  WMD  proliferation  and  terrorism.  In  particular, 
the  advisor  could  help  bring  improved  clarity  to  those  issues  about 
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which  there  is  a  substantial  difference  between  Congress  and  the  exec¬ 
utive  branch. 

The  advisor  should  seek  to  constructively  intervene  on  the  critical 
issue  of  container  port  security,  which  has  recently  become  con¬ 
tentious.  Congress  included  in  the  Implementing  Recommendations 
of  the  9/11  Commission  Act  of  2007  a  requirement  that  by  2012,  all 
cargo  containers  must  be  scanned  before  being  shipped  to  the  United 
States.  The  Departments  of  Energy  and  Homeland  Security  have 
taken  steps  to  scan  a  portion  of  cargo  overseas,  and  nearly  all  cargo  as  it 
arrives  in  the  United  States,  but  they  have  resisted  meeting  the  com¬ 
prehensive  requirement  included  in  the  law,  arguing  that  a  risk-based 
approach  focused  on  the  largest  ports  overseas  is  more  cost-effective. 

Finally,  the  advisor  should  also  ensure  that  appropriate  red  team 
exercises  are  conducted  across  the  federal  government  with  respect  to 
WMD  terrorism  prevention,  preparedness,  and  response.  Red  team¬ 
ing  is  done  by  designated  operational  and  subject  matter  experts  to  dis¬ 
cover  weaknesses  in  a  plan  and  to  identify  how  it  can  be  improved.  Red 
team  exercises,  conducted  in  structured  environments  to  avoid  the  risk 
of  public  panic,  can  give  participants  an  opportunity  to  test  procedures 
and  to  identify  gaps — operational,  analytic,  or  technical — and  what¬ 
ever  authorities  are  needed  prior  to  an  actual  event. 

ACTION:  The  next  President  should  restructure  the  Home¬ 
land  Security  Council  and  National  Security  Council  by  con¬ 
solidating  both  staffs  under  the  NSC  framework.  Congress 
should  revisit  the  statutoiy  creation  of  the  Homeland  Security 
Council  and  evaluate  whether  two  separate  councils  are  nec¬ 
essary. 

The  U.S.  government  must  abandon  the  notion  that  “homeland” 
security  is  somehow  different  from  “national”  security,  much  as  it  has 
recognized  that  domestic  intelligence,  which  is  largely  focused  on  the 
homeland,  is  a  central  element  of  protecting  national  security.  Opera¬ 
tionally,  the  U.S.  government  functions  without  recognizing  a  division 
between  national  security  and  homeland  security,  yet  these  seams  exist 
in  policy  coordination,  and  indeed  have  been  institutionalized.  The 
creation  of  the  Homeland  Security  Council  was  a  stopgap  measure  to 
coordinate  a  subset  of  national  security  policies  while  the  Department 


86 


Government  Organization  and  Culture 


of  Homeland  Security  was  being  established.  Now  that  the  Depart¬ 
ment  of  Homeland  Security  is  fully  operational,  however,  the  two  par¬ 
allel  councils  create  ambiguity  and  unnecessary  redundancy,  lead  to 
multiple  and  conflicting  policy  coordination  mechanisms,  and  dilute 
accountability  for  specific  issues. 

To  resolve  these  problems,  the  responsibilities  of  the  HSC  staff 
should  be  transferred  to  the  NSC  staff  and  redundancies  should  be 
eliminated.  The  Homeland  Security  Advisor  should  continue  to  serve  as 
the  Presidents  principal  advisor  for  preparedness  and  response  to  natu¬ 
ral  disasters  and  for  vertical  integration  of  federal,  state,  local,  tribal, 
and  territorial  authorities.  The  Homeland  Security  Advisor  would  also 
be  responsible  for  public-private  cooperation  on  issues  such  as  critical 
infrastructure  protection  and  for  interacting  with  organizations  such  as 
the  National  Governors  Association,  the  National  League  of  Cities,  the 
United  States  Conference  of  Mayors,  and  chambers  of  commerce. 

Congress 

The  current  structure  of  congressional  oversight  of  national  security  is 
a  relic  of  the  Cold  War.  It  has  not  evolved  in  response  to  the  changing 
nature  of  the  threats  that  the  United  States  faces  in  the  21st  century. 

Since  the  dawn  of  the  atomic  age.  Congress  has  undergone  sub¬ 
stantial  reorganization  only  once  and  partial  reform  rarely.  The  Legisla¬ 
tive  Reorganization  Act  of  1946  restructured  committee  jurisdictions. 
In  the  1970s,  some  incremental  reforms  were  undertaken.  And  the  few 
other  reforms  enacted  in  the  1990s  were,  in  the  view  of  most  analysts, 
largely  cosmetic. 

Congress  has  pressured  the  executive  branch  to  reform  itself  in  ways 
that  reflect  the  crosscutting,  transnational  nature  of  many  of  todays 
national  security  threats.  Yet  Congress  has  carried  out  only  minor 
reforms  of  its  own  structure,  instead  preserving  institutional  stovepipes 
and  protecting  jurisdictional  turf.  Congressional  oversight  has  thus  been 
hampered  by  the  fact  that  national  security  priorities  such  as  the  federal 
government’s  efforts  to  prevent  weapons  of  mass  destruction  prolifera¬ 
tion  transcend  the  antiquated  jurisdiction  of  any  single  committee. 

Two  recent  commissions  have  called  for  fundamental  changes  in 
the  national  security  oversight  structure  of  Congress. 

The  National  Commission  on  Terrorist  Attacks  Upon  the  United 
States  (9/11  Commission)  proposed  a  new,  unified  structure  for  the 
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oversight  of  intelligence  and  counterterrorism  programs,  through  one 
of  two  models:  (1)  a  single  committee  in  each  chamber  of  Congress, 
with  combined  authorizing  and  appropriating  authorities,  or  (2)  a  joint 
bicameral  committee,  modeled  after  the  Joint  Committee  on  Atomic 
Energy.  The  9/11  Commission  also  proposed  the  creation  of  a  single 
streamlined  oversight  structure  for  homeland  security. 

The  Commission  on  the  Intelligence  Capabilities  of  the  United 
States  Regarding  Weapons  of  Mass  Destruction  (the  Silberman-Robb 
Commission),  which  focused  on  the  intelligence  community’s  abilities 
to  identify,  warn  about,  and  respond  to  WMD  proliferation  and  related 
threats,  recommended  “that  the  House  and  Senate  intelligence  com¬ 
mittees  create  focused  oversight  subcommittees;  that  the  Congress 
create  an  intelligence  appropriations  subcommittee  and  reduce  the 
Intelligence  Community’s  reliance  on  supplemental  funding;  and  that 
the  Senate  intelligence  committee  be  given  the  same  authority  over 
joint  military  intelligence  programs  and  tactical  intelligence  programs 
that  the  House  intelligence  committee  now  exercises.” 

Congress  responded  to  those  calls  for  substantive  change  in  the 
structure  of  congressional  oversight  by  taking  a  few  incremental  steps — 
some  of  which  made  the  legislative  oversight  process  more  cumbersome. 

The  Senate  removed  the  term  limits  for  members  of  the  Select 
Committee  on  Intelligence,  thereby  allowing  experienced  members  to 
continue  serving  (as  they  do  on  other  Senate  committees).  The  House 
of  Representatives  created  a  Select  Intelligence  Oversight  Panel  on 
the  Appropriations  Committee  to  review  budget  requests  for  intelli¬ 
gence  activities  and  to  align  authorizations  and  appropriations  for  intel¬ 
ligence  community  activities.  The  panel  includes  members  from  the 
Appropriations  Committee  and  the  House  Permanent  Select  Commit¬ 
tee  on  Intelligence. 

In  response  to  the  9/11  Commission’s  recommendation  to  create 
dedicated  oversight  committees  for  the  Department  of  Homeland  Secu¬ 
rity  (DHS),  the  House  formed  the  Homeland  Security  Committee, 
while  the  Senate  merely  renamed  its  Governmental  Affairs  Commit¬ 
tee — which  became  the  Senate  Homeland  Security  and  Governmental 
Affairs  Committee — and  gave  it  additional  jurisdiction  over  DHS. 

Rut  other  House  and  Senate  congressional  committees  still 
retained  their  jurisdiction  over  the  agencies  that  had  been  moved  into 
DHS.  Thus,  the  creation  of  these  new  committees  (and  subcommit- 
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tees)  did  nothing  to  streamline  the  number  of  congressional  panels  to 
which  DHS  must  respond.  In  the  House,  16  committees  and  40  sub¬ 
committees  now  assert  jurisdiction  over  DHS.  In  the  Senate,  14  com¬ 
mittees  and  18  subcommittees  share  this  responsibility. 

The  need  for  DHS  to  report  to  multiple  committees  and  subcom¬ 
mittees  makes  it  more  likely  that  the  department  will  receive  conflict¬ 
ing  direction  from  Congress,  and  unnecessarily  increases  its  workload. 
By  relying  on  such  a  splintered  structure,  Congress  has  jeopardized  its 
ability  to  perform  effective  oversight  of  DHS.  As  Thomas  Mann  and 
Norman  Ornstein  have  observed,  “Congress’  failure  to  oversee  the 
DHS  has  been  crushing.” 

“It  was  a  disappointment  but  came  as  no  surprise  to  us  that  the 
Congress  did  not  act  on  the  Commissions  recommendations,”  Lee 
Hamilton,  the  former  Vice  Chairman  of  the  9/11  Commission,  noted  in 
late  2007.  “It  is  much  easier  for  the  Congress  to  reform  the  Executive 
branch  than  it  is  to  reform  its  own  institutions.” 

That  Congress  has  yet  to  adequately  organize  itself  to  cope  with  the 
nuclear-  age,  much  less  the  post-9/11  era,  is  deeply  troubling  and 
demands  action.  We  understand  that  reforming  and  streamlining  the 
processes  of  Congress  is  not  easy;  members  of  Congress  understandably 
do  not  like  to  relinquish  the  committee  or  subcommittee  chairmanships 
they  worked  for  and  waited  years  to  obtain.  We  also  recognize  that  lead¬ 
ers  from  both  parties  in  Congress  have  pushed  for  reforms,  with  some 
successes.  But  the  urgency  of  the  situation  requires  that  Congress  do 
much  more. 

RECOMMENDATION  9:  Congress  should  reform  its 
oversight  both  structurally  and  substantively  to  better  address 
intelligence,  homeland  security,  and  crosscutting  21st-century 
national  security  missions  such  as  the  prevention  of  weapons 
of  mass  destruction  proliferation  and  terrorism. 

We  are  the  third  bipartisan  commission  to  urgently  and  unani¬ 
mously  recommend  that  the  legislative  branch  reorganize  its  oversight 
and  budgeting  processes  so  as  to  most  effectively  work  to  prevent 
WMD  terrorism.  Given  the  threats  now  facing  the  United  States,  the 
difficulties  of  institutional  change  and  jurisdictional  competition  are  not 
acceptable  excuses  for  the  failure  to  act  on  these  recommendations. 
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Congress’s  failure  to  reform  itself  has  resulted  in  ineffective  over¬ 
sight  of  important  national  security  threats  and  missions  that  transcend 
the  jurisdiction  of  a  single  committee.  These  include  federal  efforts  to 
assess  and  prevent  WMD  proliferation  and  terrorism.  One  conse¬ 
quence  of  Congress’s  failure  to  adapt  to  the  evolving  nature  of  national 
security  threats  is  the  outsourcing  of  national  security  oversight  to 
external  commissions  like  this  one. 

The  next  President  should  establish  a  greater  level  of  trust  by 
reaching  out  to  Congress  on  intelligence  issues,  improving  consulta¬ 
tion  with  the  intelligence  committees,  and  making  clear  that  Congress 
should  play  a  vigorous  role  in  overseeing  intelligence.  For  its  part, 
Congress  should  use  its  oversight  to  build  cooperation  and  a  shared 
sense  of  mission  with  the  intelligence  community  and  the  President. 
The  leaders  of  Congress  should  take  responsibility,  especially  in  their 
own  parties,  for  ensuring  that  members  do  not  make  intelligence  a 
political  issue.  This  cooperative  approach  must  be  balanced  by  Con¬ 
gress’s  legitimate  interest  in  checking  executive  branch  power  and  pro¬ 
tecting  civil  liberties. 

ACTION:  Congressional  leadership  should  establish  an  Intel¬ 
ligence  Subcommittee  on  the  Appropriations  Committees  in 
both  chambers  of  Congress  with  jurisdiction  over  the  National 
Intelligence  Program  and  Military  Intelligence  Program  budg¬ 
ets.  These  subcommittees  should  include  members  drawn 
from  committees  with  oversight  responsibilities  for  programs 
funded  by  the  National  Intelligence  Program  or  the  Military 
Intelligence  Program. 

The  creation  in  2007  of  a  Select  Intelligence  Oversight  Panel  on 
the  House  Appropriations  Committee  was  a  positive  first  step  toward 
long-overdue  reform,  but  Congress  needs  to  go  further.  Specifically, 
separate  House  and  Senate  Appropriations  Intelligence  Subcommit¬ 
tees  should  be  created  and  given  responsibility  for  both  the  National 
Intelligence  Program  and  the  Military  Intelligence  Program.  The 
annual  appropriations  bill  for  the  two  types  of  intelligence  programs 
would  be  reported  by  this  new  subcommittee  and  then  passed  to  the 
full  Appropriations  Committee  in  both  chambers,  without  substantive 
review  by  any  other  subcommittee. 
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In  the  Senate,  the  National  Intelligence  Program  and  the  Military 
Intelligence  Program  budgets  are  appropriated  through  the  Defense 
Appropriations  Subcommittee.  This  arrangement  poses  a  number  of 
challenges.  While  the  authorizers  on  the  Senate  Select  Committee  on 
Intelligence  devote  a  large  majority  of  their  time  to  overseeing  the 
intelligence  budget,  the  attention  of  defense  appropriators  is  divided 
across  the  greatly  increased  post-9/11  budgets,  emergency  supplemen- 
tals  for  the  conflicts  in  Iraq  and  Afghanistan,  and  a  larger  National 
Intelligence  Program  that  funds  sensitive  and  critical  operations. 
Today,  the  challenges  and  risks  of  the  post-9/1 1  world  demand  the  full¬ 
time  attention  of  an  appropriations  subcommittee. 

ACTION:  The  Senate  and  House  Homeland  Security  Com¬ 
mittees  should  be  empowered  as  the  sole  authorizing  over¬ 
sight  committees  for  the  Department  of  Homeland  Security 
and  all  agencies  under  the  department’s  jurisdiction. 

While  recognizing  that  crosscutting  programs  may  require  consulta¬ 
tion  with  other  committees,  the  Senate  and  House  Homeland  Security 
Committees  should  be  empowered  as  the  sole  oversight  committees  for 
DHS  and  commit  to  producing  annual  authorization  bills  for  the  depart- 
ments  activities.  Committees  that  traditionally  have  had  jurisdiction 
over  agencies  that  are  now  a  part  of  DHS  should  no  longer  have  this 
authority.  It  is  in  the  interest  of  DHS,  Congress,  and  ultimately  the 
nation  to  streamline  and  strengthen  congressional  oversight. 

ACTION:  Congress  should  build  capacity  to  conduct  effec¬ 
tive  oversight  of  crosscutting  terrorism  and  WMD  issues  by 
such  means  as  creating  an  office  on  the  model  of  the  Office  of 
Technology  Assessment. 

Because  of  current  jurisdictional  stovepipes,  the  congressional 
oversight  structure  discourages  rather  than  fosters  coordination  on 
crosscutting  issues.  On  nuclear  terrorism,  for  example,  the  Homeland 
Security  Committees  may  address  homeland  preparedness  and 
response,  but  they  may  not  be  able  to  discuss  potential  sources  of  fissile 
material  or  overseas  efforts  to  prevent  nuclear  weapons  proliferation — 
because  jurisdiction  for  those  issues  rests  in  the  Foreign  Relations, 
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Intelligence,  and  Armed  Services  Committees.  The  committees  must 
do  more  to  share  information  on  crosscutting  issues  such  as  WMD  pro¬ 
liferation  and  terrorism,  and  they  must  have  experienced  staff  mem¬ 
bers  with  the  appropriate  expertise. 

To  enhance  the  technical  and  scientific  expertise  available  to 
members.  Congress  should  expand  fellowship  and  detail  opportunities 
from  the  nongovernmental  sector.  And  to  provide  advice  to  members 
of  Congress  on  technical  issues.  Congress  should  establish  an  office 
similar  to  the  Office  of  Technology  Assessment,  which  served  this 
function  for  23  years.  In  a  recent  positive  development,  some  Intelli¬ 
gence  Committee  members  and  staff  directors  participated  in  training 
programs  aimed  at  enhancing  their  oversight. 

ACTION:  Congress  should  work  with  the  next  administration 
to  ensure  that  key  aspects  of  U.S.  law  are  followed  with 
respect  to  required  assessments  of  nuclear  proliferation  risks 
and  the  relative  economic  cost  of  civilian  nuclear  projects 
overseas. 

A  large  body  of  domestic  law  has  been  developed  over  the  past 
half-century  to  guide  U.S.  nuclear  nonproliferation  policy.  The  Atomic 
Energy  Act  of  1954,  for  example,  requires  nonproliferation  assessment 
statements  for  any  proposed  nuclear  cooperative  agreement.  But  Con¬ 
gress  did  not  hold  healings  on  Turkey  or  Saudi  Arabia,  nor  did  it  con¬ 
duct  a  review  of  the  cooperation  arrangements  with  Russia  or  India, 
particularly  to  ensure  that  the  latter  complies  with  the  Henry  J.  Hyde 
United  States-India  Peaceful  Atomic  Energy  Cooperation  Act  of 2006. 
Congress  should  make  eveiy  effort  to  conduct  a  complete  review  of 
nuclear  cooperation  agreements  that  are  presented  to  the  legislature. 

A  second  shortcoming  in  congressional  oversight  of  nonprolifera¬ 
tion  activities  is  its  failure  to  hold  the  executive  branch  accountable  for 
laws  regarding  the  safeguarding  of  peaceful  nuclear  programs.  Under 
the  Atomic  Energy  Act  of  1954,  the  U.S.  government  is  required  to 
ensure  that  International  Atomic  Energy  Agency  inspections  (of  nuclear 
technologies  or  materials  controlled  under  international  agreements)  are 
capable  of  providing  “timely  warning”  of  any  diversions  for  military  pur¬ 
poses.  But  the  executive  branch  has  not  defined  the  requirements  for 
IAEA  inspections  to  provide  “timely  warning,”  nor  has  it  indicated 


92 


Government  Organization  and  Culture 


whether  inspections  of  U.S. -origin  nuclear  materials  meet  the  standard. 
Congress  has  failed  to  address  the  issue. 

Finally,  there  has  been  no  attempt  to  implement  Title  V  of  the 
Nuclear  Nonproliferation  Act  of  1978,  which  requires  the  U.S.  govern¬ 
ment  to  do  general  and  country-specific  assessments  of  the  relative 
merits  of  nuclear  and  non-nuclear  energy  sources  for  meeting  the 
energy  needs  of  developing  nations.  Such  comparative  assessments  are 
needed  to  inform  decisions  on  U.S.  support  for  proposed  nuclear  power 
projects  in  such  states  as  Egypt,  Turkey,  India,  and  Saudi  Arabia  and  to 
assist  other  developing  states  in  perfecting  their  own  energy  plans. 

The  Intelligence  Community 

The  intelligence  community  is  implementing  the  most  sweeping  organi¬ 
zational  changes  since  1947  in  response  to  the  Intelligence  Reform  and 
Terrorism  Prevention  Act  of  2004.  Congress  created  the  Office  of  the 
Director  of  National  Intelligence  (ODNI)  to  serve  as  the  head  of  the 
U.S.  intelligence  community  and  to  improve  coordination  among  the  16 
intelligence  agencies.  Although  important  work  remains,  significant 
progress  is  being  made  with  respect  to  cross-organizational  integration 
of  intelligence  collection  and  analysis.  Past  barriers  to  performing  joint 
intelligence  work  are  weakening  and  the  number  of  collaborative  efforts 
is  increasing. 

The  Commission  believes  that  praise  is  warranted  to  Congress  for 
its  efforts  to  push  intelligence  community  reforms  and  to  all  of  the 
agencies  for  their  responses  both  to  congressional  initiatives  and  to  the 
attack  on  9/11.  Examples  of  important  new  initiatives  include  the  work 
of  the  National  Counterterrorism  Center  (NCTC),  the  ODNI’s  500 
Day  Plan,  the  revised  Executive  Order  12333,  and  the  revised  Attorney 
General  Guidelines.  Interviews  with  numerous  current  and  former 
intelligence  officers,  as  well  as  policymakers  and  nongovernmental 
experts,  lead  the  Commission  to  believe  that  many  of  these  reforms 
need  time  to  settle  and  mature.  Over  the  past  four  years,  the  intelli¬ 
gence  community  has  had  five  different  leaders.  Creating  additional 
organizational  churn  at  this  time  is  unlikely  to  serve  the  best  interests 
of  U.S.  national  security  or  to  enhance  the  performance  of  the  intelli¬ 
gence  community.  CIA  Director  Michael  Hayden  recently  noted  in 
public  comments,  “We  have  been  pulled  up  by  the  roots  to  check  how 
we  are  growing  on  about  an  18  month  cycle  for  about  the  last  six 
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years.  .  .  .  We’re  suffering  reform  and  transformation  fatigue.”  Under 
the  circumstances,  and  recognizing  that  further  reform  might  well  be 
advisable  in  the  future,  we  make  no  substantial  recommendations 
relating  to  such  changes  at  this  time.  We  think  it  best  to  allow  the  cur¬ 
rent  process  of  reform  to  continue  unabated  without  significant  added 
organizational  change. 

We  note  that  despite  the  progress  that  has  been  made,  small  pock¬ 
ets  of  resistance  to  the  changes  brought  about  by  the  congressionally 
mandated  reforms  persist.  The  Commission  found  that  some  senior 
CIA  officers  continue  to  resent  and  resist  the  changes  that  shifted 
authority  for  leadership  and  management  of  the  intelligence  commu¬ 
nity  to  the  DNI.  A  former  CIA  executive  described  the  CIA’s  attitude  as 
“rage  toward  the  ODNI.”  While  that  view  may  represent  only  a  subset 
of  CIA  personnel,  the  Commission  encountered  multiple  examples  of 
senior  CIA  officers  expressing  hostility  and  disdain  toward  the  ODNI. 
The  CIA  Director  needs  to  make  organizational  cooperation  a  priority. 

In  addition,  while  there  have  been  significant  improvements  in 
integrating  foreign  and  domestic  intelligence,  persistent  cultural  gaps 
remain.  Some  of  these  gaps  can  be  attributed  to  the  legacy  of  distinct 
missions  and  to  the  functional  boundaries  that  previously  existed 
between  agencies  of  foreign  intelligence  and  domestic  law  enforce¬ 
ment.  The  FBI  continues  to  evolve  from  a  purely  law  enforcement 
organization  to  a  national  security  organization  with  significant  respon¬ 
sibilities  for  detecting  and  preventing  terrorism. 

The  creation  of  the  FBI’s  National  Security  Branch  and  its  WMD 
Directorate  is  certainly  a  step  in  the  right  direction.  The  recent  revi¬ 
sions  to  the  Attorney  General  Guidelines  provide  standards,  proce¬ 
dures,  and  authorities  intended  to  help  the  FBI  perform  more 
effective  domestic  intelligence  collection  and  analysis.  However, 
greater  collaboration  between  the  intelligence  and  law  enforcement 
communities  is  needed  to  foster  common  understanding  of  the  tools 
and  best  practices  that  each  may  adopt. 

The  Commission  also  found  that  considerable  progress  has  been 
made  with  respect  to  improving  information  sharing  across  federal 
departments  and  agencies,  as  well  as  with  state,  local,  and  tribal  gov¬ 
ernments.  The  creation  of  state  information  fusion  centers  has 
improved  domestic  information  sharing.  Such  efforts  are  certainly 
laudable,  but  they  must  be  pursued  in  effective  coordination  with 
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other  efforts  such  as  the  FBI’s  Joint  Terrorism  Task  Force  model.  In 
that  model,  state,  local,  and  federal  law  enforcement  and  intelligence 
agencies  conduct  joint  investigations  of  counterterrorism  cases  and 
work  to  disrupt  plots  against  the  U.S.  homeland. 

In  short,  the  Commission  believes  that  the  intelligence  commu¬ 
nity  is  aggressively  implementing  the  changes  required  by  the  Intelli¬ 
gence  Reform  and  Terrorism  Prevention  Act  of  2004.  We  propose  no 
further  organizational  changes  to  the  community  at  this  time.  How¬ 
ever,  the  next  President  should  direct  the  DNI  to  continue  to  look  for 
ways  to  streamline  redundant  organizations,  layers  of  management  and 
staff,  including  a  review  of  the  effectiveness  of  the  recently  created 
National  Counterproliferation  Center.  As  discussed  below,  the  DNI 
should  identify  challenges  to  current  human  resource  strategies  and 
propose  solutions  to  enhance  the  capabilities  of  the  current  workforce. 

As  part  of  the  post-9/11  reforms,  two  new  organizations  were  estab¬ 
lished:  the  National  Counterterrorism  Center  (NCTC)  and  National 
Counterproliferation  Center  (NCPC).  The  directors  of  these  two  organi¬ 
zations  act  as  “mission  managers,”  or  senior  coordinators,  for  all  intelli¬ 
gence  community  efforts  relating  to  terrorism  and  to  WMD  proliferation, 
respectively. 

The  NCTC  coordinates  both  intelligence  and  policy  implementa¬ 
tion  on  counterterrorism  issues  throughout  the  executive  branch.  The 
director  of  this  center  reports  to  the  DNI;  he  or  she  also  reports 
directly  to  the  President  on  matters  of  strategic  operational  planning. 
The  director  ensures  that  the  operations  and  activities  of  executive 
branch  departments  and  agencies  are  consistent  with  the  President’s 
priorities.  The  NCTC  pulls  together  policy  analysts  and  field  operators 
from  across  the  U.S.  government  counterterrorism  community,  includ¬ 
ing  foreign  service  officers,  DHS  officers,  FBI  agents  and  analysts, 
active  duty  military,  and  personnel  from  the  Department  of  Energy 
and  other  agencies.  The  center  produces  its  own  coordinated  analyses 
on  terrorism  and  publishes  warnings,  alerts,  and  advisories.  The  NCTC 
bridges  the  counterterrorism  and  counterproliferation  nexus  in  strate¬ 
gic  planning  as  well  as  analysis. 

In  contrast  to  the  broader  mission  of  the  counterterrorism  center, 
the  role  of  the  National  Counterproliferation  Center  is  limited  to 
improving  coordination  and  information  sharing  across  the  intelligence 
community  with  respect  to  the  collection  and  analysis  of  information 
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on  WMD  proliferation  and  related  hard  targets.  The  NCPC  identifies 
long-term  proliferation  threats  and  requirements  and  develops  strat¬ 
egies  to  ensure  that  the  intelligence  community  is  well  positioned  to 
address  them.  The  NCPC  also  reaches  out  to  elements  inside  and  out¬ 
side  the  U.S.  government  to  identify  new  methods  or  technologies  that 
can  enhance  the  intelligence  community’s  capability  to  detect  and 
defeat  future  proliferation  threats. 

Two  recent  milestone  events — the  terrorist  attacks  of  9/1 1  and  the 
2002  Iraq  WMD  estimate  that  resulted  in  sustained  criticism  of  the 
intelligence  community — had  a  significant  impact  on  the  analytic  com¬ 
munity.  But  the  counterterrorism  (CT)  and  counterproliferation  (CP) 
communities  took  away  very  different  lessons  from  those  events. 
Among  the  conclusions  drawn  by  the  CT  analysts  after  9/11  was  that 
they  must  be  far  more  forward-leaning  in  their  threat  assessments  and 
must  be  willing  to  think  creatively  and  take  analytic  risks.  In  contrast, 
the  lessons  the  CP  analysts  drew  from  the  2002  Iraq  WMD  National 
Intelligence  Estimate  were  to  check  and  recheck  eveiy  source,  fully 
vet  all  information,  clearly  distinguish  what  is  known  from  what  is 
judged,  and  be  extraordinarily  cautious,  even  reticent,  when  preparing 
intelligence  and  presenting  it  to  policymakers. 

In  an  effort  to  apply  a  more  uniform  set  of  analytic  standards  and 
practices,  the  ODNI  created  the  Analytic  Integrity  and  Standards 
Office  in  2006.  As  a  result,  sourcing  standards,  the  use  of  alternative 
analysis,  and  the  vetting  of  sources  have  improved.  For  example,  all 
human  source  information  used  in  National  Intelligence  Estimates 
must  be  reviewed  and  validated  by  the  National  Clandestine  Service 
prior  to  final  review  and  approval  by  the  National  Intelligence  Board. 

Effective  collaboration  between  analysts  and  collectors  is  required. 
The  Commission  found  that  the  relationship  between  analysts  and  collec¬ 
tors  has  improved  in  some  areas,  and  that  one  goal  of  intelligence  reform 
legislation — ensuring  that  analysis  drives  collection — is  becoming  a  reality. 
The  most  significant  progress  has  occurred  at  the  national  level  in  organi¬ 
zations  such  as  the  National  Counterterrorism  Center,  where  analysts  and 
collectors  from  different  organizations  work  collaboratively.  Senior  gov¬ 
ernment  officials  told  the  Commission  that  the  act  of  placing  personnel 
from  the  CIA,  FBI,  Department  of  Defense,  Department  of  Energy,  and 
other  agencies  together  in  one  office  has  done  more  to  improve  informa¬ 
tion  sharing  and  collaboration  than  have  any  technological  solutions.  Per- 
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sonnel  working  in  such  an  interagency  setting  come  to  understand  the 
strengths,  weaknesses,  and  roles  of  other  agencies  and  see  how  the  differ¬ 
ent  agencies  fit  together  as  pieces  of  a  whole.  But  the  Commission  also 
found  that  progress  has  been  slower  in  individual  agencies,  where  analyst- 
collector  integration  requires  reaching  across  organizational  barriers. 

o  o  o 

Meeting  Future  Needs 

Half  of  todays  analysts  entered  the  intelligence  community  after  9/11. 
Because  of  attrition  and  hiring  freezes  during  the  1990s,  there  are  few 
midcareer  analysts.  Consequently,  analysts  are  being  called  on  to 
assume  greater  technical  and  managerial  responsibilities  earlier  in 
their  careers.  In  particular,  the  Commission  found  that  the  intelligence 
community’s  base  of  science  and  technology  expertise  is  not  sufficient 
to  meet  emerging  demands  in  these  areas. 

With  regal'd  to  nuclear  weapons,  the  number  of  technical  experts 
available  to  the  intelligence  community  is  declining  because  of  retire¬ 
ments  and  the  reduction  in  innovative  nuclear  weapons-related  work 
at  the  U.S.  national  laboratories.  Nuclear  expertise  remains  in  high 
demand  by  the  intelligence  community  because  it  serves  as  a  hedge 
against  breakout  capability  and  other  technological  surprises  by  state 
and  non-state  adversaries.  Accordingly,  such  expertise  should  be  pro¬ 
tected  as  a  national  resource. 

In  the  field  of  biotechnology,  engaging  experts  outside  of  govern¬ 
ment  is  particularly  important,  because  developments  are  fast-moving 
and  most  relevant  expertise  resides  in  academia,  nongovernmental 
organizations,  and  the  private  sector.  The  Biological  Sciences  Expert 
Group,  an  advisoiy  body  to  the  National  Counterproliferation  Center 
that  gives  the  intelligence  community  access  to  outside  scientists,  is  an 
example  of  effective  collaborative  engagement  with  nongovernmental 
experts  to  work  on  high-priority  issues. 

In  addition,  the  number  and  diversity  of  the  potential  counterter¬ 
rorism  and  counterproliferation  targets  present  a  major  challenge  for 
collection.  The  main  problem,  a  former  senior  CIA  operations  officer 
succinctly  told  the  Commission,  is  “collecting  the  dots”  rather  than 
“connecting  the  dots.” 

Particularly  difficult  is  collecting  intelligence  on  suspect  state  and 
non-state  biological  weapons  programs.  Bioweapons  programs  can  be 
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hidden  in  seemingly  legitimate  scientific  and  industrial  organizations; 
they  can  be  conducted  in  innocuous-looking  facilities;  and  it  can  be 
challenging  to  identify  what  is  going  on  inside  them  through  technical 
means. 

Richard  Danzig,  a  former  Secretary  of  the  Navy,  has  argued  that 
traditional  collection  methods  are  not  effective  in  this  area  and  that  a 
paradigm  shift  is  needed.  Danzig  maintains  that  intelligence  collection 
must  adapt  to  the  decentralized  and  transnational  nature  of  biological 
risk — and  he  has  proposed  an  equally  decentralized  approach  that  he 
calls  “peripheral  vision,”  which  would  take  advantage  of  the  inter¬ 
national  networks  among  scientists,  both  formal  and  informal. 

Such  networks  could  be  valuable  for  acquiring  information,  as  well 
as  for  detecting  anomalous  activities  that  might  be  related  to  state  or 
terrorist  bioweapons  efforts.  The  Commission  believes  that  this 
approach  is  an  innovative  solution  to  the  problem  of  information  col¬ 
lection  and  that  an  outreach  strategy  to  the  scientific  community 
should  be  developed  in  order  to  tap  into  this  vast  reservoir  of  open- 
source  information. 

RECOMMENDATION  10:  Accelerate  integration  of  effort 
among  the  counterproliferation,  counterterrorism,  and  law 
enforcement  communities  to  address  WMD  proliferation  and 
terrorism  issues;  strengthen  expertise  in  the  nuclear  and  bio¬ 
logical  fields;  prioritize  pre-service  and  in-service  training  and 
retention  of  people  with  critical  scientific,  language,  and  for¬ 
eign  area  skills;  and  ensure  that  the  threat  posed  by  biological 
weapons  remains  among  the  highest  national  intelligence  pri¬ 
orities  for  collection  and  analysis. 

Both  within  and  across  intelligence  community  agencies,  the  com- 
paitmentation  of  information  remains  a  formidable  challenge.  A  senior 
intelligence  official  responsible  for  information  sharing  told  the  Commis¬ 
sion  staff  that  the  flow  of  WMD-related  information  in  the  intelligence 
community  is  still  much  less  than  it  should  be.  Interviews  with  intelli¬ 
gence  community  analysts  revealed  a  significant  growth  in  the  number  of 
codeword  compartments  related  to  WMD  proliferation  and  terrorism. 
One  senior  intelligence  official  expressed  concern  to  Commission  staff 
about  stovepiping  within  the  analytic  communities  that  deal  with  coun- 
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terproliferation,  counterterrorism,  and  regional  issues.  Another  senior 
official  noted  that  compaitmentation  to  preserve  secrecy  makes  it  diffi¬ 
cult  for  these  communities  to  exchange  information. 

ACTION:  The  intelligence  community  should  improve  the 
sharing  of  WMD  proliferation  and  terrorism  intelligence  as  a 
top  priority,  and  should  accelerate  efforts  to  ensure  that  ana¬ 
lysts  and  collectors  receive  consistent  training  and  guidance 
on  handling  sensitive  and  classified  information. 

If  analysts  and  collectors  working  against  a  common  target  do  not 
have  access  to  all  relevant  information  about  the  target,  the  mission 
will  be  less  likely  to  succeed.  To  ensure  that  sensitive  sources  and 
methods  as  well  as  privacy  and  civil  liberties  are  protected,  innovative 
methods  to  manage  risk  must  accompany  greater  information  sharing. 
Adopting  uniform  standards  for  handling  sensitive  information  and 
increasing  trust  across  the  intelligence  community  are  goals  that  have 
not  yet  been  fully  achieved. 

ACTION:  The  intelligence  community  should  expedite 
efforts  to  recruit  people  with  critical  language  capabilities  and 
cultural  backgrounds.  In  conjunction  with  this  effort,  the 
intelligence  community  should  streamline  the  hiring  process, 
especially  for  applicants  with  critical  language  capabilities. 

In  order  to  prevent  and  counter  efforts  by  terrorists  to  acquire 
WMD,  it  is  imperative  that  human  intelligence  collection  officers  be 
able  to  gather  information  on  the  related  activities  of  terrorist  groups. 
This  mission  requires  personnel  with  the  necessary  language  skills,  as 
well  as  ethnic  and  cultural  backgrounds,  to  gain  access  to  the  commu¬ 
nities  where  terrorist  groups  operate. 

Since  the  implementation  of  Foreign  Language  Strategic  Program 
in  May  2003,  the  CIA  has  increased  its  overall  language  capability  by 
50  percent.  The  number  of  employees  with  tested  capability  in  the 
agency’s  10  mission-critical  languages  rose  by  just  over  16  percent  in 
fiscal  year  2007  alone.  However,  for  some  of  these  languages  the  over¬ 
all  number  of  officers  with  proficiency  is  still  too  low. 

The  Commission  believes  that  the  intelligence  community  should 
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continue  and  accelerate  its  efforts  to  hire  and  train  individuals  with 
critical  skills  and  backgrounds  for  the  counterproliferation  and  coun¬ 
terterrorism  missions.  To  that  end,  the  process  for  granting  security 
clearances  must  be  streamlined,  while  background  investigations  must 
remain  thorough  enough  to  ensure  that  national  security  is  not  com¬ 
promised. 

ACTION:  The  intelligence  community  should  address  its 
weakening  science  and  technology  base  in  nuclear  science  and 
biotechnology  and  enhance  collaboration  on  WMD  issues 
with  specialists  outside  the  intelligence  community,  including 
nongovernmental  and  foreign  experts. 

The  use  of  cutting-edge  science  and  technology  is  crucial  in 
addressing  WMD  terrorism  collection  and  analysis.  This  need  is 
greater  in  the  field  of  biology  (more  than  two  dozen  types  of  bacteria, 
viruses,  and  other  pathogens  have  been  adopted  or  considered  for  use 
as  biological  warfare  agents  by  states  and  non-state  actors)  than  in 
nuclear  science  (nuclear  weapons  incorporate  highly  enriched  ura¬ 
nium  and  plutonium  as  the  primary  types  of  fissile  material).  Further¬ 
more,  advances  in  genetic  engineering  and  synthetic  biology  have 
raised  the  possibility  of  creating,  respectively,  modified  versions  of 
existing  pathogens  or  entirely  new  pathogens.  Advanced  aerosolization 
technologies  are  also  available  from  commercial  sources. 

ACTION:  The  intelligence  community  and  law  enforcement 
should  continue  to  focus  and  prioritize  collection  on  WMD 
state  and  non-state  networks  that  include  smuggling,  criminal 
enterprises,  suppliers,  and  financiers,  and  they  should  develop 
innovative  human  and  technical  intelligence  capabilities  and 
techniques  designed  specifically  to  meet  the  intelligence 
requirements  of  WMD  terrorism. 

The  nexus  of  proliferation  and  terrorism  is  a  top  collection  priority 
for  the  intelligence  community,  and  the  array  of  targets  is  massive.  They 
include  transnational  terrorist  and  extremist  groups,  supplier  networks, 
criminal  organizations,  front  companies,  financiers,  smugglers,  and  the 
WMD  capabilities  of  state  and  non-state  actors,  to  name  a  few. 
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The  ability  to  identify  and  counter  foreign  denial  and  deception 
activities  is  particularly  critical  in  the  area  of  WMD  proliferation  and 
terrorism.  Therefore,  maintaining  and  improving  the  intelligence  com¬ 
munity’s  ability  to  counter  such  efforts  must  be  a  top  priority.  Although 
the  United  States  continues  to  have  an  intelligence  advantage  in  some 
areas,  this  advantage  will  erode  as  foreign  knowledge  of  U.S.  systems 
and  capabilities  increases.  Reversing  this  trend  requires  the  develop¬ 
ment  of  intelligence  systems  that  provide  “unexpected,  unwarned,  and 
unconventional”  collection  capabilities,  and  these  methods  must  be 
better  protected  from  unauthorized  disclosure. 

ACTION:  The  President,  in  consultation  with  the  DNI, 
should  provide  to  Congress  within  180  days  of  taking  office  an 
assessment  of  changes  needed  in  existing  legislation  to  enable 
the  intelligence  community  to  carry  out  its  counterterrorism, 
counterproliferation,  and  WMD  terrorism  missions.  In  so 
doing,  the  intelligence  community  must  keep  WMD  terrorism 
a  top  priority  while  ensuring  that  the  broader  counterterror¬ 
ism  and  counterproliferation  efforts  do  not  suffer. 

The  National  Security  Workforce 

Despite  recent  initiatives,  the  U.S.  national  security  community  still 
lacks  the  flexibility  and  workforce  culture  needed  to  attract,  train,  and 
retain  people  with  the  skills  needed  to  help  the  government  respond  to 
global  network  threats  such  as  terrorism  and  proliferation. 

In  May  2007,  President  Bush  issued  Executive  Order  13434, 
National  Security  Professional  Development,  which  focuses  on  build¬ 
ing  and  maintaining  a  new  generation  of  national  security  profession¬ 
als.  Subsequently,  in  November  2007,  an  implementation  plan  was 
published  to  guide  the  executive  steering  committee,  chaired  by  the 
Director  of  the  Office  of  Personnel  Management,  in  recruiting,  train¬ 
ing,  and  retaining  the  necessaiy  personnel. 

RECOMMENDATION  11:  The  United  States  must  build  a 
national  security  workforce  for  the  21st  century. 

The  Commission  believes  there  are  several  specific  actions  that  the 
United  States  should  undertake  to  implement  this  recommendation. 
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ACTION:  The  U.S.  government  should  recruit  the  next  gen¬ 
eration  of  national  security  experts  by  establishing  a  program  of 
education,  training,  and  joint  duty  with  the  goal  of  creating  a 
culture  of  interagency  collaboration,  flexibility,  and  innovation. 

The  U.S.  government  lacks  the  flexibility  of  the  private  sector  to 
accommodate  individuals  who  are  inclined  to  switch  jobs  frequently 
and  forgo  long-term  stability  in  return  for  rapid  professional  growth 
and  new  challenges.  Unless  the  government  can  offer  careers  that  pro¬ 
vide  continuing  professional  and  intellectual  challenges,  it  will  have 
difficulty  attracting  the  best  and  the  brightest. 

The  President  should  establish  a  government-wide  professional  edu¬ 
cation  and  training  program  for  the  national  security  officer  coips,  cover¬ 
ing  multiple  stages  of  officers’  careers  and  including  curriculum  on 
combating  terrorism  and  WMD  proliferation.  To  facilitate  the  creation  of 
an  interagency  professional  education  program  in  national  security,  the 
Office  of  the  Director  of  National  Intelligence  and  the  cabinet  secretaries 
must  develop  a  strategic  plan  that  takes  into  account  that,  unlike  the 
Defense  Department,  the  intelligence  community  and  most  other  national 
security  agencies  lack  the  manpower  to  assign  officers  to  extended  training 
programs  without  suffering  a  drop  in  operational  capability. 

ACTION:  The  National  Security  Professional  Development 
Implementation  Plan  must  meet  its  requirement  to  recruit, 
train,  and  retain  sufficient  national  security  professionals, 
including  at  the  U.S.  national  laboratories. 

The  U.S.  national  laboratories  have  a  critical  need  for  an  influx  of 
new,  highly  trained  personnel.  The  Commission’s  interviews  with  Sec¬ 
retary  of  Energy  Samuel  W.  Bodman  and  other  high-level  officials  of 
the  Department  of  Energy,  Sandia  National  Laboratories,  the  intelli¬ 
gence  community,  and  the  Department  of  Homeland  Security  all 
elicited  concerns  that  the  current  workforce  at  the  national  laborato¬ 
ries  is  aging  and  will  soon  retire. 

According  to  Secretary  of  Defense  Robert  Gates,  “Half  of  our 
nuclear'  lab  scientists  are  over  50  year's  old,  and  many  of  those  under  50 
have  had  limited  or  no  involvement  in  the  design  and  development  of  a 
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nuclear  weapon. ...  By  some  estimates,  within  the  next  several  years, 
three-quarters  of  the  workforce  in  nuclear  engineering  and  at  the  national 
laboratories  will  reach  retirement  age.”  There  are  serious  uncertainties 
about  how  the  government  will  replace  individuals  with  highly  specialized 
skills  as  they  retire,  especially  in  light  of  the  competition  for  these  skills 
from  the  private  sector.  Todays  scientists  do  not  see  the  laboratories  as 
innovative  places  to  work  and  build  challenging  careers.  No  concerted 
effort  has  yet  been  made  to  recruit  the  “next  generation”  workforce — but 
without  that  workforce,  our  long-term  national  security  is  threatened. 

ACTION:  The  implementation  plan  must  ensure  incentives 
for  distributing  experience  in  both  combating  terrorism  and 
combating  WMD.  The  President’s  top  national  security  offi¬ 
cials  should  consider  including  assignments  in  more  than  one 
department  and  agency  as  a  prerequisite  for  advancement  to 
the  National  Security  Council  or  to  department  or  agency 
leadership  level. 

Greater  opportunity  for  education  and  training  is  a  necessary  but 
not  sufficient  condition  for  creating  an  effective  national  security  work¬ 
force  for  the  21st  century.  To  foster  true  interagency  collaboration, 
national  security  officers  from  across  the  government  must  have  the 
experience  of  working  closely  with  colleagues  from  other  agencies. 
The  Department  of  Defense  pursues  this  goal  through  joint  duty 
requirements,  and  a  recent  directive  from  the  DNI  mandated  that 
intelligence  officers  must  serve  a  joint  tour  before  they  are  eligible  for 
promotion  to  senior  service.  But  the  requirement  for  joint  duty  should 
begin  early  in  an  officers  career.  In  addition,  the  U.S.  government 
should  promote  and  fund  advanced  education  in  both  nuclear  science 
and  biology,  as  well  as  joint  training  for  crisis  response,  including  the 
expeditious  and  effective  delivery  of  federal  capabilities  to  state  and 
local  governments  and  to  foreign  partners. 

Global  Ideological  Engagement 

The  United  States  has  been  successful  at  using  its  defense  and  intelli¬ 
gence  resources  to  capture  or  eliminate  individuals  involved  in  al  Qaeda’s 
quest  for  a  WMD  capability.  But  our  nation  has  been  less  successful 
at  using  persuasion  to  deter  terrorist  recruitment  and  indoctrination  of 
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individuals  who  might  someday  use  a  nuclear  or  biological  weapon 
against  Americans  or  our  allies. 

Efforts  to  prevent  terrorist  recruitment  cannot  rely  on  the  same 
predominantly  military  tools  that  are  used  to  capture  or  kill  terrorists 
and  facilitators.  Instead,  the  U.S.  government  must  be  more  creative  in 
developing  “non-kinetic”  measures  to  engage  the  enemy  ideologically. 
U.S.  counterterrorism  strategy  must  effectively  use  the  tools  of  soft 
power  if  we  are  to  prevent  WMD  terrorism.  Doing  so  will  require  cul¬ 
tural  changes  within  the  civilian  foreign  policy  and  national  security 
agencies  similar  to  the  changes  that  have  occurred  within  the  military 
and  the  intelligence  community. 

These  powers  of  persuasion  include,  at  a  minimum,  the  capability 
to  project  targeted  messages  about  Americas  intentions  and  beliefs  in 
support  of  specific  foreign  policy  goals  and  to  undermine  the  terrorists’ 
credibility  and  recruiting  efforts  by  assisting  allied  countries  in  devel¬ 
oping  greater  social  and  economic  stability  at  the  grassroots  level.  To 
be  effective  in  this  undertaking,  the  U.S.  foreign  policy  community 
must  define  its  role  in  our  efforts  to  stop  the  proliferation  and  use  of 
WMD. 

RECOMMENDATION  12:  U.S.  counterterrorism  strategy 
must  more  effectively  counter  the  ideology  behind  WMD  ter¬ 
rorism.  The  United  States  should  develop  a  more  coherent  and 
sustained  strategy  and  capabilities  for  global  ideological  engage¬ 
ment  to  prevent  future  recruits,  supporters,  and  facilitators. 

The  U.S.  foreign  policy  community  needs  to  alter  its  culture  and 
organization  so  that  it  can  work  across  agency  lines  to  make  soft  power  an 
option  just  as  viable  and  effective  as  hard  power.  This  change  is  essential; 
it  should  be  a  top  priority  of  the  next  President  s  foreign  policy  team. 

ACTION:  The  Secretaiy  of  State,  in  conjunction  with  the 
U.S.  Agency  for  International  Development  and  other  depart¬ 
ments,  should  take  the  lead  in  building  an  organic  capability 
within  the  civilian  agencies  of  the  U.S.  government  for  coordi¬ 
nating,  integrating,  and  delivering  foreign  assistance,  public 
diplomacy,  and  strategic  communications.  These  efforts  must 
be  integrated  under  a  single  overarching  strategy. 
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At  present,  such  a  coherent  strategy  is  lacking.  Like  foreign  assis¬ 
tance,  programs  for  public  diplomacy  and  strategic  communications  are 
dispersed  throughout  the  U.  S.  government,  and  they  are  executed  with¬ 
out  coordination  to  ensure  that  they  emphasize  consistent  messages  and 
reinforce  U.S.  policy.  To  remedy  these  weaknesses,  the  Secretary  of 
State  should  develop  an  integrated  strategy  for  global  ideological 
engagement  that  supports  U.S.  foreign  assistance  efforts,  including  a 
government-wide  assessment  of  what  capabilities  are  needed  and  how 
to  create  them  within  civilian  agencies. 

The  Secretary  should  develop  this  strategy  in  close  coordination 
with  the  President’s  senior  advisor  on  WMD  proliferation  and  terror¬ 
ism,  so  that  the  senior  advisor  can  consider  how  global  ideological 
engagement  can  contribute  to  the  overall  effort  to  prevent  WMD  ter¬ 
rorism.  The  Secretary  of  State  should  then  develop  a  process  to  coordi¬ 
nate  this  integrated  strategy,  ensuring  that  consistent  messages 
accompany  all  public  diplomacy  and  foreign  assistance  initiatives.  At 
the  same  time,  the  strategy  should  be  flexible  enough  that  it  can  be  tai¬ 
lored  to  different  regions  and  countries.  The  next  administration 
should  also  consider  how  best  to  reinvigorate  USAID  to  deliver  devel¬ 
opment  and  humanitarian  assistance  in  an  integrated  fashion. 

Communicating  U.S.  values  and  interests  to  a  global  audience  is  a 
major  challenge  in  an  era  of  instantaneous  communications  and 
24-hour  multimedia  news  reporting.  Traditional  vehicles,  such  as  Voice 
of  America  and  Radio  Free  Europe/Radio  Liberty  programming, 
which  once  reached  their  targeted  listeners  only  via  shortwave  radio, 
are  now  available  as  webcasts  and  telecasts,  in  many  different  lan¬ 
guages — and  their  English-language  broadcasts  have  a  wide  global 
audience.  Rut  other  states  and  non-state  interests  are  also  seeking  to 
influence  world  opinion  and  have  moved  swiftly  to  utilize  the  commu¬ 
nications  tools  of  the  21st  century.  China  is  beaming  extensive  pro¬ 
gramming  into  Africa,  in  English,  at  a  time  when  the  U.S.  government 
has  proposed  cutting  the  budgets  for  English-language  broadcasting. 
At  present,  al  Qaeda  is  using  a  full  arsenal  of  media  resources. 

The  United  States  must  develop  a  comprehensive  strategy  for 
implementing  this  crucial  facet  of  its  public  diplomacy — something 
that  is  currently  lacking.  The  Under  Secretary  of  State  for  Public 
Diplomacy  and  Public  Affairs  should  design  and  implement  a  strategic 
communications  plan  to  support  global  ideological  engagement  and 
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buttress  deterrence.  The  aim  of  this  strategy  should  be  to  create  a 
sense  of  revulsion  against  the  idea  of  WMD  terrorism,  conveying  the 
message  that  it  is  in  everyone’s  interest  to  prevent  groups  like  al  Qaeda 
from  acquiring  such  weapons.  The  President  should  engage  foreign 
partners,  especially  in  Muslim  countries,  and  stress  that  al  Qaeda’s 
acquisition  and  use  of  WMD  would  be  a  catastrophe  for  all  mankind. 

In  addition,  the  strategic  communications  plan  should  work  to 
reframe  Cold  War  deterrence  strategy  to  address  21st-century  threats. 
Public  diplomacy  and  strategic  communications  can  help  promote  aware¬ 
ness  and  cooperation  internationally  and  in  the  private  sector  (industry 
and  academia),  especially  regarding  the  prevention  of  bioterrorism  and 
the  misuse  of  biotechnology.  The  deterrence  strategy  should  make  clear' 
to  smugglers  and  facilitators  that  trafficking  in  WMD  materials,  technolo¬ 
gies,  or  expertise  is  a  redline.  If  they  cross  it,  they  will  unite  nations  against 
them,  resulting  in  the  total  disruption  of  their  operations.  Terrorist  groups 
can  be  deterred  if  they  believe  that  a  particular'  weapon  or  tactic  is  likely 
to  fail — and  also  if  they  become  convinced  that  even  if  they  have  short¬ 
term  success,  the  people  whose  support  they  most  desire  will  turn  vehe¬ 
mently  against  them.  This  should  be  another  important  tool  in  our  efforts 
to  halt  terrorist  efforts  to  obtain  WMD. 

As  part  of  this  plan,  the  President  should  expand  the  declaratory 
policy  that  threatens  harsh  retaliation  against  any  state  that  assists  a  ter¬ 
rorist  group  in  acquiring  and  using  a  WMD.  This  declaratory  policy 
would  mention  possible  retaliatory  options  and  should  be  aligned  with 
public  statements  and  strategic  communications,  such  as  high-level 
discussions  with  foreign  leaders.  For  the  policy  to  be  credible,  how¬ 
ever,  the  United  States  must  demonstrate  effective  nuclear  and  biolog¬ 
ical  attribution  capabilities. 

The  United  States  should  fight  violent  extremist  ideology  with  the 
same  commitment  with  which  it  contained  Communist  ideology.  This 
commitment  should  include  the  application  of  cultural  and  ideological 
pressure  at  all  points  of  the  globe  to  counteract  terrorist  violence  and 
nihilism. 
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In  personal  preparedness,  each  individual  can  make  a  huge  differ¬ 
ence,  It  is  really  an  area  where  you  can  empower  the  individual. 

— Secretary  of  Homeland  Security  Michael  Chertoff 

Tom  Brokaw  was  doing  his  homework  in  early  September  2008, 
reviewing  his  old  calendar's  and  personal  documents.  As  the  former 
managing  editor  and  anchor  of  NBC  Nightly  News,  he  had  long  estab¬ 
lished  a  rule  that  he  would  cover  the  news  but  not  make  it.  But  he 
decided  to  break  that  rule.  He  agreed  to  testify  at  the  Commissions 
hearing  in  New  York  City  because  he  wanted  to  provide  a  detailed  per¬ 
sonal  narrative  of  how  events  unfolded  in  2001,  when  two  of  his  assis¬ 
tants  came  in  contact  with  a  white  powder  that  spilled  out  of  two 
envelopes  that  had  come  in  the  mail,  addressed  to  him.  His  testimony 
was  riveting  as  he  walked  us  through  the  weeks  of  wrong  guesses  and 
misdiagnoses  before  medical  authorities  realized  that  his  two  assis¬ 
tants  were  victims  of  cutaneous  anthrax.  Brokaw  s  assistants  eventually 
recovered  but  his  story  was  an  example  of  the  destructive  power  of 
anthrax  when  used  as  a  weapon. 

But  there  was  something  else  that  Brokaw  did  before  appearing  at 
our  hearing  that  produced  an  insight  eveiy  bit  as  valuable.  It  high¬ 
lighted  why  our  Commission  concluded  that  this  section  on  the  need  to 
inform  and  empower  citizens  was  a  fitting  way  to  end  our  report. 

Tom  Brokaw  told  us  he  wanted  to  see  just  what  the  U.S.  govern¬ 
ment  has  done  since  2001  to  better  inform  citizens  about  attacks  from 
this  specific  weapon  of  mass  destruction: 

So  I  thought  I  would  check  [the]  Homeland  Security  website 
before  I  came  down  here  today.  I  typed  in  “anthrax  attack.”  I 
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got  a  keynote  address  by  the  assistant  secretary  of  health  on  the 
meaning  of  an  anthrax  attack,  remarks  by  the  Homeland  Sec¬ 
retary  Michael  Chertoff,  a  testimony  by  a  physician  before  the 
House  of  Representatives,  testimony  of  an  assistant  secretary 
chief  medical  officer  about  how  a  prophylaxis  program  will  be 
initiated  early  to  reduce  the  economic  impact  of  anthrax.  I  got 
almost  no  information  that  would  be  useful  [to]  me  in  that  cul¬ 
ture  of  chaos  if  I  needed  help  to  find  out  where  I  go,  what  it 
looks  like,  and  what  the  next  course  of  action  should  be. 

A  well-informed  and  mobilized  citizenry  has  long  been  one  of  the 
United  States’  greatest  resources.  While  much  of  this  report  has 
focused  on  what  the  U.S.  government  must  do  to  prevent  the  use  of 
weapons  of  mass  destruction,  it  is  also  important  to  recognize  the  con¬ 
tribution  that  all  Americans  can  make  in  preventing  such  an  attack 
against  our  country. 

Faced  with  a  serious  problem  of  homegrown  terrorism,  the  United 
Kingdom  has  come  to  recognize  the  untapped  power  of  the  British 
people  in  countering  radicalization.  During  a  meeting  with  our  Com¬ 
mission,  a  senior  Scotland  Yard  official  succinctly  expressed  the  British 
law  enforcement  agency’s  conclusion:  “Communities  defeat  terrorism.” 

The  British  government  has  embraced  the  reality  that  the  public 
can  represent  a  vast  early  warning  network.  Cooperative  relationships 
between  citizens  and  law  enforcement  are  becoming  a  major  weapon 
in  combating  terrorism  and  radicalization  in  the  United  Kingdom.  The 
United  States  has  much  to  learn  from  the  British  example.  A  concerted 
effort  is  needed  to  involve  the  American  public  in  prevention  efforts. 
This  effort  should  start  by  developing  a  public  education  program  that 
goes  well  beyond  the  vague  admonition  to  report  “suspicious  activi¬ 
ties.”  The  public  must  be  made  aware  of  what  activities  are  suspicious 
and  of  their  responsibility  to  inform  authorities. 

The  public  must  also  be  prepared  for  its  role  in  responding  to  a 
potential  WMD  attack.  Citizens  must  be  educated  about  what  they 
should  expect  from  their  government  in  such  a  crisis — and  what  gov¬ 
ernment  expects  from  them  in  the  form  of  advance  preparation  and 
responsible  action.  If  we  show  potential  terrorists  that  we  are  ready — 
as  a  community  and  as  a  nation — then  they  are  less  likely  to  believe 
that  their  attack  can  achieve  all  of  its  destructive  goals. 
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RECOMMENDATION  13:  The  next  administration  must 
work  to  openly  and  honestly  engage  the  American  citizen, 
encouraging  a  participatory  approach  to  meeting  the  chal¬ 
lenges  of  the  new  century. 

The  Commission  believes  there  are  several  specific  actions  that  the 
United  States  should  undertake  to  implement  this  recommendation. 

ACTION:  The  federal  government  should  practice  greater 
openness  of  public  information  so  that  citizens  better  under¬ 
stand  the  threat  and  the  risk  this  threat  poses  to  them. 

Although  the  Commission  did  find  relevant  government-created 
content  regarding  anthrax  on  the  website  of  the  Centers  for  Disease 
Control  and  Prevention,  it  is  clear  from  Brokaw’s  testimony  that  more 
must  be  done  to  educate  the  public  regarding  what  information  is 
available  and  where  to  find  it.  Of  course  the  information  should  be  eas¬ 
ily  accessible.  In  the  event  of  an  attack,  quick  access  to  information  can 
save  untold  lives.  The  government  would  be  well  served  to  have  ready¬ 
made  messages,  adaptable  to  the  circumstances  of  any  specific  event, 
available  for  swift  distribution  following  an  attack.  Such  messages 
could  be  delivered  by  government  officials;  natural  social  networks, 
such  as  schools  and  churches;  and  the  media,  including  the  Internet. 

The  Department  of  Homeland  Security’s  use  of  color-coded  threat 
levels  was  well  intentioned,  but  it  has  resulted  in  highly  simplistic  repre¬ 
sentation  of  the  nation’s  risk.  Citizens  are  often  confused  by  the  meaning 
of  changes  in  threat  levels  and  do  not  know  what  actions  they  should  take 
in  response.  If  such  an  advisory  system  is  continued  in  the  next  adminis¬ 
tration,  changes  in  threat  levels  should  be  accompanied  by  explanatory 
statements  and  by  recommendations  of  appropriate  actions. 

ACTION:  The  next  administration  should,  as  a  priority,  work 
with  a  consortium  of  state  and  local  governments  to  develop  a 
publicly  available  checklist  of  actions  each  level  of  govern¬ 
ment  should  take  to  prevent  or  ameliorate  the  consequences 
of  WMD  terrorism.  Such  a  checklist  could  be  used  by  citizens 
to  hold  their  governments  accountable  for  action  or  inaction. 
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Responsibility  for  preventing  a  WMD  attack  is  not  limited  to  the  fed¬ 
eral  government;  state  and  local  governments  have  a  critical  role  to  play  in 
helping  to  protect  the  nation.  The  next  administration  should  work  with  a 
representative  group  of  state  and  local  governments  to  develop  a  simple 
checklist  of  steps  for  them  to  improve  their  ability  to  prevent  such  attacks. 
This  checklist  should  be  developed  within  the  first  six  months  of  the  next 
administration,  and  it  should  be  made  publicly  available  to  enable  citizens 
to  hold  their  state  and  local  governments  accountable. 

For  instance,  such  a  checklist  should  include  adequate  support  for 
first  responders  and  public  health  units.  It  might  expand  in  metropoli¬ 
tan  areas  to  funding  for  local  police  departments  to  ensure  participa¬ 
tion  on  local  FBI-led  Joint  Terrorism  Task  Forces.  These  task  forces 
serve,  in  effect,  as  the  operational  arm  of  domestic  counterterrorism 
efforts,  and  state  and  local  participation  is  vital  to  ensuring  their  suc¬ 
cess.  Yet  statements  during  Commission  interviews  and  hearings  made 
clear  that  the  further  local  governments  are  removed  in  time  from  Sep¬ 
tember  11,  2001,  and  the  more  distant  they  are  from  New  York  and 
Washington,  D.C.,  the  less  priority  they  give  to  counterterrorism. 

The  Commission  recognizes  that  many  state  and  local  governments 
are  currently  under  enormous  financial  pressure.  However,  such  chal¬ 
lenges  cannot  be  allowed  to  increase  our  nation  s  vulnerability  to  another 
attack.  A  checklist  will  give  citizens  a  meaningful  metric  to  evaluate  their 
state  and  local  governments’  counterterrorism  efforts,  and  though  it  may 
not  ensure  that  minimum  capabilities  are  maintained,  it  will  help  Ameri¬ 
cans  understand  the  consequences  of  inadequate  preparation. 

ACTION:  The  federal  government  should  seek  to  strengthen 
its  ties  with  immigrant  and  second-generation  populations, 
especially  from  the  Middle  East  and  Asia,  to  encourage  greater 
engagement  and  investment  by  private  U.S.  citizens  in  improv¬ 
ing  the  civil  and  cultural  institutions  of  foreign  partners. 

The  United  States  is  a  nation  of  immigrants,  but  the  U.S.  govern¬ 
ment  is  often  slow  to  use  this  enormous  asset  when  developing  and 
implementing  foreign  outreach  and  assistance.  A  multitude  of  ethnic 
cultural  and  professional  societies  thrive  within  the  United  States  and 
provide  direct  links  to  foreign  countries.  Given  these  resources,  the 
government  should  engage  immigrant  groups  and  second-  and  third- 
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generation  citizens  in  supporting  U.S.  foreign  assistance  and  institution¬ 
building  efforts.  These  populations  are  often  appreciative  of  the  oppor¬ 
tunities  available  to  them  in  the  United  States  and  are  supportive  of 
U.S.  government  efforts  to  improve  conditions  in  the  countries  of  their 
or  their  family’s  origin.  Yet  as  one  senior  official  acknowledged  to  the 
Commission,  “We  simply  haven’t  asked  them  to  help.” 

Such  informal  assistance  and  engagement  programs  have  the 
added  benefit  of  directly  supporting  other  recommendations  made  by 
the  Commission,  especially  the  recommendation  to  improve  global 
ideological  engagement.  Immigrant  or  second-  and  third-generation 
populations  are  likely  seen  as  more  credible  spokespeople  than  are 
representatives  of  the  U.S.  government. 

ACTION:  As  a  priority  of  the  next  administration,  the  Secre¬ 
tary  of  Homeland  Security  should  release  a  set  of  recommen¬ 
dations  on  which  citizens  can  act  to  improve  preparedness 
against  potential  WMD  attacks.  Such  recommendations  could 
range  from  following  the  Red  Cross  disaster  preparedness 
guidelines  to  encouraging  their  workplaces  and  children’s 
schools  to  prepare  emergency  plans. 

There  are  simple  steps  that  most  individuals  can  take  to  mitigate  the 
consequences  of  an  attack — even  a  WMD  attack.  By  demonstrating  that 
they  could  reduce  at  a  national  level  the  potential  damage  and  lasting 
effects  caused  by  an  attack,  citizens  might  convince  a  terrorist  organiza¬ 
tion  that  pursuing  such  an  attack  was  not  worth  the  effort  and  thus  deter  it. 

The  Department  of  Homeland  Security,  through  its  Ready.gov 
program,  has  sought  to  outline  steps  that  Americans  can  take  to  pre¬ 
pare  for  potential  attacks.  This  effort  has  received  considerable  criti¬ 
cism,  however,  both  because  communications  during  the  initial  rollout 
were  poor  and  because  the  advice  was  too  simplistic.  The  recommen¬ 
dations  to  purchase  plastic  sheeting  and  duct  tape  were  roundly 
ridiculed,  and  in  this  critical  first  engagement  with  the  public  DHS  lost 
credibility.  Now,  more  than  seven  years  since  the  9/11  attacks,  the  pub¬ 
lic  has  also  grown  complacent. 

The  next  administration  has  a  chance  to  reengage  the  public  in  estab¬ 
lishing  a  culture  of  preparedness.  Within  the  first  six  months,  the  next  Sec¬ 
retary  of  Homeland  Security,  building  on  the  wide  range  of  knowledge 
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located  in  think  tanks,  state  and  local  governments,  universities,  and  other 
centers  of  expertise,  should  release  a  set  of  clear  and  specific  actions  that 
citizens  can  take  to  improve  their  preparedness  for  WMD  attacks. 

ACTION:  Like  the  government,  citizens  should  transform 
their  involvement  to  meet  the  challenges  of  the  21st  century. 
This  includes  holding  political  leaders  accountable  for  the  per¬ 
formance  of  the  government  in  countering  emerging  threats. 

Elsewhere  in  this  report  are  recommendations  for  how  Congress 
should  reform  to  meet  the  challenges  of  this  new  security  environ¬ 
ment.  While  mandating  at  least  two  sweeping  reforms  of  the  executive 
branch,  Congress  has  failed  to  substantively  act  on  any  recommenda¬ 
tions  to  reform  itself.  No  other  branch  of  government  has  the  authority 
to  compel  Congress  to  evolve  to  meet  new  challenges.  Ultimately,  the 
greatest  stimulus  of,  and  check  on,  the  actions  of  Congress  remains  the 
American  people. 


O  O  O 

On  the  day  before  the  seventh  anniversary  of  the  infamous  terrorist 
attacks  on  America’s  homeland,  our  Commission  convened  a  public 
hearing  in  New  York  City.  We  marked  the  day,  September  10,  2008,  by 
hearing  first  from  one  whose  family  suffered  a  grievous  loss  in  the 
attacks — Carie  Lemack,  a  founder  of  Families  of  September  11.  Then 
we  heal'd  from  witnesses  who  shared  insights  that  came  from  their 
work  in  government,  the  media,  academia,  and  law  enforcement.  It 
was  well  into  the  day  when  Commissioner  Raymond  Kelly  of  the  New 
York  City  Police  Department  testified.  And  in  his  presentation,  he 
summed  up  with  poignancy  and  urgency  the  challenge  facing  us  all 
today — globally,  nationally,  locally,  and  in  the  one  role  we  all  share,  as 
concerned  citizens. 

“Whether  it’s  fixing  gaping  holes  in  regulation,  securing  loose 
nuclear  materials  abroad,  or  fully  funding  programs  here  at  home  that 
represent  our  last  line  of  defense,  we  have  absolutely  no  time  to  lose,” 
Commissioner  Kelly  told  the  Commission.  “Everything  we  know  about 
al  Qaeda  tells  us  they  will  tiy  to  hit  us  again,  possibly  the  next  time  with 
a  weapon  of  mass  destruction.  We  must  do  everything  in  our  power  to 
stop  them  before  it’s  too  late.” 
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Review  of  Implementation  of 
the  Baker-Cutler  Report 


Background 

A  Report  Card  on  the  Department  of  Energy’s  Nonproliferation  Programs  with 
Russia — perhaps  better  known  as  the  Baker-Cutler  report — was  released  in 
January  2001.  It  reflected  the  findings  of  a  task  force  established  by  Secretary 
of  Energy  Bill  Richardson  and  co-chaired  by  former  Senate  Majority  Leader 
Howard  Baker  and  former  White  House  Counsel  Lloyd  Cutler  that  was  tasked 
to  "review  and  assess  DOE's  nonproliferation  programs  in  Russia  and  make 
recommendations  for  their  improvement.”  The  Implementing  Recommenda¬ 
tions  of  the  9/11  Commission  Act  of  2007  directs  this  Commission  to  reassess 
and,  where  necessary,  update  the  Baker-Cutler  report  and  examine  how  effec¬ 
tively  its  recommendations  have  been  implemented.  This  appendix  addresses 
that  legislative  requirement.  Part  I  examines  Baker-Cutler  recommendations 
and  their  implementation;  part  II  reviews  key  programs  designed  to  address 
nuclear  security  concerns  in  Russia,  as  administered  by  the  Department  of 
Energy  through  the  National  Nuclear  Security  Administration  (NN SA). 

Part  I:  Assessment 

The  Baker-Cutler  report  found  that  (1)  the  danger  that  nuclear  weapons  or 
weapons-usable  material  in  Russia  could  be  stolen  and  sold  to  terrorists  or  a 
hostile  nation  was  the  most  urgent  and  unmet  national  security  threat  to  the 
United  States;  (2)  the  budget  levels  for  DOE’s  programs  were  inadequate  and 
management  of  cooperative  nonproliferation  programs  across  the  U.S.  govern¬ 
ment  too  diffuse;  and  (3)  the  U.S.  government  needed  to  “develop  an 
enhanced  response  proportionate  to  the  threat.” 

Each  of  these  findings  were  addressed  by  the  Department  of  Energy. 
Recognizing  the  risks  from  undersecured  nuclear  materials  in  Russia,  DOE 
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accelerated  efforts  to  better  secure  that  material.  The  department  also 
increased  the  budget  for  these  and  related  efforts  and,  in  recognition  of  the 
gravity  of  the  threat,  initiated  a  number  of  programs  to  complement  nuclear 
materials  security  efforts. 

The  Baker-Cutler  report  specified  six  steps  to  be  taken,  calling  on  the 
United  States  to: 

•  Formulate  a  strategic  plan  to  secure  and/or  neutralize  in  the 
next  eight  to  ten  years  all  nuclear  weapons-usable  material  located 
in  Russia  and  to  prevent  the  outflow  from  Russia  of  scientific 
expertise  that  could  be  used  for  nuclear  or  other  weapons  of  mass 
destruction; 

•  Identify  specific  goals  and  measurable  objectives  within  the 
strategic  plan  and  associated  budgets  for  each  program,  as  well  as 
provide  criteria  for  success  and  an  exit  strategy; 

•  Accelerate  the  pace  and  increase  funding  for  specific  programs 
in  coordination  with  the  strategic  plan; 

•  Reach  agreement  with  the  Russian  Federation  at  the  highest  level  on 
acceptable  measures  for  transparency  and  access; 

•  Improve  coordination  within  the  U.S.  Government  by  establishing  a 
high-level  leadership  position  in  the  White  House;  and 

•  Focus  public  and  congressional  attention  on  this  critical  issue. 

The  reports  principal  recommendation — that  a  comprehensive  strategic 
plan  be  formulated  to  address  concerns  over  nuclear  materials  in  Russia  and 
stem  the  flow  of  expertise — was  not  implemented.  However,  the  spirit  of  the 
Baker-Cutler  recommendations — which  aimed  primarily  at  expanding  and 
accelerating  activity  to  secure  nuclear  materials  in  Russia — was  clearly  fol¬ 
lowed,  accelerated  significantly  by  the  2005  Bratislava  Nuclear  Security  Initia¬ 
tive.  One  concern  is  that  the  program  has  not  had  access  to  all  the  sites  in 
Russia  where  sensitive  materials  are  stored,  and  it  has  proved  difficult  to  get  a 
comprehensive  accounting  from  Russia  of  all  its  sites  and  facilities. 

The  United  States  also  funded  programs  to  reduce  the  prospect  of  scien¬ 
tist  migration,  the  second  principal  substantive  objective  of  the  Baker-Cutler 
report.  Yet  the  successes  of  these  programs,  though  considerable,  proved  hard 
to  quantify;  and  over  time,  changes  were  made  as  the  security  environment 
evolved.  One  of  DOE’s  two  programs  (the  Nuclear  Cities  Initiative)  was  elimi¬ 
nated.  The  other,  the  Initiatives  for  Proliferation  Prevention  (IPP),  remains 
active  but  at  lower  funding  levels  than  in  the  past. 

The  paragraphs  below  summarize  the  Commission’s  conclusions  on  the 
other  steps  called  for  by  the  Baker-Cutler  report. 
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DOE  has  developed  specific  goals  and  objectives  for  its  programs  in  Rus¬ 
sia  and  the  republics  of  the  former  Soviet  Union,  as  well  as  metrics  for  gauging 
success  and  determining  program  budgets. 

The  funding  and  pace  of  activity  in  Russia  have  increased.  Program-level 
strategic  plans,  though  not  specifically  a  product  of  the  Baker-Cutler  recom¬ 
mendation,  are  regularly  developed,  updated,  and  justified  to  senior  manage¬ 
ment  as  part  of  the  DOE  planning  process.  But  no  government-wide  strategic 
plan  has  been  formulated  to  guide  the  department’s  activities  in  detail. 

The  record  on  the  development  of  “exit  strategies”  is  mixed.  The  funda¬ 
mental  mission  in  Russia — to  secure  nuclear  materials  there  and  transfer 
responsibility  for  maintaining  nuclear  security  upgrades  to  Russia — has  a  clear 
end  date  mandated  by  Congress  (2013),  and  it  appears  that  this  deadline  will 
be  met.  Other  programs,  such  as  efforts  to  facilitate  the  shut  down  of  Russia’s 
plutonium  producing  reactors,  are  also  on  track  to  complete  their  work.  How¬ 
ever,  programs  such  as  DOE’s  efforts  to  engage  nuclear  scientists  in  civilian 
pursuits  do  not  have  clearly  defined  end  points,  although  they  have  changed 
their  approach  to  address  threats  as  they  are  evolving.  Nonetheless,  the  scien¬ 
tist  engagement  program  would  do  well  to  further  refine  its  definition  of  suc¬ 
cess  and  to  ensure  that  its  long-term  objectives  are  commensurate  with  threat 
projections. 

No  White  House-level  coordination  position  has  yet  been  established  (as 
discussed  in  more  detail  in  the  body  of  this  report).  A  senior  advisor  on  WMD 
proliferation  and  terrorism  could  help  augment  and  elevate  public  awareness 
of  what  the  government  is  doing  in  this  area.  Currently,  information  is  dissemi¬ 
nated  through  the  speeches,  testimony,  and  public  outreach  efforts  of  DOE. 

Programs  to  address  plutonium  in  Russia — by  facilitating  the  shut¬ 
down  of  reactors  still  producing  it  and  by  disposing  of  34  metric  tons  of  the 
material — are  now  on  track.  A  significant  amount  of  Russia’s  excess  highly 
enriched  uranium  (HEU)  is  being  eliminated,  consistent  with  the  Baker- 
Cutler  objectives.  At  the  same  time,  efforts  are  just  now  getting  under  way  to 
undertake  feasibility  studies  on  converting  Russian  civilian  research  reactors 
from  HEU  to  low-enriched  uranium  (LEU).  The  United  States  must  urge 
Russia  to  accelerate  this  conversion  and  to  work  with  the  United  States  on  a 
plan  to  make  additional  HEU  available  for  blend-down  (processing  into  a  less- 
enriched  form). 

As  a  means  to  reduce  U.S.  costs,  the  Baker-Cutler  report  encouraged  the 
U.S.  government  to  press  other  nations  to  contribute  to  threat  reduction  pro¬ 
grams  in  Russia.  Shortly  after  the  report  was  released,  the  G-8  Global  Partner¬ 
ship,  which  committed  G-8  and  European  Union  states  to  contributing  $20 
billion  over  10  years  for  threat  reduction  programs  in  Russia,  was  established. 
Half  of  this  amount  would  come  from  the  United  States,  and  DOE  programs 
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are  counted  toward  the  U.S.  share.  The  goal  is  close  to  being  met.  Among  the 
principal  contributors  are  Canada,  Japan,  other  G-8  nations,  and  the  European 
Union.  In  addition,  the  National  Nuclear  Security  Administration  has  received 
more  than  $45  million  in  international  contributions  and  pledges  from  seven 
countries.  DOE/NNSA  also  has  several  cost-sharing  partnerships  in  place  that 
involve  both  monetary  and  in-kind  contributions  (equipment  and  training) 
from  more  than  20  countries. 

Sustainability  is  a  concern,  however.  Russia  has  not  fully  committed  to 
increase  resources  for  nuclear  security  upgrades  as  U.S.  efforts  come  to  com¬ 
pletion,  or  taken  steps  to  ensure  that  an  adequate  security  culture  will  be  in 
place  in  Russia  after  U.S.  programs  have  ended.  Russia’s  budgets  to  implement 
and  sustain  physical  protection  and  security  upgrades  at  both  the  site  and 
national  levels  are  unknown,  because  Russia  has  not  created  a  comprehensive 
baseline  inventory,  there  are  no  reliable  and  comprehensive  national  account¬ 
ing  systems  to  monitor  fissile  material  in  Russia.  Russia  and  NNSA  are  working 
together  to  build  a  federal  database  to  track  its  proliferation-attractive  nuclear 
material. 

Overall,  substantial  progress  has  been  made  since  2001  in  meeting  the 
essential  objectives  in  Russia  articulated  in  the  Baker-Cuter  report.  At  the 
same  time,  there  is  ample  opportunity  for  further  progress.  Securing  Russian 
warheads  and  material  must  remain  a  priority.  Without  a  solid  and  transparent 
commitment  by  Russia  to  maintain  the  level  of  security  that  has  been  imple¬ 
mented,  the  existing  achievements  are  imperiled.  It  is  important  that  the 
United  States  and  Russia  strengthen  partnerships  to  secure  and  eliminate  dan¬ 
gerous  nuclear  material,  convert  Russia's  civil  nuclear  reactors  from  the  use  of 
HEU  to  LEU,  and  negotiate  a  transparency  regime  to  support  plutonium  dis¬ 
position  (discussed  below).  In  addition,  securing  Russia’s  borders  and  engaging 
scientists  at  targeted  facilities  in  Russia  in  civilian  pursuits  should  remain  prior¬ 
ity  objectives.  As  the  Baker-Cutler  report  emphasized,  these  efforts  must  be 
coordinated  within  the  U.S.  government  to  ensure  maximum  efficiency  and 
effectiveness  as  the  programs  adapt  to  new  challenges  and  as  the  United  States 
and  Russia  shift  from  having  a  donor-recipient  relationship  to  being  partners. 

Next  Steps — “Updating”  Baker-Cutler 
Looked  at  narrowly — in  terms  only  of  U.S.  nuclear  security  programs  in 
Russia — the  Baker-Cutler  report  has  no  need  to  be  “updated.”  What  is  more 
important,  as  discussed  in  the  section  of  our  report  titled  “Nuclear  Prolifera¬ 
tion  and  Terrorism,”  is  that,  in  effect,  a  new  Baker-Cutler  be  undertaken  in  the 
form  of  a  broad  strategic  review  of  cooperative  nuclear  security  programs 
and  nuclear  security  challenges  worldwide,  which  include  remaining  work  in 
Russia. 
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As  discussed  in  the  text  of  this  report,  the  Commission  recommends  that 
the  next  President  conduct  a  bottom-up  review  of  all  threat  reduction  pro¬ 
grams  in  the  former  Soviet  Union  (FSU)  and  throughout  the  world,  to  ensure 
that  they  are  being  implemented  as  effectively  as  possible,  and  that  a  strategy 
for  addressing  potential  gaps  in  coverage  be  articulated.  This  assessment 
should  identify  programs  that  play  a  critical  role  worldwide  and  could  be 
expanded;  in  addition,  it  should  identify  programs  that  may  have  achieved  their 
objectives  or  outlived  their  usefulness  and  could  therefore  be  reduced,  reori¬ 
ented,  or  eliminated.  In  weighing  the  possible  expansion  of  programs  to  other 
nuclear  weapons  states,  this  review  needs  to  evaluate  the  openness  of  such 
states  to  U.S.  or  international  assistance.  Finally,  the  review  needs  to  assess 
what  Russia  may  be  willing  to  do  in  cooperation  with  the  United  States,  partic¬ 
ularly  with  respect  to  cost  sharing,  given  its  new,  more  active  role  in  inter¬ 
national  affairs  and  the  improvements  in  its  economic  status  in  the  years  since 
the  Baker-Cutler  report  was  produced. 

Part  II:  Review  and  Assessment 
of  Relevant  Programs 

Key  programs  evaluated  by  the  Baker-Cutler  commission  included 

•  The  Material  Protection,  Control,  and  Accounting  (MPC&A)  Pro¬ 
gram,  which  secures  nuclear  weapons  and  materials  in  Russia. 

•  The  Highly  Enriched  Uranium  (HEU)  Purchase  Agreement  and 
Transparency  Implementation  Program,  which  is  blending  down  500 
metric  tons  ol  HEU  from  Russia’s  weapons  programs  into  fuel  for 
use  in  the  United  States. 

•  The  Russian  Plutonium  Disposition  Program,  which  commits  the 
United  States  and  Russia  to  each  eliminate  34  metric  tons  of  pluto¬ 
nium  declared  in  excess  of  defense  requirements. 

•  The  Second  Line  of  Defense  (SLD)  program,  which  combats  illicit 
trafficking  of  nuclear  material  and  related  equipment  across  Russia’s 
borders. 

•  The  Initiatives  for  Proliferation  Prevention  (IPP)  Program  and  the 
Nuclear  Cities  Initiative  (NCI),  which  implemented  DOE’s  scientist 
engagement  efforts  (the  programs  were  brought  under  common 
management  in  2002;  NCI  projects  in  Russia’s  closed  nuclear  cities 
ended  in  2005,  and  the  program  was  not  renewed). 
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Material  Protection,  Control,  and  Accounting 

The  Baker-Cutler  report  noted  that  only  a  modest  fraction  of  weapons-usable 
material  had  received  comprehensive  security  upgrades,  that  disputes  over 
access  and  transparency  were  undermining  the  broader  context  of  coopera¬ 
tion,  that  no  program  was  in  place  to  sustain  the  work  already  done,  and  that  a 
comprehensive  testing  and  assessment  program  still  awaited  implementation. 

Since  the  publication  of  the  report,  the  MPC&A  program,  in  close  coordi¬ 
nation  with  the  Department  of  Defense,  has  accelerated  U.S.  cooperation  with 
Russia  on  nuclear  security.  In  February  2005,  the  United  States  and  Russia 
signed  the  Bratislava  Nuclear  Security  Initiative,  which  for  the  first  time 
included  a  comprehensive  plan  for  cooperation  on  security  upgrades  of  Russian 
nuclear  facilities  at  Federal  Atomic  Energy  Agency  (Rosatom)  and  Ministry  of 
Defense  sites.  The  MPC&A  program  is  on  track  to  complete  these  upgrades  by 
the  end  of 2008. 

Including  sites  added  after  the  Bratislava  Initiative  was  signed,  the  total 
scope  of  the  MPC&A  program  now  comprises  73  Russian  nuclear  warhead 
sites  (65  upgraded  by  the  end  of  fiscal  year  2008)  and  224  buildings  containing 
nuclear  material  in  Russia  and  other  former  Soviet  countries  (181  complete  as 
of  the  end  of  FY  2008).  While  the  precise  number  of  sites  containing  nuclear 
material  is  not  clear,  these  are  believed  to  include  the  vast  majority  of  overall 
sites.  In  the  National  Defense  Authorization  Act  of  2003,  Congress  mandated 
that  all  responsibility  for  nuclear  security  work  in  Russia  be  transferred  over  to 
the  Russian  Federation  by  January  1,  2013.  The  MPC&A  program  expects  to 
complete  all  security  upgrades  in  Russia  in  2012. 

Consistent  with  the  Baker-Cutler  recommendations,  MPC&A  has  made 
considerable  progress  in  consolidating  nuclear  materials  in  fewer  facilities.  For 
example,  the  MPC&A  program  has  eliminated  special  nuclear  material  (SNM) 
from  25  buildings  at  civilian-sector  sites,  including  the  removal  of  all  highly 
enriched  uranium  from  one  civilian-sector  site  entirely.  However,  many  Russian 
nuclear  sites  are  apparently  reluctant  to  give  up  nuclear  material,  either  because 
they  plan  to  restart  dormant  research  and  operations  activity  or  because  they 
wish  to  retain  the  prestige  and  worker  benefits  associated  with  a  nuclear  mission. 

In  2007  the  MPC&A  program  developed  a  Joint  Sustainability  Plan,  signed 
by  U.S.  and  Russian  government  officials,  which  requires  Rosatom  to  sustain 
U.S. -provided  physical  protection  upgrades  installed  over  the  past  14  years.  The 
plan  contains  seven  Sustainability  Principles  that  outline  at  both  the  industry 
and  site  level  the  fundamental  elements  of  sustainability — covering  human 
resources,  finances,  and  maintenance.  NNSA  and  Rosatom  are  now  developing 
a  Joint  Transition  Plan,  which  will  set  forth  estimated  dates  for  completing  the 
transfer  of  sustainability  activities  to  Russian  control.  This  plan  will  identify  sus- 
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tainability  requirements  for  each  site  and  establish  timelines  for  the  transfer  of 
financial  responsibility;  NNSA  continues  to  seek,  but  has  not  received,  commit¬ 
ments  from  Rosatom  to  increase  funding  for  site-  and  national-level  MPC&A 
activities  as  part  of  the  transition  process. 

Highly  Enriched  Uranium  Transparency 

NNSA  expects  to  complete  the  blending  down  of  500  metric  tons  of  Russia’s 
HEU  by  2013.  However,  Russia  has  shown  little  interest  in  continuing  the  pro¬ 
cess  beyond  that  amount,  in  part  because  it  believes  that  it  may  be  able  to  get  a 
better  price  for  its  downblended  HEU  from  other  countries.  Legislation 
recently  proposed  by  Senator  Pete  Domenici  would  improve  Russia’s  access  to 
the  U.S.  market,  on  the  condition  that  Moscow  blend  down  additional  HEU 
beyond  the  500  metric  tons  already  agreed.  The  Commission  believes  that  this 
is  a  sensible  approach. 


Russian  Plutonium  Disposition 

The  September  2000  Plutonium  Management  and  Disposition  Agreement 
(PMDA)  committed  the  United  States  and  Russia  to  each  dispose  of  34  metric 
tons  of  plutonium,  but  a  number  of  obstacles  slowed  their  progress.  These 
included  a  disagreement  over  the  path  for  disposing  of  the  material,  the  liabil¬ 
ity  of  contractors  working  in  the  Russian  Federation,  financing,  and  the  lack  of 
a  monitoring  regime  to  provide  confidence  that  the  program  would  not  lead  to 
proliferation. 

Over  time,  most  of  these  issues  were  resolved;  in  November  2007,  the 
United  States  and  Russia  agreed  on  a  plan  for  Russia  to  dispose  of  the  34  metric 
tons  of  its  plutonium  as  mixed  oxide  (MOX)  fuel  in  Russia’s  fast  reactors — the 
BN-600  and  the  BN-800,  which  is  currently  under  construction.  Russia  has  also 
pledged  to  bear  most  of  the  cost  and  could  begin  disposing  of  its  plutonium  by 
2012.  Under  this  plan,  the  U.S.  contribution  is  capped  at  $400  million.  Both  the 
United  States  and  Russia  plan  to  complete  disposition  of  till  68  metric  tons  of 
plutonium  between  2035  and  2040.  This  schedule,  subject  to  congressional 
funding,  takes  into  account  both  the  time  needed  to  construct  facilities  in  Russia 
and  the  United  States  and  the  time  needed  to  actually  dispose  of  the  material. 

One  unresolved  issue  concerns  the  establishment  of  a  monitoring  and 
inspection  regime.  For  years  efforts  have  been  made  to  negotiate  such  a 
regime,  but  Russian  concerns  over  transparency  and  access  have  prevented  an 
agreement  from  being  reached. 

Second  Line  of  Defense 

The  Baker-Cutler  report  called  for  an  increase  in  funding  for  the  Second  Line  of 
Defense  (SLD)  program  because,  in  the  task  force’s  judgment,  the  program  was 
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moving  forward  too  slowly.  In  FY  2000,  the  program’s  budget  was  $6  million;  by 
FY  2008,  it  was  $267  million.  In  response  to  heightened  concerns  after  9/11,  SLD 
work  in  the  FSU  countries  has  steadily  and  consistently  expanded  to  other  coun¬ 
tries.  SLD’s  Core  Program  installs  radiation  detection  equipment  at  borders,  air¬ 
ports,  and  strategic  feeder  ports,  primarily  in  Russia  and  the  former  Soviet 
republics. 

In  2006,  the  program  reached  an  agreement  with  the  Federal  Customs 
Service  of  Russia  to  equip  all  350  Russian  border  crossings  with  radiation 
detection  equipment  by  the  end  of  2011.  A  total  of  117  sites  in  Russia  have 
been  equipped  to  date,  and  costs  for  this  effort  are  shared  by  NNSA  and  the 
Russian  Customs  Service.  The  Core  Program  has  identified  a  total  of  450  sites 
where  detection  equipment  will  be  installed.  The  Megaports  Initiative, 
launched  in  2003,  works  with  countries  to  equip  seaports  with  radiation  detec¬ 
tion  equipment.  The  program  is  operational  in  ports  in  19  countries.  Program 
officials  have  identified  75  ports  altogether  for  potential  cooperation. 

Initiatives  for  Proliferation  Prevention 
and  Nuclear  Cities  Initiative 

The  Baker-Cutler  report  noted  that  the  IPP  suffered  from  years  of  inconsistent 
funding  from  Congress,  and  that  metrics,  such  as  the  number  of  actual 
weapons  scientists  engaged  in  commercial  jobs,  were  difficult  to  document. 
The  report  emphasized  that  careful  attention  should  be  given  to  defining  crite¬ 
ria  for  success  and  developing  an  exit  strategy  for  the  program. 

In  2005,  DOE  established  the  Global  Initiatives  for  Proliferation  Preven¬ 
tion  (GIPP):  it  combined  the  missions  of  the  IPP  and  the  NCI,  which  worked 
with  former  scientists  in  Russia’s  closed  nuclear  cities,  and  expanded  the  scien¬ 
tist  engagement  mission  beyond  Russia  and  the  former  Soviet  Union.  GIPP 
has  engaged  thousands  of  former  weapons  scientists,  engineers,  and  techni¬ 
cians  at  more  than  180  facilities  in  the  former  Soviet  Union,  as  well  as  hun¬ 
dreds  of  former  weapons  specialists  in  Libya  and  Iraq. 

GIPP  coordinates  closely  with  the  Department  of  State’s  Global  Threat 
Reduction  (GTR)  program,  which  also  works  with  former  FSU  weapons  scientists 
and  has  expanded  to  include  facilities  in  Iraq  and  Libya.  As  GIPP’s  original  mis¬ 
sion  has  evolved,  it  has  reduced  the  scope  of  its  work  in  the  FSU  to  focus  on  insti¬ 
tutes  deemed  potentially  vulnerable  to  targeted  recruitment.  However,  the 
program  still  has  not  developed  a  formal  exit  strategy. 

Relevant  Programs  Initiated  After  the  Baker-Cutler  Report 

Additional  programs  undertaken  by  DOE/NNSA  consistent  with  Baker- 
Cutler  objectives  include  the  Elimination  of  Weapons  Grade  Plutonium 
Production  (EWGPP)  program,  which  is  replacing  Russia’s  last  three 
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plutonium-producing  reactors  with  fossil  fuel  plants.  Two  of  these  reactors 
have  already  been  shut  down,  and  the  third  is  scheduled  to  close  no  later  than 
December  2010. 

The  Baker-Cutler  report  called  for  the  return  of  I1EU  from  Soviet-built 
research  reactors  to  Russia  for  downblending  and  disposition.  This  is  being 
accomplished  through  NNSA’s  Global  Threat  Reduction  Initiative  (GTRI), 
which  is  working  to  convert  U.S.-  and  Russian-built  HEU-fueled  research  reac¬ 
tors  around  the  world  to  less-proliferation-sensitive  LEU  and  to  repatriate  the 
HEU  to  its  country  of  origin.  To  date,  GTRI  has  helped  return  764  kilograms  of 
Russian-origin  HEU  from  reactors  for  blending  down.  This  total  includes  21 
HEU  shipments  from  Soviet-built  research  reactors  in  Serbia,  Romania,  Bul¬ 
garia,  Libya,  Uzbekistan,  the  Czech  Republic,  Latvia,  Poland,  Germany,  Hun¬ 
gary,  and  Vietnam.  GTRI  reports  that  it  plans  to  remove  or  dispose  of  about 
2,245  kilograms  of  Russian-origin  HEU  from  civilian  sites  by  2015. 
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Nonproliferation/Counterproliferation  Treaties, 
Regimes,  and  Initiatives 

Treaties  in  Force 

Treaty  on  the  Nonproliferation  of  Nuclear  Weapons  (NPT) 

The  NPT  is  designed  to  prevent  the  spread  of  nuclear  weapons  and  weapons 
technology,  promote  cooperation  in  the  peaceful  uses  of  nuclear  energy,  and 
further  the  goal  of  achieving  complete  nuclear  and  general  disarmament.  It 
entered  into  force  on  March  5,  1970,  and  has  188  members.  Only  India,  Israel, 
North  Korea,  and  Pakistan  are  not  members  of  the  NPT. 

The  NPT  establishes  a  safeguards  system,  which  includes  inspections  of 
civilian  nuclear  facilities,  to  monitor  compliance  with  the  treaty.  This  safe¬ 
guards  system  is  administered  by  the  International  Atomic  Energy  Agency 
(IAEA).  In  1997,  the  IAEA  adopted  an  Additional  Protocol  that,  when  ratified 
by  individual  NPT  members,  gives  the  agency  expanded  safeguards  authority 
and  greater  access  to  verify  nuclear  declarations. 

Convention  on  the  Prohibition  of  the  Development, 

Production  and  Stockpiling  of  Bacteriological  and 
Toxin  Weapons  (BWC) 

The  Biological  and  Toxin  Weapons  Convention  (BWC)  bans  the  development, 
production,  acquisition,  and  retention  of  biological  agents  and  toxins,  weapons, 
and  specialized  means  of  delivery.  It  entered  into  force  on  March  26,  1975. 
There  are  currently  162  state  parties  to  the  BWC.  Notable  non-parties  include 
North  Korea,  Syria,  Egypt,  and  Israel. 

Convention  on  the  Physical  Protection 
of  Nuclear  Material  (CPPNM) 

The  CPPNM  entered  into  force  on  February  7,  1987.  It  has  137  state  parties. 
The  convention  is  the  only  international  legally  binding  agreement  on  the 
physical  protection  of  nuclear  material.  An  amendment  to  the  convention 
negotiated  in  2005  will  strengthen  it  by  requiring  state  parties  to  protect 
nuclear  facilities  and  material  in  peaceful  domestic  use  and  storage  as  well  as 
during  transport.  The  amendment  will  enter  into  force  following  its  ratification 
by  two-thirds  of  the  state  parties  to  the  convention. 
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Strategic  Anns  Reduction  Treaty  (START) 

START  was  signed  by  the  United  States  and  the  Soviet  Union  in  July  1991.  It 
limits  long-range  nuclear  forces — land-based  intercontinental  ballistic  missiles 
(ICBMs),  submarine-launched  ballistic  missiles  (SLBMs),  and  heavy 
bombers — and  contains  complex  verification  provisions.  In  May  1992,  Belarus, 
Kazakhstan,  Russia,  Ukraine,  and  the  United  States  signed  a  protocol  nam¬ 
ing  till  five  parties  to  the  treaty.  START  entered  into  force  in  December 
31,  1994.  It  will  expire  on  December  31,  2009,  unless  the  parties  agree  to 
extend  it. 


Strategic  Offensive  Reductions  Treaty  (“Moscow  Treaty”) 

The  Moscow  Treaty  was  signed  on  May  24,  2002,  and  entered  into  force  on 
June  1,  2003.  The  treaty  requires  the  United  States  and  Russia  to  reduce  their 
strategic  nuclear  warheads  to  between  1,700  and  2,200  by  December  31,  2012, 
at  which  time  the  treaty  expires. 

Treaties  Negotiated  but  Not  in  Force 

Comprehensive  Nuclear  Test  Ban  Treaty  (CTBT) 

The  CTBT  bans  any  nuclear  weapon  test  explosion  or  any  other  nuclear  explo¬ 
sion.  The  CTBT  has  not  entered  into  force.  The  provisions  of  the  treaty 
require  the  44  states  with  nuclear  reactors  to  ratify  the  treaty  before  it  enters 
into  force.  In  October  1999,  the  U.S.  Senate  failed  to  give  its  consent  to  ratifi¬ 
cation  of  the  treaty.  Nevertheless,  the  United  States  is  observing  a  unilateral 
moratorium  on  nuclear  tests. 

Proposed  Treaties 

Fissile  Material  Cut-Off  Treaty  (FMCT) 

A  proposal  that  the  international  community  negotiate  a  ban  on  the  production 
of  fissile  material  (plutonium  and  enriched  uranium)  that  could  be  used  in 
nuclear  weapons  is  on  the  long-term  negotiating  agenda  at  the  United  Nations 
Conference  on  Disarmament  in  Geneva.  Negotiations  have  been  largely 
stalled  since  1993. 


Nonproliferation  Regimes 

Zangger  Committee 

In  1971,  a  group  of  seven  NPT  nuclear  supplier  nations  formed  the  Nuclear 
Exporters  Committee,  known  as  the  Zangger  Committee,  to  assist  in  restricting 
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nuclear  trade  as  called  for  in  Article  III  of  the  NPT.  In  1974,  the  Zangger  Com¬ 
mittee  compiled  a  list  of  nuclear  export  items  that  could  be  potentially  useful 
for  military  applications  and  agreed  that  the  transfer  of  items  on  the  list  would 
trigger  a  requirement  for  IAEA  safeguards  to  ensure  that  the  items  were  not 
used  to  make  nuclear  explosives. 

Nuclear  Suppliers  Group  (NSG) 

In  1975,  the  major  nuclear  suppliers  formed  the  London  Club,  which  is  now 
known  as  the  Nuclear  Suppliers  Group  (NSG).  The  NSG  is  an  informal  group 
of  45  nuclear  supplier  countries  that  seeks  to  halt  proliferation  of  nuclear 
weapons  through  the  implementation  of  guidelines  for  nuclear  material  and 
technology  exports. 


Executive  Agreements 

HEU  Purchase  Agreement 

Under  the  United  States-Russian  Highly  Enriched  Uranium  (IIEU)  Purchase 
Agreement,  signed  in  1993,  500  tons  of  HEU  from  dismantled  Russian  nuclear 
weapons  is  to  be  blended  down  to  proliferation-resistant  low-enriched  uranium 
(LEU)  by  2013.  The  United  States  Enrichment  Corporation,  a  private  corpora¬ 
tion  serving  as  executive  agent  for  the  HEU  Purchase  Agreement,  purchases  this 
LEU  and  resells  it  to  U.S.  companies  that  use  it  as  commercial  nuclear  reactor 
fuel. 


Plutonium  Management  and  Disposition  Agreement  (PMDA) 

Under  the  PMDA,  signed  in  September  2000,  the  United  States  and  Russia 
each  agreed  to  dispose  of  34  metric  tons  of  weapons-grade  plutonium.  A  series 
of  disagreements  were  settled  in  a  follow-on  agreement  in  November  2007, 
with  an  overall  understanding  to  complete  the  disposition  of  68  metric  tons 
total  of  plutonium  between  2035  and  2040. 

Nonproliferation/Counterproliferation  Initiatives 

Proliferation  Security  Initiative  (PSI) 

The  PSI  was  launched  in  2003  to  increase  international  cooperation  in  inter¬ 
dicting  shipments  of  weapons  of  mass  destruction  (WMD),  their  delivery  sys¬ 
tems,  and  related  materials.  As  of  October  2008,  92  nations  have  formally 
committed  to  PSI  participation  as  partner  states. 
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Global  Initiative  to  Combat  Nuclear  Terrorism  (GICNT) 

The  GICNT  was  launched  by  the  United  States  and  Russia  on  July  15,  2006,  to 
expand  and  accelerate  the  development  of  their  partnership  capacity  to  com¬ 
bat  the  global  threat  of  nuclear  terrorism.  The  GICNT  is  open  to  other  partner 
nations,  which  currently  number  75. 

Bratislava  Nuclear  Security  Initiative 

President  Vladimir  Putin  and  President  George  W.  Bush  agreed  to  this  initiative 
on  nuclear  security  cooperation  at  a  February  2005  summit  in  Bratislava,  the 
Republic  of  Slovakia.  The  Bratislava  Nuclear  Security  Initiative  is  focused  on  five 
key  areas:  emergency  response  cooperation,  sharing  best  practices  to  promote 
nuclear  security,  enhancing  nuclear  security  cultures  in  both  countries,  research 
reactor  conversion  and  fuel  return,  and  promoting  the  implementation  of 
UNSCR  1540.  A  senior  U.S. -Russia  group  chaired  by  the  U.S.  Secretary  of 
Energy  and  the  Director  of  the  Federal  Atomic  Energy  Agency  (Rosatom)  over¬ 
sees  this  work  and  provides  progress  reports  to  the  Presidents  every  six  months. 

United  Nations  Security  Council  Resolution  1540 

UNSCR  1540  is  a  2004  resolution  that  establishes  binding  obligations  on  all 
UN  member  states  to  take  and  enforce  measures  against  WMD  proliferation, 
such  as  developing  the  laws  and  regulations  they  need  to  criminalize  prolifera¬ 
tion,  improving  physical  protection  and  safeguards  at  nuclear  facilities, 
strengthening  export  controls,  and  developing  a  robust  security  culture 
focused  on  reducing  the  risk  of  theft  or  diversion  of  nuclear  materials  or  tech¬ 
nology. 


125 


Acronyms  and  Abbreviations 


AMI  American  Media  International 

BSL  Biosafety  Level 

BW  Biological  Weapons 

BWC  Biological  Weapons  Convention 

CDC  Centers  for  Disease  Control  and  Prevention 

CIA  Central  Intelligence  Agency 

CP  counterproliferation 

CPPNM  Convention  for  the  Physical  Protection  of  Nuclear  Material 

CSI  Container  Security  Initiative 

CT  counterterrorism 

CTBT  Comprehensive  Test  Ban  Treaty 

CTR  cooperative  threat  reduction 

DHS  Department  of  Homeland  Security 

DNI  Director  of  National  Intelligence 

DOE  Department  of  Energy 

EU  European  Union 

EWGPP  Elimination  of  Weapons  Grade  Plutonium  Production 

FATA  F ederally  Administered  Tribal  Areas 

FBI  Federal  Bureau  of  Investigation 

FMCT  Fissile  Material  Cut-Off  Treaty 

FSU  former  Soviet  Union 

G-8  Group  of  Eight 

GAO  Government  Accountability  Office 

GICNT  Global  Initiative  to  Combat  Nuclear  Terrorism 

GIPP  Global  Initiatives  for  Proliferation  Prevention 

GSPC  Salafist  Group  for  Preaching  and  Combat  (Groupe  Salafiste 

pour  la  Predication  et  le  Combat) 

GTRI  Global  Threat  Reduction  Initiative 

HEU  highly  enriched  uranium 

HHS  Department  of  Health  and  Human  Services 

HSC  Homeland  Security  Council 

IAEA  International  Atomic  Energy  Agency 

ICBM  Intercontinental  Ballistic  Missile 
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IHR 

International  Health  Regulations 

INFCIRC 

Information  Circular 

IPP 

Initiatives  for  Proliferation  Prevention 

LEU 

low-enriched  uranium 

MOX 

mixed  oxide 

MPC&A 

Material  Protection,  Control  and  Accounting 

NCI 

Nuclear  Cities  Initiative 

NCPC 

National  Counterproliferation  Center 

NCTC 

National  Counterterrorism  Center 

NNSA 

National  Nuclear  Security  Administration 

NPT 

Nonproliferation  Treaty 

NSC 

National  Security  Council 

NWFP 

North-West  Frontier  Province 

ODNI 

Office  of  the  Director  of  National  Intelligence 

OIE 

World  Organization  for  Animal  Health  (formerly  known 
as  the  Office  international  des  epizooties) 

PCC 

Policy  Coordinating  Committee 

PMDA 

Plutonium  Management  and  Disposition  Agreement 

PSI 

Proliferation  Security  Initiative 

Rosatom 

[Russian]  Federal  Atomic  Energy  Agency 

SARS 

severe  acute  respiratory  syndrome 

SLBM 

submarine-launched  ballistic  missile 

SLD 

Second  Line  of  Defense 

SNM 

special  nuclear  material 

START 

Strategic  Arms  Reduction  Treaty 

UNSCR 

United  Nations  Security  Council  Resolution 

USAID 

U.S.  Agency  for  International  Development 

USDA 

United  States  Department  of  Agriculture 

WHO 

World  Health  Organization 

WMD 

Weapons  of  Mass  Destruction 
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